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[Trojan.Ransom.Clop]
OFMALC HAM HTIA]

— 1

2019 & it | SEet Clop BEA0= 227K —IZAELT U}, 00| 2iZAE AT == LR TS HatA 7

A BXIE 23] A=SIC

= WNetOpenEnumW(2u, 0, 0, lpNet , & Y3
if (v8 )

return 1;

t = -1;

f = 0x20000;

= WNetEnumResourceW(hEnum, &c! t, Buffer, &Buff{ ) )
if ( )

return 2;
for (1 =0; 1< int; ++i )

if ((*(&11 + 8 * i) ==4 || *(&11 + 8 * i) == 3 || *(&11 + 8 * i) == 9 )

{
Net esourcePath = GlobalAlloc(0x40u, 0x104u);
sub_409DEQ(Network ePath, 0, 260);

I = 260;
sub_409860 (Network 5 [8 * i], ©x104u);
Sleep(0x3E8u);
t = CreateThread(®, @, RansomRoutine_ 1, NetworkResou th, 0, 0);

Sleep(0x3E8u);
CloseHandle( ect);

}

1y ¢ [8*i]&2)
RansomNetWorkReSource (& [32% 1), +1);

}
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Ryuk 2

Ryuk Ransomware Uses Wake—on—Lan To
Ryuk 2907t sl LIERF0| A2

7le2 ™HO| ARl 717|0 HHOEE
SentinellLabs CHE
7R ME D2HAS MHSH= JC=

B Bl st st

4 " 12313.exe

o], 282121 717] e

2]

=1

AC= LIEICE WOL 2 S HESZ IRl &L

21 Vitali Kremez 2| Z]A Ryuk
o LIEMIC}

Encrypt Offline Devices

| MHEO|THE 71715 7 &=

0| 7R 7172

=3} ¢lsif WOL(Wake—on-Lan) A2

S31517| 25 WOL(Wake-on-Lan)2 Al25H=
S 2 £ U= SIERIN 71SO0Lt, 0|

= 2 T ML

= HU7AL ol XS Adiol| flolil HRIAES0] FE5H *I‘9°H1t
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A 2401 M=H, 0] =

T ARE I 8 LAN 2

oy - T ¥ - T RAL W A AR TR

961 MB WIN-AB0639..\

" QKumYdZSplan.exe

7340

94.27 MB WIN-AB0639...\

— VawfNhjrNIan.exe

L YOS i A T

g &

il

\Users'\Deésssaé\ Desktop\QKumYdZSplan.exe" 8 LAN E39---\

N

[T 1]8Lan Q15 HEI6I0] MAE ME T2AA

aj

0| Q=71 ABEH Ryuk 2 71712 HERZ W L2 IP 4 559! ARP H|0|Z & 2 MAC FAE A7SHS
SHES SH20] JHO! 1P ZA MELIC107, 17216, "192.168/)2] LEQIX| SQISHT}

53 iF ( vé )

Sh

55 while ( 1)

56 {

57 sub_JSO00MASI(( WORD ==)(ub + 12), (int)sep);

58 if ( (char =)arp_rec_cap_str(xand 8, (int)&cp, (const NIZEL #)tbyte 3SO111AB) == Bop// T0.

59 Il arp_rec_cep_str{xmb o, (int)kcp, (const n1281 *)"172.16.")

60 || arp_rec_cmp_str(xnnd 8, (int)&ecp, (const m1281 #)"192.168.") )

61 (

62 V35S = inet_addr(tcp);

63 if ( vi5 == BXFFFFFFFF )

64 return OxFFFFFFFF;

65 sub_3S50MBCA(=( UVIE =)(ub » AK), BuZh);

66 vih = (unsigned IntéXu)(((255 ~ BYTE1(u2Kh)) << 16)

6’ o (signed Int)((OXFFFFFFFF - (uns u]nml intB)uzu) << 2%)

o8 o (slgned  Intah)((255 - BYTE2(u24)) << 8)) > 32;

69 g7 = ((255 - BYTE1(u24)) << 16) + ((OXFFFFFFFF - (unsigoed  intB)u2a) << 28) + ((255 - BYTE2(u2h)) << 8);

o V23 = 255 « BYTEI(u2Ah) » w73

" v = 255 - BYTES(u2h) » _ PAIR_ (uid, v/);

72 u9 = _CFADD__((_DUORD)vS, »( DUGRD =)ul);

3 o( DUDRD #)ul <= uli;

™ vdh = WIDWORD(uH);

5 ®( DUORD «)(vid + K) += HIDWORD(uB) + v9;

76 1F ( vi >~ BXFF )

/7 vifl » "

78 else

79 w - 0"[3( a5 )

(221 2] 7He! HIEQIS Slol
= 5 o o o = (=] gf=Ik=3
offldf ARP 2=0]| ¢ LIERF S| &5 2, Ryuk 2 oliF 71712] MAC FA2 Wol IiZls EU HES 7t 0f
1 = =
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> Frame 19: 144 bytes on wire (1152 bits), 144 bytes captured (1152 bits) on interface @
4 Ethernet II, Src: Vmware_b4:ce:dc (00:08c:29:b4:ce:dc), Dst: IPv4amcast_16 (@1:00:5e:00:00:16)
4 Destination: IPv4mcast_16 (01:00:5e:00:00:16)
Address: IPv4mcast_16 (01:00:5e:00:00:16)
ceee 22@i sttt vies veve o... = LG bit: Globally unique address (factory default)
....... 1 ties 2ove sese sss. = IG bit: Group address (multicast/broadcast)
4 Source: Vmware_b4:ce:dc (00:0c:29:b4:ce:dc)
Address: Vmware_b4:ce:dc (80:0c:29:b4:ce:dc)
es@. tett vies wees .... = LG bit: Globally unique address (factory default)
....... @ .... ceue 22u. .... = IG bit: Individual address (unicast)
Type: IPv4 (@x0800)
b Internet Protocol Version 4, Src: 172.16.2.207, Dst: 224.0.0.22
4 User Datagram Protocol, Src Port: 60998, Dst Port: 7
Source Port: 60998
Destination Port: 7
Length: 110
Checksum: @x8f75 [unverified]
[Checksum Status: Unverified]
[Stream index: 4]
4 Echo
Echo data: ffffffffffffel005c00001601005c00001601005c000016. . .

01 @@ S5e @0

20 16 20 ©c 29 b4 ce dc @08 00
90 00 @1 11 ©0 80 ac 10 82 cf e0 00
20 ff
20 00
Se

=
o

o1 00
20 (272]
Se 1

21 00 00

[ 3] Wol IHZIE ELi= Ryuk

Wol 0| 83X AR, Ryuk 2 dliid #Z 71712 ($ 37 E210|E OIRES A3,

e e T v e 1

\\172. 16.2,208\C$\Program Files\Microsoft Visual Studio\20 17\Community \Common7\IDE\CommonExtensions \Platform\Debugger \PerfDebuggerWebViews\jcor
\\172. 16, 2,208\C$\Program Files\Microsoft Visual Studio 20 17\Community \Common7\IDE \Extensions \Microsoft\VsGraphics\Assets\Scripts \hisl\*. *

[T 4] 24 ($ 37 ER0[E ORRE
357 OI2E0| 832 Z2 Ryuk 2 32 AFEC| EA0[E ot AS3ISHT}, Kremez = BleepingComputer 212
CHlOlA Ryuk 2 M=0] ZIsts T 7(7|0|M SHYE LIERT0| 2t A =22 = e, B2 71 HESA
stag OEE 2 A0l2t BRiCt 0lof CHEsH| oMz &2[XtE 7171 YITAHOMUN Elsk= Wol
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o
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TS oiEot=s A= HEol0f 2ICt. Ol Soli Bkl A= E2IEM 0] 7|SS E8dk= SA0| 5|
HSsh 4= QO SRRIZE Z2[AF KT AE|01M0] oY =AS ZR0= o220 2 =+ SiCh

[EX]] https:/ /www.bleepingcomputer.com/news/security/ryuk-ransomware—uses-wake-on-lan-to-encrypt-offine—devices/
https:/ /twitter.com/VK_Intel/status/1216351931020476417
https:/ /mmww.crowdstrike.com/blog/wizard-spider-adds—new-feature—to-ryuk-ransomware/
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U

Android Trojan Kills Google Play Protect, Spews Fake App Reviews

SAKNS0| A|AH o= QIESH OIEZ0|E AHTES S5l Google Play Protect AH|A HIZHSE 7Ht 2|17 44,
obd o AX|, 1l = St 22 A4S Adliet A= LIENITE

Trojan-Dropper.AndroidOS.Shoppera 2t BEE 0] AETE= 08 H H=3IERIOH, OHEZ0|E 7|77t X2
SRS I, ¥ 78S HEok= FA QER0|E MH[ARF 1R FARRH AIAR 00|21 ConfighAPK 0122
AIESICE, FIAHAT| ol HTLRIQ! [gor Golovin 2 "Trojan-Dropper.AndroidOS.Shoppera = X[t 2019 A
10 2~11 & AMO[ofl 2{A0[0IX(28.46%) 71 ‘H2| SHH=UCOM, HEE(1870%)2 Q1=(14.23%)7t FE
O|ACE"ZLL SHRACE,

0% 2% 4% 6% 8% 10% 12%  14% 16% 18% 20% 22% 24%  26%  28% 30%

[EX] https://securelist.com/smartphone-shopaholic/95544/
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[EX] https:/ /www.bleepingcomputer.com/news/security/android-trojan—kills—google—play-protect-spews-fake-app-reviews/
https://securelist.com/smartphone-shopaholic/95544/
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7|18 UIERIAE 2l= SNAKE HHEHI0] 2

SNAKE Ransomwatre Is the Next Threat Targeting Business Networks

718 HER/FE 324010 SZE 2= 7VIE YSsol Aok M= YR SNAKE 7t R0 71
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1 {

:F478h: 84 48 OF 56 74 88 AS 34
:F484h: 00 S0 01 FE 01 0O Al 4A
:F490h: 2C F1 21 93 53 09 SE FO
:FASCh: D4 92 AF EA CB 97 FA Cl1
:F4A8h: DF 92 Bl C1 52 FD BF 32
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: 4B 4C F3 E9 4D 47 28 81
30 DO BS BF 62 EA 50 EB
4E SF B2 A6 F5 E6 D3 DB
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NNN

S C RO Y

Select Start: 193935 [2F58Fh] Sel: 5 [Sh]

Size: 193940

3 010 Editor - EAtemp\av-test\ransomware\snake\encrypted-files..  — (m] X
file Edit Search View Fgrmat Scripts Templates Jools \Window Help
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BleepingComputer = SNAKE ZHHYIIE HIAES Zut CHE 2R|0{0]] HIsH DiUS AS3ok=0| E5| 2 AlZH0]
AQEIUCHIT SIRACE SEXITH SNAKE = ERIE 2A|00]7] R0 SAXZE KPSt AlZHof| A0] 71S51E 2 L2l
=y —rI1I= E|X| 4= AO[Ct.

HEH Asspt AFZEH 0] M= C\Users\Public\Desktop ZH0i| Fix-Your-Files.txt 2= 2N LES
Mot} O] HE-Ex == X[Soke YRS g1 4= 49 54 O[HY FA= HeElolkRi= LS F1 UL
SAXEHAISH O|HIY Z=4A-= bapcocrypt@ctemplar.com O|Ct,

¥ Fix-Your-Fllestat - Natepad2 - o x

bile Edit View Settings 2
Jadad LQa At Fdraxm e

swe breached your corporate network and encrypted the data on your computers. The encrypted data includes documents,
databases, photos and more

]

sall were encrypted using a military grade encryption algorithms (AES-256 and RSA-2048). You cannot access those files
right now. But dont worry!

0

1 You can still get those files back and be up and rumning again in no time.

i

n

20The only way to restore your files is by purchasing a decryption tool loaded with a private key we created specifically
for your network.

a3

220nce run on an effected computer, the tool will decrypt all encrypted files - arid you can resume day-to-day operations,
preferably with

23

s better cyber security in mind. If you are interested in purchasing the decryption tool contact us at
bapcocryptéctemplar. com

2%
2%

2%
' 29| How can you be certain we have the decryption tool?

3 In your mail to us attach up to 3 files (up to 3M8, no databases or spreadsheets).

Y]
aswe will send them back to you decrypted.

n22:15 Col81 Seld 133k8 ANSI CR+LF INS Default Text

[22 3] SNAKE ML E
0| ZHAIQO|= 7HE YT AH|O|MO0| Of HEQT FMAIE LaiC} HALES AHHEMH 71010| 7155t Si=7 |7} 7H
717120] Ot HIERIE FMEYUS & 4= UCE. SiXf 0] AHHAH2| FAHE 27| floll 24 S0|H, F2= =58P}
THSEX| Of5= 2 4= QICt OFXI7EX| O] 2HAMLI00IA FIME BloKE 4= QUUCE

[EX] https://www.bleepingcomputer.com/news/security/snake—ransomware-is—the—next-threat—targeting-business—networks/
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