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2020/02/27
0= ZEHSXGUME HIAUZ ARRSHHY O R4 MEOIUS S5l 28 PCE A4 HOE 4 Q= RemcosRAT
o

o
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2020/03/02
27| X5, T2LEY O B3t AR0| S22 Xl of Ol R £l XIS L /T

EPICZ REEOH, A F7t AITE X

e
i
N
e

2020/03/05
Hakbit 2149012 HE0] Corona ZHEHZ 0SS HEoH S, HEMLIZ 300 EHf S| HIEFQ!

mjo

o7

2020/03/06
Y F2UH19 BpA0| 27| 5 SHIRI AKX HIAf KRR SIEHSH Bisonal QYT QI U ZUSIA| MO

X

2020/03/09
WHO E AIEGHH Z 2Lt 19 23 LIiZO = MEE O|H|UNIA| FormBook QIEAEZ] QI A

2020/03/09
O|HE2[0IE EfZI22 WHO 445 QAT EHl WOZ 2o}t Z4Y Ofd =X|= 2ot ZM7t EekE O|H|&S Sl
Trickbot R &Q1

0

2020/0312
Johns Hopkns CHE10IA] SSZ501 AR T2LH9 HIO[2{A XIZ0t QMK RELSH 7 KI=S S35 AZORu
QITALIRIE Q5101 ARSK ASRIRO FEE Bl 2 Al

2020/0313
SI=2 2 21119 Ol 28 Hoax SE. HERIOXE 210610 =222 = 10,000 &2 ZXHU=

3
shEHS oIt AN I YSeh= TIRAEX| =

HO

2020/0313
CoronmaVis 2H= A1 #1017} S RL2IE| MOIER Holo] IR S 2tgot= 57 Ttelo it

A=elS Tidohk= SA0| Chet AFEEEL} 7Hd=XIE, 77 I82E BF Al
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2020/03/16
T=LHO[HA HHS0[2k= Mi=2| O|HEE Solf Iy 4 Al O|H|2 MRELME0= 7[E B+7| 180M

SRIE BabyShak AAITETH SHERSIEI0] U= 22 HHol

2020/0317
= floh 24 ERE T2MEQ| Folding@home EHES 21E510] M| ~LIXI0[A| 2 2L} HIO|2A
R=HS H= AS R EEt] Q70 2| RedLine Stealer 7. 2ZFHE 2 oH=RI|0] 71 2 2O ATER|019}
A =

2020/0318
T2LHHO[2A Y 201 {Z2|H|0MS 7HEISE CovidLock ZHIY 2HMSI0] QI 2101 SHHAZ S4S 23tot1

100 22| S HIET QIS S23HISO= Q7162 S2=7 7 HACAS

2020/0319
APT36 J1E0f|M QI RO T2 L9 2 B K& EMZ fiEet Iy IR TSI, CrinsonRAT X[ L.
H

CrinsonRAT ZSIA| TioHA} RIZISE, AT 2R, el HBSS 47

2020/03/20
TrickBot It Emotet 2FdT =7} AL H A2 7|2F HOMRIES| BX| R2IS Plof| 24| T=Lt IO A 2 7A

71 LIES TR0 H1Hs | Akt 210 2ol

2020/0323
A7 | 22|, MacOS AFZA} 22 “COVID-19 and North Korea.docx 2= O|HI2 HEIIUS Sl 4 Al ZBA]
AEX FHE 2F

2020/03/23

Netwalker ZHE9l|0] SHAXZ F 2L 19 2 D O|H[HS Solf 7@} = 7[EHE 54

2020/03/25
WHO AIREE0| 2H HIZZ {Eet Il H20] HawkEye 7 |2HE RE TH MU= F=LE 19 = 2 o=
YEE MEtits UWELE 218 Y Al AT A, 2= 7| i 7|5, At 38 =8 S HEE
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2020/03125
Maze B0V 22 T2LE 10 HAIS ZH) 91 F20| Q4 H7 RXS B2, ol FXI2 USAAHS

SO SAR= Zxiet HI0[HE T 20| M= S

2020/03/25

i °*EI HIO[HA-MA| X112 HSEh= E= 2115k= 2 HA0|E YA, S A0 |E= &K T 2L 19
HIO|HAES OfdicH=CHH ZRE] Yid T2 7S MX[ol-= S oHH, AX|A| BlackNET O] ZHGE|0] LA PC &
bot O 2 ”.JE

2020/03/26

ARG ZE80) T2 O ZURIIS ABELIN MRIZ Q51 “Coronavius Finder 21 @4 274, SHE A0 Ginp
7] E20|20P}HA7K UOH, QH0] S S ARRKIC| 2R HeE 25

2020/03/27

HRERA 27402 2= D-Link, Linksys 2F2E{7 | S8 EHIQ1 220i| 2512 SH= ARXIE 71t Z2LE19
M S MXIGIEE Q5H= A0 |ER 2|C|2IMEH= 22 3101 5=t M AX|A| Oski EZ0|=20IE AX|5H
HROKBEE A K17 5 U 7K S AES 2

Oll

2020/3/30
TZLH19 HIOIHA0| L=E5|0] ZAF 20 = LIECZ HEIM 2 O|HIUZ e Tl M2l 1A

2020/3/31
Zeus Sphinx, FZL} 19 HIO|2|A Ol 8ol MSH, ST E 4H A AMEA S &7

R0 S22 T2 2 FEE MiSoHL 221 273 Xz /0SS MSeth= 2| O|HYS S5
AEAIS] SEA/27 1S 018o =M X AJMY SO HRMAS SEoIE Rotl AASLIC

HEMRIO= ZtE AT MS Office 242 2ARIIE IH |NK I Java ATZIE VBS ATZE S CIQkSH
SEf7 ERHOH, TIAH= CHEE covid19, coronavirus S corona 22 EAIE0| ESHE|0] QUUSLIC

)

OPYTET} TBHE(0] QK| QLTI ARE 4 QU= 7 BIOI A S0 AYRURS RE/TEoH= AIEE ke
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EESE MacOS MEA} H IEZ0|E0S MEAE 2 &4, 2lsA Miraibot SO| 1E[R0] SHKXk= Windows
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AISA} D225 F2LE HO[2A TR O[HIUS HIUS FP 213 TS 7180(1, 55| HPIUS O=5(
241, AHHRE Yol LSO SR0IK| o4 20l SR
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[Trojan.Ransom.Mailto]
otMIAL EM Hik

22 39| SF2|ARt A0 2IXISH HEHO| A0 SZ0| LYSIACE =2 7Y HIERIZE f IOZ dk=
0[H SZ0f| A& HE0= Mailto HEAH2| HECZ Netwalker 2= HHMULY. SHRA LIS F=LE
HIO[HAO| 2REIAP} XEHO 2 2rliolHN oild SAXIS0| HER EXIE floll 22119 0]E 01801 Ty
O|HIUS AZotLl U= A= 2RIEUCE,

1| BBOACA Readmetit - HEE [E=R|ER[E==)
o EHEE A40) B2V EESZH)
Hil r

Your files are encrypted by Netwalker
W11 encrypted files for this computer has extension: bbSaca

If for some reason wou read this tewxt before the encryption ended,

this can be understood by the fact that the computer slows down,

and your heart rate has increased due to the ability to turn it off,

then we recommend that wou move away from the computer and accept that wou have been compromised.
Rebootina/shutdown will cause vou to lose files without the possibility of recovery.

Our encryption algorithms are very strong and wour files are very well protected,
the only way to get vour files back is to cooperate with us and get the decrvpter program.

Do not try to recover your files without a decrypter program, vou may damage them and then they will be impossible to r

For us this is just business and to prove to you our seriousness, we will decrvpt wou one file for free. 1
Just open our website, upload the encrypted file and get the decrvpted file for free,

Steps to get access on our website:

1.Download and install tor-browser: https://torproject.org/

2.0pen our website: rnfdsamBwbBiGsubtxkekwdudydTkpZeatvuTdBxihyn5esd| tdpdraad. onion
3.Put vour personal code in the input form:

{code_bh3aca:

JK/ fnedj ZHUA965IsMBAUKE Hbp § 5g+uY K1 nwx Qa3 BwT | z(5H

WzTEi Rr59zkEk | Q99GIAmABN TPt ok My /75c Nz d5ZBwy e Zj

banff¥DKpfball=3ghavev by | Cod3pMRrRHIinsLEzbpTaavD

0TF+Gl g f ONOAYUzpkBhUA i myMS0J0{ EgCkHs 5 31 PCULALTWO1 -

4 1L} 2

[T ML E 51
offd eMYI01= 7|2 EMICE Sl 2120l= T =LH19 =0 [E AfelH 2t SQ14E 2UESt=
cHAEAIOCE SHMYE Of|SH | flhiM= 712 E2F 22 FEolll, fI=2, OBE2AH|0[8S ZC=E
O[O0 ESHOF oiCt, EEot Lot Xfg= M7 |HO = JE IHM|LE E2RE AH|A SOi| BiieHA LGHE =|Asteth 4~
QUEE oloFetCt,

SAXH 2efoflM= sHE 2 F=ZE Trojan.Ransom.Mailto” EXX| HOZ RITkSITT QIOM, 2t AN| 2ME M=
Threat Inside EIMH|A == Sol| 21210| 7+S0ICt.
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n.An

droid.Zitmo]

=4 HITA

CIZ=0f| Lalist F2LEH19 2 OfRIIK| T2 fE*E | 2IS0{oll ULt 7HRIS2 HolX| fi= AtelA 72| 7 (2t 2|
ARH, Gt 2 A 22 HHsH UM 2 (0| 7FSHXILL 17| IHZOICE O|FA 257t %%HI AQE=
0|7 U= 7120 A0l SA2 O %W% XH Z2LH19 = BlE AlRES O3 2lEA ol QUL
THIQ! A AP ADIAS F2UH9 9| YFOR S5Ot Q| 7{0] YIUOLF £ ZIM QIELL|T Qli= 20|
LAEACE.
NT O 73m 2% 7:28 N7 73vm 2% 7:29
QB9 DHIAMAT a
ol ofZ2|F04S MAISAINE LN SEs R 2utasnd
oA 23| BRBHX| QBLICL oy
HIAIX| & 2
HIAIX] & CHA 39T
SHIUYHT AL 7|2 HAIX =
OfE2IH OO MBI Ay
OhE2IAOL| U 7l A
4 giaLCt 0| 2, BiAIXIS) |
AN EE HA0 FHE E 4
Q1o0y, 0]0j Cha}0] A OfEEH
B MY W 98 x| YL [
A ol
Hléﬂa A HI|
0| o HERATt ZXH5i0] AAEA=X §2
HESIT AZ0) 03t HLE &8 & USK 518
(2] o o AIR| S1H
A0AO| m5H o222 O ZHASICE At LHC| URL @3E S2I6IK| LHL CH2EESH o] S AX[SHK| ZC™
EICE 2|10 HeFM 1t 20| AE[g o~ Qb= HiM S HX[6I0] AtEok= A ToHE Oeol= o] ==0| =ICt.
SAXH 2ok M OflM= S 242 Trojan. Android.Zitmo' EfX| HOZ FICHsHT QIOM, 2 AM| A E 1A= Threat

Inside BIMH|IA =2
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Apache Tomcat AMH0|| = O|X|= $RIE =2 FUE2! GhostCat H74

GhostCat: New High—Risk Vulnerability Affects Servers Running Apache Tomcat

# AH{0f] Apache Tomeat S AKE S B2 JA| A 0HS2A0 S ZlL O = THR[E 25 ettt JZX| =
B o7t FHLZE HM0fol=F 518 &+ ULt 13 H S S7HE Apache Tomeat 2| = HITHOXBX7X6X)0 7=
T4 SEH0IM AE TiST AR &2 (CVSS 98) FIFHQ! ‘I U7| H Ee(file read and inclusion) H-1'7+ ZXfioh=
A2 LRI 0] F{2FEC| PoC AASZS (1,2,3,45)0] 0|0] QUES0]| S7HE SEHO|7 | THZ20H] =11t 2A| Flofet
2 MHE olid e 4 7| 20| S L2EICE. ‘Ghosteat’0 |2+ SEE| 11 CVE-2020-1938 2 S=E 0] FfH2 QISEA|
2 B4 SAXPL Fefet # MO 2E TIYO| LIES 8l St +1d TfUO|LE A TS ATLE AH7} Ifd

HZCZ 5iR5! Z4Q 0lo| FEZ AlsHst A QI 2 FRSIT)

pe

[[1

Ghosteat H{2E2 FAU0|H EA SZfok=71?

HOt SIAIQI Chaitin Tech 0f| 2, 0] FQHHE Apache Tomeat AZEY|0{2| AP T2EZ0| M2 E2 X2[510]
LMSHT]. AO[EOM AREK MY AZEE 518 R, 34X A ISP AFEE FCUt Hoke MUS M=
YRS 4 QIC J2/1 Ghostt XIOPEIS Q185101 YRS IS TBIN7H §17] T MO 0J0fK 4 ULk
AJP(Apache JServ Protocoly Tomeat 0] Apache 2l AMHQ EABIEE 5H= HTTP Z2EZ0| X[} HZ0|CH

| 2: hitps:/Awittercomychybeta/stats/1230489154468732928

0| AP ZZEZEL [CIZEZ M350 QIOMH TCP ILE 8009 Of|A] £~AIGEKIZE, IP =4 00.00 0f HIRIY E|0{UCH
LlElet o~ Gl= S20[CET AMAS AR HACZ AR E = QUL 2EAA AO|H & QIR MA H|0[HE M

APEIR! “onyphe’0f] I=H, 17 2k TH7}H A= 717150] AP HHE S QB0 .LEA 7|2 AACE

Apache Tomcat F2H: Ii{X| ! 43}

Chaitin SZ-1#=2 0| FUES XIHE L2610 Apache Tomeat T2HE0]| K|L3UC}. 0| Apache == Apache Tomeat
9031, 8551, 70.100 HHM= LUHSUCE O EM HEMS MZIETHI2 HTTP @3 2| 04 2 71X] (CVE-2020-1935, CVE-
2019-17569) EEoF oI Bl THEUXISE2 ATEQ 0| FHI0|EE 756t of e Mol AP ZEE M 4= gl=
S20[CEN| MO EolX| T WS 20| HUB; M2 £+ U= HESRT LHoM ASE[0{0F of= EEE
QPHSHA| 52 AES Soll StIgh == 7| iZ0|Ct CIEE 774E Z=fol7| floli 9.0310fM CIZE AP HHE 140
et MELIRICE [M2fA 9031 ! 02 HEUCZ H0|ESkE AEAE TS AZE HEGNO0F & 4= AUCL

SE0[HH| FofSt € AHE T SIT2I0ISE 4 9IS ZP, AP FHHEIS K Hizkist oLt 2lAY FAS 22

[EX]] https://thehackemews.com/2020/02/ghostcat-new-high-risk-vulnerability. html
https:/ /wwwi.chaitin.cn/en/ghostcat
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M2 J 2L} Hlo|2A 20, Kpot UEAEIZ|O| L7 Het ol

New CoronaVirus Ransomware Acts as Cover for Kpot Infostealer

CoronaVirus 2H= 0|22 AIE5I= M2 M7} WiseCleaser 2] ZXsH ATEQH 2 QEZ|EIS EHGI=
HNOZ XIS 71Nt YA [EE Solf HHIEEIUCE FZLE 19 HIO[ZHAN| CHEH Stut Z4-0| 470 L2} §t Z3ZX=
T2 HIO[2A SHMYIR} Kpot QI ARIE! EZ0|S0IE FME MTAE ZIH|YS HiESH= ZHIIS TIsksH ]
URALE.

=L} HIO[2|A HE0], 71 WiseCleaner AJO|E S35l HHZEEH
SAk= AdTE HIEE 2o Xl 2= AMAE REZE| AOIER] WiseCleanercom 22 Y

HAOIES YL

g
>
|

WiseCleaner Software - Optimizc X +

< C  @® Notsecure | wisecleaner.best vt O

Over /0,000,000 users worldwide

WiseCleaner Software - Stabilize, Secure and Speed Up Your Windows PC.

Wise Care 365 Wise Duplicate Finder

Clean registry and junk files from A duplicate file management tool that

your PCs. Protect your privacy and can help you find and delete duplicate

make your PCs faster and more secure. files by comparing file name, file size or
contents.

View Product View Product

and folders on local partitions or
removable devices.

Windows registry.

Wise Registry Cleaner - Wise Folder Hider

Stabilize and speed up your PC by - Wise Folder Hider is a free file/folder

scanning and fixing problems in the r‘ hiding tool. Users can use it to hide files
i Li

View Product View Product

[ 1] 7Pt WiseCleaner A0 |E.
0] APIES| OREEE= 2MSH|0| UX| U2 MEHO|XIZE FZL} HO[HA ZHMYOQ THARIE AEE

EZ0|=0[21 Kpot CIREH &S ok= WSHSetup.exe IfI0| HHEE|QIC O] ZZJZHO| ASHEH 21A
A0 |EZRE OIS MAUS CHR2EE61] ALSHT SiXf 0] = filel.exe 2t file2.exe TF LH2EE 7155 AEHO|CY,
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04 =Y HOt St
E1 200 HTTP trynda.xyz /fiel.exe 735,. applicatio... wshsetup:4644
E2 200 HTTP trynda.xyz /file2.exe 44,0... applicatio... wshsetup:4644
A3 404 HTTP trynda.xyz /[fie3.exe 178 text/html  wshsetup:4644
A4 404 HTTP trynda.xyz [filed.exe 178 text/html  wshsetup:4644
A5 404 HTTP trynda.xyz /fieS.exe 178 text/html  wshsetup:4644
As 404 HTTP trynda.xyz /[fie6.exe 178 text/html  wshsetup:4644
A7 404 HTTP trynda.xyz [fie7.exe 178 text/html  wshsetup:4644
&8 200 HTTP Tunnel to iplogger.org:443 0 wshsetup:4644
iplogger.org /1e6L37 116 no-ca... image/png wshsetup:4644 Network ...

(7212 o S2p} CREcs= opyTs

QAZ2{I} CI2ZE0k= A M T2 filel.exe’0|H Ol= Kpot IARIE ASE EZO0[SOICE 0] M0| HHE
4% @ B2teX, AR T2 VPN, FTP, O AP, AR/HIEW S AOIY AE ! 7Bt MH|AS| 7|2t
2791 FeHES SX[H Aleitt. 0 oAt el HlAIES| AF7NE okl AHE HAREO
MY 7rd e XZE 220 Ol = 34XV 2Fok= B4 ANIEEZ JSEC & Hnf mael
file2exe = Z2Lt HIO|ZA MR Z HRE W TUS LSSt T2Lf HIO[ZHA MU0 = Ol 2FHRIE
ioks MRS L2,

Jbak, .bat, doc, Jpg, .jpe, txt, tex, .dbf, XIs, .cry, xml, .vsd, pdf, .csv, .bmp, tif; tax, .gif; .gbr, .png, .mdb, .mdf, .sdf; .dwg, .dxf, .dgn, .stl
,-gho, ppt, .acc, .vpd, .odt, .ods, xar, .zip, .cpp, pas, .asm, .1tf; .lic, .avi, .mov, .vbs, .erf, .epf, .mx1, .cfi, .mht, .bak, .old

o] &

_= o = = o
Y=olE M2 OIMe =YXE It= FAoHK|Z, MIZE2 SAXIQ| O|HE F4=2 HAEM OE =
testjpg 7t st AL 'coronaVi2022@protonmail.ch___1.jpg .2 0|50] HZAZICE Lo AL 02t 20| M
O|S0i| O|HIY =47} 042 1 ==Lt
v|l » Computer » CoronaVirus (C) » Stest v\%” Search Stest el ’
Organize v =] Preview ~ Print New folder =~ O 0
>« Favorites — Fé‘
_— ——— |
b [ Libraries . W: .
> 4§ Homegroup coronaVi2022@p coronaVi2022@p coronaVi2022@p  coronaVi2022@p coronaVi2022@p  coronaVi2022@p
rotonmail.ch__co rotonmail.ch__co rotonmail.ch__co rotonmail.ch__co rotonmail.ch__co rotonmail.ch__co
! » ‘& Computer ronaVi2022@prot ronaVi2022@prot ronaVi2022@prot ronaVi2022@prot ronaVi2022@prot ronaVi2022@prot

onmail.ch__cor.. onmail.ch__cor.. onmail.ch__cor.. onmail.ch__cor.. onmail.ch__cor.. onmail.ch__cor..

» @ Network [—| e\
— _— —— F—
WE e | WE | e

coronaVi2022@p  coronaVi2022@p coronaVi2022@p  coronaVi2022@p  coronaVi2022@p  coronaVi2022@p
rotonmail.ch__co rotonmail.ch__co rotonmail.ch__co rotonmail.ch__co rotonmail.ch__co rotonmail.ch__co
ronaVi2022@prot ronaVi2022@prot ronaVi2022@prot ronaVi2022@prot ronaVi2022@prot ronaVi2022@prot
onmail.ch__cor.. onmail.ch__cor.. onmailch__cor.. onmail.ch__cor.. onmailch__cor.. onmail.ch__cor..

e coronaVi2022@protonmail.ch__corona... Date taken: Specify date taken Rating:

h JPEG image Tags: Add a tag

[0 3 Z2LHHO AR USSIE M

ASSHE mMA0| MYE 2t B0l HHEEQ! CoonaVirustxt 7t HHEICE Ol= 0.008 (~$50) HIEZQlS
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04 ==Y Hot TZaF
SIEREE HIETQI FAQI belgkkénwhsxvtp2akunhkke3ticy2wv2zkk00xa3) 2 B A2 QIS 0] FAE
ZX3leh At OFRIIK| == KIEeh A2 QiICE

"4 CoronaVirus.txt - Notepad2
Eile Edit View Settings 2
DEQd| d gy sk Bl Qe E e
| CORONAVIRUS is there
All your file are crypted.
Your computer is temporarily blocked on several Tevels.
Applying strong military secret encryption algorithm.

B oW e

5
6To assist in decrypting your files, you must do the following:

gor purchase the receipt Bitcoin;
92. Contact us by e-mail: and tell us this your
1ounique ID: 94C492AD07F35492DA90CAAA25986929

12 After all this, you get in your email the following:
131. Instructions and software to unlock your computer
14 2. Program - decryptor of your files.

16 Desine sperare qui hic intras! [Wait to payment timeout 25 - 40 min]
17

< | 1 |

15 Donations to the US presidential elections are accepted around the clock.

71. Pay 0.008 btc to Bitcoin wallet bclq8r42fm7kwg68dts3w70qah79n5emt5m76russu

11 and send the Tink to Bitcoin transaction generated or Bitcoin check number.

ANSI CR+LF INS Default Text

In1:17 Coll Sel0 874 bytes

[O2 4 T=LHHO A S L E

— . =20 = — = = =
0| #E0= C ER0|E2] 0|23 CoronaViru = BT 0= 214 TSHKIE =2tA| 2 =X01 WO = HOlrt
*[ik » Computer » v| 4y l ’ Search Computer )
Organize v System properties Uninstall or change a program Map network drive ~ » s~ [ 0
b« Favorites 4 Hard Disk Drives (1)
CoronaVirus (C:)
> 2 Libraries - Eessssee—— 0
W 16.0 GB free of 44.8 GB
» 9% Homegroup 4 Devices with Removable Storage (2)
| & Computer 3,‘ CD Drive (D3) ) 5'.,‘ CD Drive (E)

@ Network

USER-PC Workgroup: WORKGROUP
Processor: Intel(R) Core(TM) i7-870...

Memory: 4.00 GB

A

[72I5]C: ER0|E 0|2 A
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224 ot 53

o

ML 20= Of2het 20| B2/t 23E7| T - Et Sot LIZ0| 2HH0f| ZAIECE

[72! 6] T2LHHI0[24A MBRLocker ZELHE

SentinelLabs CHEQ! Vitali Kremez = 32Xt 2fHE HEAl[o17| flo 28 A| 2= MHIAE 2E6H7| ™ Y%lemp%
EC0A AR mls Aldisk= HKEY_LOCAL MACHINE\SYSTEM\CurrentControlSet\Control\Session Manager
"BootExecute” HXIAER| Z4S HASI= WAS ARZSITIT BRICE

2§ Registry Editor ‘?Hﬁ!
File Edit View Favorites Help
; RtlQueryRegistryConfi¢ # ||me Type Data
SafeBoot (Default) | REG_SZ (value not set)
ScsiPort

BootExecute REG_MULTI.SZ autocheck autochk * C:\Users\User\AppData\Local\Temp\rdnfs.exe
CriticalSecti.. REG_DWORD 0x00278d00 (2592000)
ExcludeFro.. REG_MULTILSZ
Seii s GlobalFlag ~ REG_DWORD 0x00000000 (0)
erviceProvider

o Session Manager HeapDeCo.. REG_DWORD 0x00000000 (0)

AppCompatCache HeapDeCo.. REG_DWORD 0x00000000 (0)

Configuration Man HeapSegme... REG_DWORD 0x00000000 (0)

SecurePipeServers
SecurityProviders
ServiceGroupOrder

DOS Devices HeapSegme.. REG_DWORD 0x00000000 (0)
Environment ||| NumberOfin.. REG_LDWORD  0x00000002 (2)
Executive ObjectDirec.. REG_MULTLSZ \Windows \RPC Control
FileRenameOperati || processorCo.. REG_LDWORD  0x00000002 (2)

L/O 53;“9”‘ ProtectionM.. REG_LDWORD  0x00000001 (1)

erne’

ResourceTi.. REG_DWORD 0x0009e340 (648000)

KnownDLLs
L SetupExecute REG_MULTLSZ
Memory Managem
Power
< mn » < 1} »

Computer\HKEY_LOCAL_MACHINE\SYSTEM\CurrentControlSet\Control\Session Manager

[T 7] 2%4%! BootExecute 7|
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A1l your file are crypted.
Your computer is temporarily blocked on several Tlevels.
Applying strong military secret encryption algorithm.

To assist in decrypting your files, you must
Pay to Bitcoin wallet: bclgkk6énw tp2akunhkke3tjcy2wv2zkk00xa3jcontact us
via e-mail: coronaviz0z22@protonmail.ch

Donations to the US presidential elections are accepted around the clock.
pesine sperare qui hic intras! [wait timeout 15 min]

[O2! 8 A=l MBRLocker AT E

o
Kpot 22| 07| Seks BEok= A= SMECL,
XA AKX 22 “0] S MAH0| tist 71822 24 Azt SIEEICE”
BleepingComputer = IIAE, F7|, 71 2| X2 S2 SX|7| 2I6l Kpot Q1% AS™ E20|50PF EXI[RUCH=E
AHAE ABAP T UX| SIS o}/ 2l 0] HHMYUI] ZEHEES 0|30t FE3UCL 0] S40f| DfshHE U2
I:Iﬂ7

ANEXS2 BA| LE HREISE Soll 2= 212 AEe HAYES

[EX] https:/ /www.bleepingcomputer.com/news/security/ new-coronavirus-ransomware-acts-as-cover-for-kpot-infostealer/
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04 =28 Hot F&

TrickBot, Z2H[ ¥ Soll 22l W 0IF 2US P20l

TrickBot Bypasses Online Banking 2FA Protection via Mobile App

TrickBot ZE0]| 742l Q15 HSE EZ1 £ 0|5 QS(2FAS 23[617| Kol 7HLSt ofd oIEZ0|= OfE2|AH0 1S
ArEot= A2 LIEIGICE IBM X-Force HTHE2 0] 2IEZ0|= MZ TrickMo 2 HHIUCE 0] A2 &3]
HHO[EED UM, 2201 #Z MM LY & Q1S Solf = TlcHAISe| g HIATES Soll FAI=LT UL
TrickBot 2¥XS2 TrickMo 7t ISHAIR] QIEZ0|= 7170 X|= = OTP, ZHI TAN, pushTAN 215 FE S
LIS 2 21F5 HS(TAN)O| QIEHIESIE=S HARICE.

20194 9 8 %= 7=

TrickMo = CERT-Bund &t S ASUA| XZ L7A[RACE 0] HTHS2 TrickBot 0] 2 H
I[SHAtS| 2211 8z RHI 717[2] MeiHSet EIlE E8 AO0[2t BRIC) Of= 7pt HOot 4
HIAIXIZE EAIGH | $IRIO|CE TrickBot 2BXIE2 oAl 2 MS = EFIOTE A [SET UC
‘Avast Security Control & EE= 'Deutsche Bank Security Control' REZ|EIZ IESITE

Ut H0| M3} 71710]] AX|=H, TSHKIS| 220 22 mTAN O] ZZetEl BIAE MIA|XIE TrickBot XA
TEoI} 2= F= 01 AP| AHehol 0lEe =~ QUL

| -

{0

=2 ZREH=
MRt

E5t 0] oty 42

o
| —

o o

|.

© ¥ 401609

Use Avast Sicherheitskontrolle?

Avast Sicherheitskontrolle needs to:

* Observe your actions
Receive notifications when you're
interacting with an app

* Retrieve window content
Inspect the content of a window you're
interacting with

* Turn on Explore by Touch
Tapped items will be spoken aloud and the
screen can be explored using gestures

CANCEL OK

[22!] Avast Security Control &4X| &1
[0]0|X| £ https://twitter.com/LukasStefanko/status/1242478343754309632/photo/1
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https://twitter.com/LukasStefanko/status/1242478343754309632/photo/1

gQ

IBM X-Force = TrickMo & 7H58 2415t B TLME ESIH 0] AYTEE ASAPT} ARG Q1OIAS 8t 4 QS

Ol U DI IEYBET, ATRI0| EAJRHs HAES 273
SIRCE TrickMo BHIR! OpSTIE 24 207 TrickMo i= FA1 OTP Al S5| S2U0lA 20| AIBERS TAN TES
SRASIGIES ALY AIES0|S 05 = H3t Y HES FUER| SIS 2 NS SIS BABICY
ARERI= ATRI LY HIES B 30F SICL, TidkMo 1= R MHIAS: S5 0f213t ATRIS Al U Roislo]
AR} EISB17 | F0fl HIHTHZ Aeish HRIC 0|20 QIER0|E ER0[S0p7H QM0 Fa3t SMS HAIXIS
ATt 4 07| TH20| TistKl= SHOIA 015 Q1 FET} EEE AL HAIKIZ SR & 4 @ik

- AL

o

o
F|I' bl
oA

CiYst 7Is

0| AT EE= MHRE = ATE0| HAX|AHLE SMS E LSHS ] XE7| XRAO| XHALE E o~ U=
android.intent.action.SCREEN_ON %! android.provider.Telephony.SMS_DELIVER HEEIHAEES J|C}E|= EAHE
S5ol0 4= AEZ0|E 71710M KISES P2 o= ULt TrickMo = 2442 2otiolr | floH A6k Hs X2]|=[0]
UCH, 2020 F 1 Eofl= 2HI =T FEHE 717|L O =20 [E{0AM A3l SOIX| 2lRlok= T =7t HH|0|EXIRULY
IBM X-Force HHZ2 TrickMo 2| CiYst 715 & 7t El= 22 Of2H2F 20| 2340

® JH2l 77| H=

® SMS HAIX] QIEEE

® OTP,mTAN, PushTAN EFIZ 2fet ER OKEE|AH01M 71=
® Tet7P| &=

® U7 AR EF

® Xt H XA

TrickBot — XIS X0 2 {E|0|EE)= 4z okdTC
TrickBot 2 B3] tiZ) ST 2017 102 RS WS O ML 75Tt PES KjA%oz
O TH[O|SBIC} RS WA TAOl= DIZE O[S 47 U Q5K W ER0/20H 7SS AR XZe

SL= A

dlo

73
FdIC C2Hz TSI A|ARS ffader AT 0| ZHFAIZ 4= UL TrickBot 2 LA S42| Yoz OE
YIS Tt} | Bt 11F SH-t= Ryuk 0=, R8¢t HIOE =X H 27} 00| 2tzE HEHoIA
AIB3t= AOE HOIC 0] G EE= 71Q WEYT T IHE! 4~ 7| HE0] £3| {I&iot, =2l
AESZ0]| Ciiet H2IX HE Hels HE B9 UE HIERF S| F2|HES HOL7| ok g+ Ci2ED]
HO[EH|0|AS SR 4= QUCL.

[EX]] https:/ /www.bleepingcomputer.com/news/security/trickbot-bypasses-online-banking-2fa-protection-via-mobile-app/

https:/ /securityintelligence.com/posts/trickbot-pushing-a—2fa—bypass-app-to-bank-customers-in-germany/
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