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[Trojan.Agent.Danabot]
AEIC EM HI1A

2018 A 5 & sH2l0IM EZch= B /QIEAEIM QPMTAEZ Danabot 0] XS SAGIRICE 0] T == O
FEE Y0|=0lH B 37HX| Sofet A= UXCE. 11 7|2 XIFIE ZE Danabot 2 22 T S|

NS HE

olid AT == HHE PCE Sl AZAL 7121 SEE 24X M (RCE TSIt M2t AR TiHE|0f 2
S20|L| 2Z ARBAIE0| ARZ5h= F2|H4 HHE (2101 FH, TRl Lkt HE S)S0] SZAA =&52 & 0]

ZFoH EQ0I,

seqBB0:aa3D1168 nov [ebp+uar_E8], HE
seqB00: 88301172 Xor eax, eax
ceqAeA:AAZDI1TY nou [ebp+uar_ 48], eax
ceqge@d: 48301177 nou [ebp+uar_2u], 1
seqBB0:a83D117E nov [ebp+uar_28], @
segB00: 08301184 push ebx

<eqAAA: AAZD118S lea eax, [ebpruar_50]
seqBBO: 868301188 push eax
seqBBo:aa3D1189 push a

seqB00: 883D118E6 push [i]

<eqAAA: AAZD118D push

seqBB0:883D118F push a

seqBB0: 88301191 push [i]

seqB00: 88301193 push [i]

ceqAAA: AAZD1195 push [ebp+uar_C]
seqBB0: 868301198 push offset dword _7D2204
seq@ea: ae3p119D lea edx, [ebp+var_138]
seqB00:883D11A3 nov eax, [ebp+var_4]
seqdpo:a83D11A6 call sub_3DBA74
seqBB0:aa3D11AB push [ebp+uar_138]
seqB00: 88301161 push offset dword 7D229C
seqB00: 883D11E6 push [ebp+uar_38]
ceqge@d: A83011BY lea eax, [ebpruar_12C]
seqBB0:883D11BF nov edx, &
seqB00:083D11C4 call sub_6138
segB00:883D11C9 nov eax, [ebp+var_12C]
SeqOoo: ee3D11CcF call sub_602C

seqBB0: 80301104 push eax

seqB00: 8831105 push [i]

segB00:883p11D7 call ds:CreateProcessy
seqOoo: ae3p11DD test eax, eax

4I

O]y pL a4y FES Y

Trojan.Agent.Danabot'2 C&C Of| AF2X} PC HE, HEIRX ALSAt HE, 5|AER| HE, FTP, Mail, HAIK HE §
AEXIL| DIZist HHE B 7[sut 248 PCE SAlet &= U= EAM 7[S0] EXhstCt,

A8 Al 2Z0IM MEE AEAL EE(FY, 712E i, ol 5) Y=E Sot0] Tet G2S0| /E 710t
HAN0] 7IsE St 71 Ad et 7isol | =0l AFSAES] 27 ER0HH.

SiXl LM sHE AMTFEE TrojanAgent.Danabot’ BfX| HOZ XIS QUOM, 2 MM EMEHTIA=
o

Threat Inside BIMH|A =2 Solj 21210] 7+S0IC,
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[Trojan.Android.FakeApp]
olY3E EM HIN

HO|A Ty S22 2HIE 28 ZEVIRH X7 F=o 0[01K 241 QIT. =72t Z2R Ho| JTHHE 20|A
CFH
=

-
o =
Iy S40| =712+ 22| FulotA| TleRith= HOICt 0] 20|A Iy S42| 25 =H= TRt 58 ZF(C.

Ol
1
o

a17:
o o | T

0104 I[IOHIHHIHI SetE 7ol S=0l= =

I
:

M U REZ AREL ofd A= IOHXFQI MR HES EF[ohl ANEFEL| F2t 7IsS Feleitt.
=yl o=
I_

0| O Z2|H|0| 84S HX|SHAIUSLINN?
OHZ2|7|0]90] CHSOfl AM|AE 4= AUFLICE

3
@
0

U 58
CHe o ol 2217|

tebsol IR|(WE Y 7/8
B 2IXI(GPS % UIEYT 7|4

SD 7tE LHEE +F5I7Lt ASHH L.
SD 7t=of HH= ¢}7|

v, wAES AR He
HetHE xS o1
® HIS0| 2ItE 4 YAl
£51 713 »7|
£3t 712 97|
SCHF5}AE) 2 1D 27|

B z4s830 ADA 02 S HSHELCt
Ha e
[T =X| Al &HH
‘Trojan.Android.FakeApp'2 L[HAIC| 24 HFE F SO 2 5l QUL BFlst 7101 MESS 8510 Cist

UEOZ =T ZFIE A 0T,
0| SZ2 ASAIL| O =240 T S5, ¥ &X| Al =Q12] ANEE0| M =22 & USS
o

=
2UX[ot1l F2IZ 7|=040F ofH LM 1t Z2 LE[E 4= U= Hitls ALZoH0{0F SIL.

e

XK L2 M OfiM= SHE 4= Trojan.Android.FakeApp” BfX| o= FITtH QUOM, 2 LM EME M=
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202149 3 7|¢€E 2021 Babuk Locker LA

Babuk Locker is the first new enterprise ransomware of 2021

QIZH7HQ) B2 E6H 7| WGHAIS 2= Babuk Locker 2H= 2#A19]|017} U Z4E|QUC Babuk Locker = 2021 H 52
.1

O
AJE{3t M 29012, T MZI0IA 2fZHo] TISHKIS SHAIZACL Bleeping Computer O 743t TSHKE} @7 e
2HAIHL2] 4 $60,000~ $85,000 Tk

l'I.I

Babuk Locker 7} 7|7 |2 YSéfok= i

A 0| =498t Babuk Locker 2| Zt 21K IR ol =T E T2 3, Sl E, ToHARE Tor URL S Eloles
I|sHAIEZ HAEE|0] AUJULEL O] M=2 HEAHE =4t £ CHE HOt HE2! Chuong Dong Off =, Babuk
Locker 2| TF2 O{ETIX|ZE O[SHAD | MUS F==2 S5sle 4= QIR o iSa A112|F0| HEE|0] QUL O]
AETETL ARIEH, SZX = FHMERR! Q=5 ALZSI0 UHA07 HEHT SRE s =22 oY
AAREC MY S 26H0F XIS HO{E 4= | ElCt 0] WSS M0{ok= HUME=ELR! Q= Ot 2Lt

-lanfirst

-lansecond

-nolan

|07 AlEH TIUS H HEl= o7<IoH 2 ii Of= Ciet & A1HI¢2t DZNAE Bt S=El=
D=T)20ll= CIO[E{H|O[A AMH, T A, ui ATEQ0, HIY S20IYHE, &l H2tRX SO0| ZBFEICt Babuk
Locker = IfYS f==let Iff OF2H2t 20] 5 5?'_':'5 XIS Aol Y= FEI Z} Io]| E2ICt. XIZ7HK| 2=
I[SHRISO0AH| AR E! SIETEE SRIKR=, NIST K571 L}

@@ ‘ | » test v] 4y ‘ ‘ Search test yol ‘

Organize v Include in library v Share with ¥ Slide show New folder =~ O 9

= | o
> .y Favorites i\ \ \ \ =

> =] Libraries

b ad H
$ Homegroup ldoc_NISTKS7  Ljpg_NISTKS7  lpng. NISTK57  2doc_NISTKS7  2jpg._NIST K57
1 i i 1 3

> @& Computer

3 G, Network

2png._NISTKS7  3doc_NISTKS7  3jpg._NISTKS7  3png._NISTK57  4doc_NIST K57
1 1 1 1 1

4jpg._NISTKS7  4png._NISTKS7  Sdoc_NISTK57  5jpg._NISTKS7  5png._NIST K57
1 3 1 -

151 items
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[2&] Babuk Locker 2 &3} M

[0]0}X] &X| https://www.bleepingcomputer.com/news/security/babuk-locker—is—the—first—-new—-enterprise—

ransomware—of-2021/

FE3 HALEQ! How To Restore Your Filestxt’ THR0| 2 ST 448k 0] AMi=EE B2O= Ols Of 20|
SLOfHXION Chet 7ol el ahtslol SetKier s0l Zi58t Tor NOIER izisks 838 Belsian Ik
BleepingComputer 7} SI0I5H HAI-E 5 SiLioll= isHKIe| 0152 B2AP US| Mo| Tl SACI= 22
S%ol= Ol0IXIe| ZT7} EHTO AT

" How To Restore Your Files.txt - Notepad

File Edit Format View Help
- [ Hello! ] -—-—---------- >

¥¥*%BY BABUK LOCKER¥¥*¥*

what happend?

Your computers and servers are encrypted, backups are deleted from your network and copied. we use
strong encryption algorithms, so you cannot decrypt your data.

But you can restore everything by purchasing a special program from us - a universal decoder. This
program will restore your entire network.

Follow our instructions below and you will recover all your data.

If you continue to ignore this for a long time, we will start reporting the hack to mainstream
media and posting your data to the dark web.

what guarantees?

we value our reputation. If we do not do our work and 1liabilities, nobody will pay us. This is not
in_our interests.

A1l our decryption software is perfectly tested and will decrypt your data. We will also provide
support in case of problems.

We guarantee to decrypt one file for free. Go to the site and contact us.

How to contact us?
Using TOR Browser ( https://www.torproject. or‘g/down1oad/ 5 4
http://babukgde2pdwudiq.onion/Togin.php?id- .~ *

!l DANGER !!!

DO NOT MODIFY or try to RECOVER any files yourself. we WILL NOT be able to RESTORE them.
11l DANGER !!

[1&] Babuk Locker HML-E

[0]0JX] & https://www.bleepingcomputer.com/news/security/babuk-locker-is-the-first-new-enterprise-

ransomware—of-2021/

Babuk Locker 2| Tor AO|E.= 1245} TR QUX| 9411, Tha| WISHAR t 2ZKIRH HEISH0] HADILIS BiAISt 4 Ql=
RHES SIPATHS TBISICL ML SA TFEOIA, BZAKS MISHKIONA| AOJH 30| QU=X|, A0 27 SARt
812 SOIX| SOIBIC}
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babukg4e2p4wudig.onion/indexp X ‘ E

& C o © babukq4e2pawudig.onion/index.php e | O & | Q search ams » =

|admin:Hello! Technical support is ready to answer you

IO e i
admin:Hello! That's right, to start a dxalogue, 1 ask you to answer 2 questions 1) Are you a

recovery company 2) Do you have insurance against ransomware programs?

admin:Before we move on to discussing the price, upload 4-5 files of encrypted files no more
than 10MB using any file exchanger, we will decrypt these files as a test

¢ i R TR 5
aﬁmm:Ok, write to me as you are ready to prov les

admin:Also send us the ecdh_pub_k.bin file from those computers from which you will
download files, this ecdh_pub_k.bin will be placed in% appdata%

A

admin:Ok

ladmin-indenandent attemnts withant onr heln to decrvnt filas mav lead fo their lose T wonld nat ™

[T m3HKIC] Babuk Locker Tor XHE!

[0]0|X] & https://www.bleepingcomputer.com/news/security/babuk-locker-is-the-first-new-enterprise-

ransomware—of-2021/

o

| HEA 2K = ot MGHKIA| TfshAe| S7H ECDH 7S E?:.'I'= %AppData%ecdh pub kbin MU=
Mol SZ4X= 0= Soff LlohXIe| IS HAERZ Ss2llL =22t &5 MEe = ULt QERIA|E, Dong=2
5 or 2HA9047} ChaCha8 X! ECDH(Elliptic-curve Diffie-Hellman) LT2IES AKRSIT Q17| MHZ0| QFkist HfAloz
SoE0 A FE2 5537 S0l BRACt.

FO
0

I
n

|:|0
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=2 HIo|ES si7 ZE0ll REsH

0= YHHOZ HIERFO| TXIZ A=slol/| H LishAte| HI0|EIS HX| Xl= AO0|H SZHXK= LfeAt7t
HEHUS XS0 = 42 22! HIOJEIS RESHITLL SHefeit). tEE2| Shdlo] MXAS2 % H0[ESE
AAs7| 2lel 71 A0 CIOJE] 7E AOIES TSI, oFX|ZH Babuk Locker = 2iXlf o ZHS Sofl %
HO[HE FEoll AT Babuk Locker Of] TiSHE &2 A= 2T MIA|2| At 5312 THSt 2t

- A H|O [/l AZ2OE] 2Nt

- A8 7 M A

- KISAH 22 M|

- Ol AT ME M=

- O=2] Yt AJAH 2|AL

0] & X0 of Tfolixt= $85000 of 2| HHMLIZ X[=ok=H| Solet A= LTARIC It Babuk Locker 2FAk=
ofi7{ ZH0IN 2 TE H0|E| RE AOIES 2 A0t 3RACL

[=A| hitps:/ /www.bleepingcomputer.com/news/security/babuk-locker-is-the—first-new-enterprise-ransomware—of-2021/

ESTsecurity


https://www.bleepingcomputer.com/news/security/babuk-locker-is-the-first-new-enterprise-ransomware-of-2021/

04 228 ot Zgt

2| TF, 2 T2 CHEE 013 MHIA ST

International Task Force Takes Down Largest Dark Web Market

FE2=0| TR 2400 &, AREAL 2f 50 THHO| OlZsk= MIA| 2 2 H=E =¥ 0PIl DarkMarket Ol
A= T RECE B2 g2 7I”S0] O3S Olgﬁh_'_ UCH, DarkMarket 2 1 & Zi =UCt S

S=0| 0] 7|l 2EXRI of &% I”"é MESIL 2 ZAPE TIRHE|IC 2ERE HZEX] T HE T
TRl 7|22 210t RIS o[ 4~ AT

QEEL [iSH 20| ¥R
“Koblenz Z4EEI0] MOIHEIZ| S0 ZESH FAZ Saf, ZE2 ST MHIAS SO0 HAFST, Aol AQIRIS

1T, 7| QIT2AS Q43 4 ULICE BKAS| XIS Ot SEHIRST2H0LION QU= At 20TH 00| IAEIRICE
RS BI0[Ef= ZARKSO| 22K, TOK, TUHXIS 2712 ZARE 4 QU= 28 HOfE ZOICt

=£Q $F diilg, ScHE 23210 F=2 (27 |, 0I=(DEA, FBI, IRS)S Zish M M| e 271 2 7[20|
0| ZHK0]| ROJRHCE. DarkMarket 2 4,650 HIETQ! 12,800 ZHIZS Z&t5H 2| 32 T1740] 0|F0{FI 20|t 0]
2US DT 61 1.7 o 227t H=Ct DarkMarket I Z2 HA0Ai= &5 F2|HA, 28 M=, HIO[EH[0]A,
H=0[o| FUH S 221 FH7t MOECE 028 it 2TO| MH|AV SHE Z2, Mo SO 7| = tt
AIBRIEL| Me0| & O HalE Zi0|ct,

[EX]] https://hotforsecurity.bitdefender.com/blog/intemational-task—force-takes—down-argest-dark-web-market-25078 html
https:/ /www.europol.europa.eu/newsroom/news/darkmarket-worlds-largest-illegal-dark-web-marketplace—taken—down
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'DNSpooq’ F|24H, SAXIZL 717] +=242t TS| DNS = ol0|XMot=% 51EsH

DNSpooq bugs let attackers hijack DNS on millions of devices

0|ARIo| Ot ZHAE] AL JSOF 7 DNSmasq £I2F 7 7HS B7HUCH EX4M DNSpooq® Bl 0] Florzie

Z|okst 77| 44H0t CHE EIZICZ DNS 7HA| HO|XY, €174 F= AlsH AMH|A HE(DoS)EA S2 A
AZE 4= UL DNSmasq = 27|U= LEAA DNS EQlE ATEQ0= HE loT & Eele Cifet AHICE
EX[0fl DNS 7H& 2! DHCP(Dynamic Host Configuration Protocol) AH 7|52 =7 tok=C| AkZ=IC

DNSpooq =20f| #2fet DNSmasq HTS AtEol= SlAe| TA| o~ E= 0[S 2 OFRTIX| YHKIX] 22 AEHCE,
SHX|2t JSOF = AIE Sall Android/Google, Comcast, Cisco, Redhat, Netgear, Qualcomm, Linksys, Netgear, IBM, D-
Link, Dell, Huawei, Ubiquiti & Z8tst Q| 40 32| S22 Z7H3HCH.

DNSpooq F2H

DNSpooq FI2FH 3 7H (CVE-2020-25686, CVE-2020-25684, CVE-2020-25685)= DNS 7HA| ZLO| = ZZ(DNS
ARLS HE SIS DNS 7HA| ZO|=E A2 34Xt 717| L Al DNS 7152 ORS= HHYX|7| of=
20|}, SHKER 0] SAS Solf ARBKIE AfAO| Hofol= M MHE O|SAIZ 4 oM, UEX= HA

AOIE0| 2ot AL 2ZfeHA| HLt. SAKR= 0I5 Solf H=lE= M| 01522 Ty &4, F2|HE 7,
OMMTALC UL S5 AlSHSH S QICT

Fake

DNS

Directed to

entry fake website
Request to /
O real website (i [ @ c—es m—
\ [ @ am—es AN =
(R 7 =
User DNS Forwarder DNS Server Real website

[J2Z] DNS AZra

[0]O)X| &X| https://www.jsof-tech.com/disclosures/dnspooq/
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AS 755 EBLOs QUKO! QIEL 2197 S0t OfLj2t 0|, SSH, #4724 HIATE, RDP B4 U 24 sl
ATEQI0| HOIE 5 CIZ E2HT Q¥ Tt BT 3t kY T ALRIO: HEYIS o=
TIEIofs o1 2l 71710l 48 7K KUfATEIE 712 DDoS, o DDoS & & B240| ZRECL LRl CVE-
2020-25687, CVE-2020-25683, CVE-2020-25682, C(VE-2020-25681 O2 SE& HIf QHZ22 2opgoz
Z2Xp7} Drismasq 7t DNSSEC S ARSSIESE TAE Ffet LIESIZ ZHIOA Q0| IEE §ZHO2 MSHES
5123t 4 Uk

£{or5t 77| B3k Cf O sy
DNSpooq HOF FeES ofgst 54
7l& ==20A Ch5t 20| 2E3UC.

rlo
nz
00['
ol
S
E
ﬁ
Mo
r2
o
=

SolA| 42 7[20ILt S0| E0HK| BT JSOF =

0] 342 R £, E= R 2 Q0 HSAZE = ASH S5t Q7ARI0| iCt EEBH DNSmasq 2| B2 QIAEIAT}
(0] L= 7

WAN QIE{HO]AMIA 2 T-G=|0] A0, 2AHI0M 21 S2S £l 7Isolths XS 2AC”

Shodan Off =M, S4XH DNSmasq AfH{ HHZH T OFA0] QIE{SI0| LeE5|0] Qb= A2 LIEHGTT. DNSpooq F{&
S YE= DNS 7HA| ZO|XEES 6180111, DNSpoog FUE = oiit= EAHA #24 ZE AHAS 51851 | M0
E2 HHES| = 2R 3 T|E HIERI HHIE Felteh = UL

e ClEON

DNSpooq FFHE of&dtH Al=ot= 342 &5 | loH JSOF = DNSmasq 2ZEQ0E EM HH(2.83 =
0|2 HM)OZ AO0|ES! IS HARILE SIX|2E DNSmasq £ SA| HI0|ESH £ Ql= AR BHEXMOZ Xigsh 4
U= THA| sARS SRIMLCL

— DNSmasq 7t WAN QIE{HIO|AE 2|AY SIX| Y= LS|

—option—dns—forward-max=& &oll < =I5 of/[= z(C #H2IE 07|

- IX|E ME3517| ™ 7IX| DNSSEC 215 SM2 A2 H[2HASt 617

-DNS 2 & HOotg MiZsk= TZEE(DoT L= DoH) AFRS1|

—EDNS MIA[X[Q] Z[CH 57| =017

[EX] https:/ /www.bleepingcomputer.com/news/security/dnspoog-bugs-let-attackers—hijack-dns-on-millions-of-devices/
https:/ /www.jsof-tech.com/disclosures/dnspooq/
https:/ /www.jsof-tech.com/wp-content/uploads/2021/01/DNSpooq_Technical-Whitepaper.pdf
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