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or edx, BFFFFFFFFh

mov edi, offset aRemcosV ;| " * REMCOS "

mawv ecx, edx

Xor eax, eax

repne scash

not eCx

zub edi, ecx

lea ebx, [ebp+Format] _

mow Bax, BCx

mow esi, edi

maw edi, ebx

lea ebx, [ebp+Format]

shr ecx, 2 secure mail.exe
rep movsd

mov ok, eax Remcos 1.7
Xor eax, eax

and BCH, 3 OI'OI 'E
rep movsb

mov edi, offset al7Pro ;

mawv ecx, edx

repne scash

[O& 4] st=32 =l Remcos Rat HHF ME

Remcos AYTELE YAZH0| AHTER, (RS 0 AT2K, 7|12, HRIAER| 7} U B, B}
oY A S CIYS IS B 4 UBLICE

0| B0, ALZXt PCOfl SEF Q! H2t2X(Internet Explorer, Chrome, Firefox)2| 7| CilO|E{QF 27701

22 SFBLCH

[Chrome StoredLogins found, cleared!]

[Chrome StoredLogins not found]

UserProfile

‘AppData\Local\Google\Chrome\User Data‘\Defaulth\Login Data
[Chrome Coockies found, clearedl!]

[Chrome Coockies not found]
\AppData\Local\Google\Chrome\User Data\Default'Cookies

[Firefox StoredLogins cleared!]

Zkey3.db

‘“logins.json

[Firefox StoredLogins not found]
“AppData\RoamingMozilla\Firefox\Profiles\
[Firefox cookies found, clearedl!]
“cookies.sglite

[Firefox Cookies not found]

[IE cookies cleared!]

[IE cookies mot found]
Software\Microsoft\Windows\CurrentVersion\Explorer\User Shell Folders
Cookies
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X UokoM= Y AT =0f| CHAH Backdoor.Remcos. A 2 EXX|Z0| Q&LICE,
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LockBit 2&/|017} AHEH HA Cfs E0SS Sol0] AEAPC o] =8 7[sE Tt AL,

vssadmin delete shadows /all /quiet

wmic shadowcopy delete

bcdedit /set {default} bootstatuspolicy ignoreallfailures
bcdedit /set {default} recoveryenabled no

0|F, AI2At MY ASSIE XISHsHH, 253t £ 7|& MAUH lockbit 22 HZASHH, Restore-My-Files.txt It
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oaFf ETE MH0) 27V E8ZH)
LockBit 2.0 Ransomware

Your data are stolen and encrypted

The data will be published on TOR website http://lockbitaptByx57t3zeqiofwacg Inut r3a36nyavokjabuuccipdykyd. onion and https://bigblog.at if we
You can contact us and decrypt one file for free on these TOR sites

htte://lockbitsupdyvezcdTenkSunncx3zey Tkwbw | lvamivhvani i 352iavid.onion

BttpifflDckbitsapanthunSsyqutEnEnzt?fqoschdImsfIeuSka4k2did.onion

R
https://decoding. at
Decryption |D: BDCOZBEQ4F1EYDIE390FA357CAFOS20C

@Qv| Ly HEH » EF A3 (D) » (ransom_test_sample) - | &,| (ransom_tast sampla)
o~ g - ooy MEH =
% =737 - oz ED LT 2y
4 OE2EE i (ransom_test_sample).docx.lockbit 2022-02-09 2= 1117 LOCKEIT o
M e s 1 (ransom_test_sample) hwp_lockbit 925 117 LOCKBIT ot
EoHZ N 4 (ransom_test_sample) jpg.lockbit §2= 117 LOCKEIT o2
1 (ransom_test_sample).pdf.lockbit 9 2= 117 LOCKBIT o2
= 2tolEgg E| {7 (ransom_test_sample).png.lockbit 2022-02-09 2% 1:17  LOCKET 2
e i (ransom_test_sample).pptx.lockbit 2022-02-09 2% 1:17 LOCKBIT g
AT 7 (ransom_test_sample).tet lockbit 2022-02-08 2= 117 LOCKBIT I
7 (ransom_test_sample).xls.lockbit 2022-02-08 2= 117 LOCKBIT T2
|#] (ransorn_test_sample).mp3 2016-04-17 2= 1043 MP3 4 A
- &, (ransom_test_sample).exe 2012-03-05 2= 401
|| Restore-My-Files tit 2022-02-09 2= 1:17
|

3] HHA0 ZY = =l
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o

. 12
ESTsecurity Copyright © 2022 ESTsecurity Corp. All rights reserved.



O|JAEA|F2|E| HOI E5F HT1

ESTsecurity



03 oz

HI

M HT
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New Zloader Banking Malware Campaign Exploiting Microsoft Signature Verification

3T 218 S ZLoader QAT AMOI0| §2f BLIEIY £7 U 4S5IT A J2/H U DI Y
#LY7| SisH 9 ISl Dlo|T2ATES| CIXIE AT Bol Z|oFHS OFoks HO2 LIEMSLIC,
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A 9092.01 Msiexec.exe communicates
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Zloader payload with €2 server

AteraAgent
</> 7
3 4 5 mshta.exe appContast.dil ﬁ
| I1 [N [N - . BAT
BAT T T I
new2 bat

w

BAT
6
defenderr.bat load.bat new.bat newl.bat =" .

Download
EXEs and DULs
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SIMPLIFIED INFECTION CHAIN

[OIO]X] &X] https://research.checkpoint.com/2022/can-you-trust-a—files-digital-signature-new-zloader-campaign-exploits—
microsofts-signature-verification-putting-users—at-risk/

oy = olbl= Windows Defender Of HQIE F7fck= Ol AMEEXD, F HHM DU Zloader
HIO|HZ|("9092.dI"E Adlsk= O AFREE= "appContast.dll'0Ol2t= DLL OIS ZE&holo] CS A
HO|2EE 202t Attt

0 ast.d e ) . appContast.dil Properties X
Digital Signature Details ? X
Gen Generdl  Digtal Signatures  Securty Detals  Previous Versions
General  Advanced [
Propesty Value
\ = Digital Signature Information Description
2| Tris dgt oK. S 5
dgtal signature is Fle oo
Twpe Appication extension
Sgner information Fle version 10.0.15041.1202
Nome: Pacrosoft Windows| Productname  Microsch® Windows® Operating System
Product version  10.0.19041.1202
E-mai: piot avaisbie Copynght © Mcrosoft Comoration. Al nghts resery
Sigring tme: : : o Sze S63 KB
[Thursday, August 26, 2021 12:08:56PM Dstemodfied  12/1/2021 422 PM
View Certificate Language Engish (Unked Sates)
Countersignatures b
Name of signer: £-mad address: Timestamp l
Mcrosoft TmeS... Not avalable Thursday, August 26...
Datais
Bemove Propeties and Persooal information
Cx ] T
FIGURE 10 - VALID FIGURE 11 - ORIGINAL
SIGNATURE FILENAME

[O|OJX] &X] https://research.checkpoint.com/2022/can-you-trust-a—files-digital-signature-new-zloader-campaign—-exploits—
microsofts-signature-verification-putting-users—at-risk/
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HER, M 0S, 2SAE L2l M2 Sysjocker 0] 274
New SysjJocker backdoor targets Windows, macOS, and Linux
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SysJoker Backdoor

C2 Communication Flow in High-Level

_______________________________________________
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EIX| H ofs
Intezer = ZE|XI7t ZHE 77|01 Sysjoker 7t EXot=X] EQISH=0| At 4= U= HA| 10C(Indicator of
Compromise)E S/HHESLICH.

Of2fl= 2t 2 AIQ| 10Cof Chet Ztefst dHlL| T},
YIEQ: PHTAE M2 "C:\ProgramData\RecoverySystem" Z0,
C:\ProgramData\SystemData\igfxCUIService.exe,
C:\ProgramData\SystemData\microsoft_Windows.dll 0ff §X[ELICt AMHTFEE XHHS
SIE Al mAQI igfxCUIService.exe E AI&GH= "igfxCUIService2| XtS A "Run'?ts

2lsA: OfY 2 Cj3lE2|= "/ Library/" OF2{0f MM =11
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macOS: MU "/Library/"0fl MME[1 /Library/LaunchAgents/com.apple.update.plist ZZ0{IA]
LaunchAgent & Sdll XI&EMHS SSLICH
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https://www.bleepingcomputer.com/news/security/new-sysjocker-backdoor-targets—windows-macos-and-linux/
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New White Rabbit ransomware linked to FIN8 hacking group

T AT MEH, 2T SASH AMZS 20 HU2|2! White Rabbit 0] FINS 312 122 £7h50! Kol
7|—Jg01 QU= ZA02 LIEKHSLICE FING 2 2HS als ZZAKZ X2 AR 71 HEE SX|= POS O
ACE £6 4 S0 28 7je LHsL

White Rabbit SHM0{= M0 MZ7121 Michael Gillespie 7t 24745t 2PN TFE MES ELQIEUIA S7H3H X
=222 YHRNSLICE
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S5 Michael Gillespie oy
Cal M
¥y @demonslay33

ansomware Hunt: "White Rabbit" with
extension ".scrypt”, drops note for each encrypted
file with "<filename>.scrypt.txt" with victim-specific
information: pastebin.com/walLqSHCh
"Follow the White Rabbit..." ¥ &

3:30 AM - Dec 15, 2021

[0]0]X] &X] https://twitter.com/demonslay335/status/1470823608725475334
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test.txt.scrypt.ixt 2t= 0|1ECE W ELICE 0|34 & HERT E210|E2 Lt U535} CHAt0] k[M, OS 7t AFE
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1f you are reading this message, means
S metnRek A hetures Tave basn comprontsed,
- (viﬁul data has leak
Tes are encrypted

A7ATATATAT AT AT A" A"A AT A AT AT A AT AT A A AT A AT A AT A AT AT AR AT A AN AT A AT AT AT AT AR AT AR AR A
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3 elcome to the Ransom House
i You are locked ~
e $ e
a* Kknock, Knock. Follow the white Rabbit "
i .
i \ .

B R R R R R R R R R R R B R O S R S S W R O

The best and only thing you can do_is to contact us
to settle the matter before any losses occurs.

1. THE FOLLOWING IS STRICTLY FORBIDDEN

1.1 DELETION THIS NOTE.
Each note carries the encryption key

needed to decrype the

jon"t

1.2 eo1TING FILES OR HDD.
Renaming, copying or moving any files
ou1d DiAGE, the cypher. ank
decryption will be impossible.

1.3 USING THIRD-PARTY SOFTWARE.
Trying to recover with any seftuare

eak the cipher and
il recovery will becone a problen.

1.4 SHUTOOWN OR RESTART THE PC.
800t and recovery errors can also damage the cipher
sorry about that, but doing so is entirely at your own risk.

1.5 MIRING THE FBI AND OTHERS
Cogperating with the F8EICIa and s

and invo! ving their o ficers in neqonluoﬂs
will end our inication with you

nd we wiTl share a1l the leaked data for free.

2. EXPLANATION OF THE SITUATION
2.1 HOW DID THIS HAPPEN

[the security of your IT perineter has been compromised (fts not perfect at alD).,
Je encrypted your workstations and servers to make the fact of the intrusion visible and to prevent you from hiding critical

jata Te:

JHe-spent 3 ot of time for researching and finding out the most imporcant directorfes of your business, your weak

We have already downloaded a huge amount of critical data and analyzed it. *Fate Y3Up to you, 1Y Wi ‘eicher be deleted
for s01d, or shared e tne nedia

2.2 VALUABLE DATA WE USUALLY STEAL:
- Databases, legal documents, billings, clients personal information, SSN.
- Audit reports
- Any financial docusents (statements, fnvoices, accounting, transfers etc.)
= work files and corporate corres|
- Any backups

2.3 T0 00 LIST (best practies)
contact us as_soon as possible
- contact s only in our chat, otherwise you can run into scammers.
- purchase our decryption toof and decrypt your files. There is no other way to do this.
- Realize that dealing wi is the shortest way to the success and sec
g TR Thet10ea TPuSing ecyption hetp progruns, cnereise you Wil destroy the system
ermanent
P Y - Avoid any third-party negotiators and recovery groups. They can allow the event to leak.

3. POSSIBLE DECISIONS
3.1 NOT MAKING THE DEAL
- after 4 days starting tomorrow leaked data will be published or so]
T We'wi1l 1% send the data to all interested Sipervisory ocganizations and the media.
- Decrypuion key will be deleredpernanentiy and recovery will be'i ble.
bt I AGHEE AL e R R A

3.2 MAKING THE WIN-WIN DEAL
t the Decryption Tool and the wanual how-to-use.

et wr uarantee and log of non-recovarable deletion of all your d:

3

he quaramcee Of secrecy and deletion of all traces of the deal I8 tncerner.

n
n g
You will get
11 36t the Security report on o fix your security breaches.

[22] White Rabbit 2| #HML-E
[0]O]X| &X] https://www.trendmicro.com/en_us/research/22/a/new—ransomware—spotted—White—rabbit—and—its—evasion—tacti
cs.html
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[2Z] White Rabbit 2| Tor AIO|E
[O]OIX] &X] https://www.trendmicro.com/en_us/research/22/a/new-ransomware-spotted-white-rabbit-and-its-evasion-tacti
¢s.html

FINS 1} HEE AN
Trend Micro Q] H11A0]| [I}23, FINS I} 'White Rabbit'0| ZHAE|0] QUCH= ZS7{= 2HAY0{2] YL THA|O|A]
AL RSLICE O] MER 2HM0{= FINg 2} 22 =] HE-0{Q] Badhatch(Sardonic)2| M=2 HHS ALE3HSLICE
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211 White Rabbit 2 A==0| 7|HPHS 2|11 UKX|T k= 7|0 CHet aZtet 2/&0] 2 A2 OffefELIC,.
EA]
https://www.bleepingcomputer.com/news/security/new-white-rabbit-ransomware-linked-to-fin8-hacking-group/
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‘Anomalous’ spyware stealing credentials in industrial firms
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https://www.bleepingcomputer.com/news/security/anomalous-spyware-stealing-credentials-in-industrial-firms/
https://securelist.com/hunt-for-corporate-credentials—on-ics-networks/105545/
https://ics—cert.kaspersky.com/publications/reports/2022/1/19/campaigns—abusing-corporate-trusted-infrastructure-hunt-
for-corporate-credentials-on-ics—networks/?utm_source=securelist&utm_medium=referer&utm_campaign=abusing-corporate

-trusted-infrastructure#x10

. 30
ESTsecurity Copyright © 2022 ESTsecurity Corp. All rights reserved.


https://ics-cert.kaspersky.com/publications/reports/2022/1/19/campaigns-abusing-corporate-trusted-infrastructure-hunt-for-corporate-credentials-on-ics-networks/?utm_source=securelist&utm_medium=referer&utm_campaign=abusing-corporate-trusted-infrastructure#x10
https://ics-cert.kaspersky.com/publications/reports/2022/1/19/campaigns-abusing-corporate-trusted-infrastructure-hunt-for-corporate-credentials-on-ics-networks/?utm_source=securelist&utm_medium=referer&utm_campaign=abusing-corporate-trusted-infrastructure#x10
https://ics-cert.kaspersky.com/publications/reports/2022/1/19/campaigns-abusing-corporate-trusted-infrastructure-hunt-for-corporate-credentials-on-ics-networks/?utm_source=securelist&utm_medium=referer&utm_campaign=abusing-corporate-trusted-infrastructure#x10

Secure Disk
AlYac

ALYac EDR

Threat Inside

(F)OIAEAIF2IE]

(2) 06711

M2A| MEF HIELE 3 O[AEYH
02.583.4616
www.estsecurity.com


http://www.estsecurity.com/

